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From: Vivian Stanley <ratweedrat@gmail.com>
Sent: Monday, December 10, 2018 2:09 PM

To: Patrick White; grenewpc@gmail.com; 2012sheriffsmith@gmail.com;
berkeleymaddox@gmail.com; spotsysalem@gmail.com; Paulette
Mann; Paulette Mann; Wanda Parrish

Subject: Addition to SUP180001

I know that I have sent my group's proposal SEVERAL times to Wanda, the Planning
Commission and the Board of Supervisors, but it continues NOT to be included in the
SUP18001. Why? It is equally important to preserve and protect the lives of those who would
be forced to live adjacent to the highly toxic, carcinogenic solar factory. I would send it again,
but you already have it. It is not being considered because, in my view, some want the solar
monster in the Livingston community. So tell me, which of YOU will be living with YOUR
family next door to it? None!

Some believe it to be a source of income for Spotsy. When the law suites come rolling in as
people get cancer, there will be NO positive dollars for Spotsylvania County or those who voted
to put a carcinogenic industrial factory in the middle of a community.

Think long and wisely. Your inclusion of my group's proposal will go a long way to show the
community YOUR moral standards.

Vivian Stanley

This email was Mal ware checked by UTM 9. http://ww. sophos. com






From: Sara Hallmark <shallmarkO4@yahoo.com>
Sent: Thursday, December 6, 2018 9:25 AM

To: Aimee Mann; Chris Yakabouski; Kevin Marshall; Timothy J. McLaughlin;
David Ross; Thomas G. Benton; Paul D. Trampe; Mark Stepongzi;
pkalakowski@spotsylvania.va.us; Patrick White

Subject: Barker Family Comments Re: Zoning Hearing for Solar Plant (Windy
Acres Ln. Resident, Livingston District)

Attachments: Barker Comments ta Spotsy County.dodx

Greetings Spotsylvania Board of Zoning Appeals Chairman and Vice Charmain and Spotsylvania
County Board of Supervisors,

| attended the public zoning hearing last night; however, time ran out for me to provide verbal
comments. This is an important issue to me and my family, and | have provided written
comments for your review and consideration. See attached.

Summary of the comments within the attached document:

*  Meet the Barker Family

* Residents Outside of Fawn Lake Will be Impacted

e Recommend Additional Critical Review of Proposed Financial Benefits to the County
*  Access to Well Water Under Any Circumstance Should Be Denied

*  Construction Timeframes are not Accurate

e Jobs will be Filled by Out of County/State Workers

* No Burning

* Berms and Buffers Need to be Increased

e Addressing Proponents of Solar Farm

e Say No to Political Pressure and Lining the Pockets of Huge Corporations
* Legacy of Our County and the Big Picture

* Vote No

Sincerely,
Sara Barker

11445 Windy Acres Ln. Locust Grove, VA 22508





This email was Mal ware checked by UTM 9. http://ww. sophos. com







[bookmark: _GoBack]Greetings Spotsylvania Board of Zoning Appeals Chairman and Vice Charmain and Spotsylvania County Board of Supervisors,


I attended the public zoning hearing last night; however, time ran out for me to provide verbal comments. This is an important issue to me and my family, and I have provided written comments for your review and consideration. 


Summary of the comments within the attached document:


· Meet the Barker Family


· Residents Outside of Fawn Lake Will be Impacted


· Recommend Additional Critical Review of Proposed Financial Benefits to the County 


· Access to Well Water Under Any Circumstance Should Be Denied


· Construction Timeframes are not Accurate


· Jobs will be Filled by Out of County/State Workers


· No Burning


· Berms and Buffers Need to be Increased


· Addressing Proponents of Solar Farm


· Say No to Political Pressure and Lining the Pockets of Huge Corporations


· Legacy of Our County and the Big Picture 


· Vote No


Meet the Barker Family


My name is Sara Barker, and my family moved here 3 years ago. We have 11 acres, located at 11445 Windy Acres Ln. We specifically chose this location due to the rural setting and to achieve our dream of owning property for hunting and other outdoor recreation activities. My husband and I commute to Washington D.C. daily, enduring construction and traffic congestion. We specifically purchased a house in this area to avoid these things. A solar farm of this magnitude will change the nature of our county and negate the benefits why we chose to live here. 


Residents Outside of Fawn Lake Will be Impacted


Next, I’d like to clear up the misconception that only residents of Fawn Lake are impacted by this project. This is false. Our road is slated as one of the main access points for the 700-800 proposed employees. Windy Acres is a curvy and narrow country road. It has already been degraded by the log trucks that take up the entire width of the road. Presently, log trucks run every 45 minutes at all hours of the day and night. I’m attaching a photo here so you can see the amount of space the truck takes up. Windy Acres can barely accommodate 2 axel vehicles passing each other. My concern is the noise and the safety of residents during the 2+ years slated for construction. I’m also concerned that a finalized traffic plan has not been submitted. No decisions should be made until a comprehensive plan has been presented. In addition, the county will need to determine how to monitor compliance with the traffic plan. 


Recommend Additional Critical Review of Proposed Financial Benefits to the County 


I have serious financial concerns with the proposed monetary benefits to the county through tax benefits and other promised “improvements.” Concerns raised by several members of the public called into question these figures and the way in which projected benefits have been calculated. Since this solar plant will be providing power to corporate customers with no energy benefits to residents, there needs to be VALIDATED and DOCUMENTED evidence that these financial gains to the county are accurate – otherwise, we are being duped into allowing sPower to build this near us with little to no financial gain. Please dig deeper into the financial benefits being proposed here. 


Access to Well Water Under Any Circumstance Should be Denied


A concern critical to me is sPower’s access to well water. We are on a well. As stated in the county staff report, “the applicant has proposed supplemental use of groundwater should the county water be unavailable due to reasons beyond the control of the applicant.” This statement provides a convenient loophole for sPower to access well water due to planning failures as most any situation could be spun to be “beyond their control.”  Well water access should be removed as an option.  Contingency plans should be made at the expense of sPower.


Construction Timeframes are Not Accurate 


Speaking of construction, when have you ever heard of a construction project being completed within the estimated timeframe? Due to the sheer magnitude of this project, I’d expect construction time to be far greater than 2 years – think about Virginia’s weather, and other factors that could cause delays. Typically, construction is halted when it rains or snows. This is not a desert location – have construction times been factored in to accommodate the weather conditions in this region? In my opinion, a more accurate estimate is 3 – 4 years. I do not want to endure construction and traffic congestion “temporarily” for 3+ years. 


Jobs will be filled by workers from out of county/out of state


Addressing the supposed 700-800 jobs that have been touted as a benefit: due to the scope of this project, it’s unrealistic to believe that county residents will be building this plant. As the owner of the factory stated, many of us who live in this area commute to Washington D.C. A more accurate assessment is that employees will be bussed in from out of county or out of state. This is common practice for large scale construction projects. Therefore, very little of the actual work will be completed by county residents. 


No Burning


Burning needs to be taken off the table. There are numerous health related risks and if the project lasts more than 2+, it’s a realistic public health concern due to the size and scope of projected debris.


Berms and Buffers Need to be Increased


For those residents who will have a direct view of this monstrosity, the distance of berms, buffers and barriers needs to be increased. Would you want to buy a property facing this giant monstrosity? I know I wouldn’t. If the county approves this project, all the buffers need to be extended and beefed up.


Addressing Proponents of Solar Farm 


Last night, we heard proponents of the solar farm, who included sPower decoys in the audience and their family members, and Meadows family – the owners of the land being purchased by sPower. 


Hopefully, it was painfully obvious to the board that these individuals were asked to be here by sPower. Of course, they’re going to say they support the project if they work for or are related to members of the company. The lady from Chicago indicated she has not purchased a house yet and could not state the name of her realtor when asked by other members of the audience. Unfortunately, I do not hold creed from the opinions of those who do not live here and will not be affected by this plant.


Next, let’s address the comments from the Meadows family. Yes, they own the land and are free to do with it what they want. Unfortunately, what they want to do requires zoning approval; therefore, it’s before the zoning committee and the board of supervisors. Since they’ve decided to sell their land to a company that is not zoned to be there, having public input and studies done on the proposed solar farm is part of that process. I’d speak up for the plant too if I stood to gain millions of dollars from sPower. Not to mention, the family members who own 60 and 80-acre tracks have the financial stability to take a loss on the sale of their property if any negative impacts occur down the road. Not being wealthy, I’m sure myself and many other residents do not have this same option. The Meadows family wants to be paid, which is why they spoke out in favor. This deal will personally benefit their pocketbook.


Say No to Political Pressure and Lining the Pockets of Huge Corporations


This project has been presented as a done deal to the public through news and social media. Microsoft, Apple and University of Richmond have already signed deals with sPower for energy use. This is a clever public relates move, done to exert political pressure on county permitting and approval process. Citizens of this county are not willing to line the pockets of corporations for little to no return on investment.


Legacy of Our County and the Big Picture 


Finally, let’s step back and talk about the bigger picture for a moment: while solar is the new energy star, projects of this scope and magnitude are few and far between, with a majority located in dessert climates. It’s impossible to identify all the potential risk areas and unknowns and what COULD occur over the next 30+ years, especially during the de-commissioning process. It’s easy for proponents of the projects to say, “there is very little risk,” but if any of the “unlikely” risks occur, it could be life changing to those of us who live around the project site. Projects of this size and scope have only been around for a few years, which is not enough time to confidently assess potential problems over time.


Keeping the rural nature of this area of the county intact, financial, construction, traffic, jobs, the validity of the financial benefits to the county, and everything we don’t know and won’t know are the reasons why I urge county officials to disapprove this project at every level. Do what’s best for the residents – show us that you value our county over politcal pressure and the profit margins of huge corporations by voting no. If it sounds too good to be true, it probably is.


Sincerely,


Sara M. Barker


11445 Windy Acres Ln. Locust Grove, VA 22508



From: Sean Fogarty <sfogarty77 @verizon.net>

Sent: Monday, December 10, 2018 4:21 PM
To: Wanda Parrish; Patrick White
Cc: grenewpc@gmail.com; berkeleymaddox@gmail.com; Paulette Mann;

Spotsy Planning C. Travis Bullock; 2012sheriffsmith@gmail.com;
spotsysalem@gmail.com; Paulette Mann; sfogarty77@verizon.net
Subject: Comments on Appendix A to Planning Commission Staff Report

Attachments: App A comments with CCSC Comp Plan Analysis.pdf

Wanda and Patrick -- attached are my comments, recommendations, and questions concerning
Appendix A of the staff report on sPower's SUP application for Site A. I’ve also included my
original Comp Plan analysis from Nov 7™ for reference.

Please review the attached document and let me know if you have any questions. I hope that my
recommendations will be included in your next revision of the staff report in order to address
several critical issues that the Commissioners will be reviewing for their Comprehensive Plan
Compliance Review (2232 review).

On Friday I also provided our group’s questions about the 2232 review process that the County is
using.

Thanks,

Sean Fogarty
540-972-4957

This email was Mal ware checked by UTM 9. http://ww. sophos. com







Comments on Appendix A to Planning Commission Staff Report on SUP18-0001,
dated Nov. 29, 2018
By Sean Fogarty, Dec. 10, 2018

Major Comments:

Pages 28, 34, 35, 36 and 38:

The use of section 1.D.7 (“Encourage complementary land uses”) does not appear to conform to
the intent of that section when it was briefed earlier this year as Comp Plan Amendment #17
(CPA 17-0003). The staff brief advised the BOS that since 1.D.7 is in the Introduction and
Vision section it provides “broad overarching guidelines.” The BOS was told that the real teeth
was in paragraph 9 of the Land Use Section. Yet 1.D.7 is referenced at least 5 times in Appendix
A with wording that assumes that any renewable energy facility would be complementary. That
wording is then used to discount multiple sections of the Comp Plan.

Additionally, Appendix A does not even include an analysis of the “teeth” section added in
Comp Plan Amendment #17 which states “9. Renewable energy generation facilities, such as
solar, geothermal, or wind, should be sited and designed to minimize detrimental impacts to
neighboring properties, uses and roadways.” There is only a passing reference to paragraph 9 at
the end of the Overview section on page 28.

I find it difficult to see how the Planning Commission can conduct a Comprehensive Plan
Compliance Review (2232) without considering paragraph 9 of the Land Use Section. The
Comprehensive Plan Analysis that I provided on behalf of CCSC on Nov 7 listed some of the
potential detrimental impacts with this facility: Inadequate Setbacks, Burning,
Erosion/Stormwater Runoff, Cadmium Telluride Panels and the Heat Island Effect. To that list I
would add the impact on property values and associated drop in tax revenue to the County.
Details on those calculations have been provided separately and briefed to both the PC and BOS.
These calculations show tax revenue deficits of more than $1 million/year in the later years of
the project. I can provide that information if needed.

P.29, fourth paragraph:

“While the proposed facility will encompass a large land mass, there is no policy in the
Comprehensive Plan that places specific limits on the size of individual uses or projects. That
said, the magnitude of the project introduces a number of potential impacts. In particular,
environmental impacts, construction impacts, and erosion and sediment controls are some
potential concerns compounded by the size of the proposed facility. Staff believes that
appropriate conditions are critical to ensure the project is substantially in accord with the
Comprehensive Plan.”

Considering that this proposed solar facility is the first of its kind placed in the County, shouldn’t
the County first determine an upper limit on such projects before proceeding? Otherwise,
nothing prevents this applicant, or others, from continuing to apply for such facilities. Although
this proposal is being considered under the current Comprehensive Plan, the staff and Planning







Commission should be considering county policy as it relates to these massive solar energy
proposals.

Pg 30:

The first paragraph refers to the detailed fiscal analysis which supports the conclusions in that
paragraph. That fiscal analysis (pg 12) concludes that the county will see “positive economic
activity” from the project with no estimate provided. There is no staff analysis to support that
statement, just quotes from the sPower fiscal analysis. Recommend delete that wording or at
least add the statement that “sPower’s fiscal analysis supports positive economic activity.”
Additionally, since the tax revenue from the project declines significantly over the life of the
project, staff analysis should include an assessment of the economic impact in the later years of
the project.

Pg 34 etc:

The bottom of page 34 (and multiple other places) refers to timbering by others as if the
Applicant had no impact on the timbering. Based on sPower’s survey data and public comment
on Dec 5th by the Meadows family and the Riveroak representative, negotiations between
sPower and the landowners began in 2016. This is before most of the timbering which means
that sPower could have prevented it by conditioning their purchase agreements with the
landowners. I recommend deleting all references to timbering by others made throughout the
report. Even though much of the timbering was completed when the SUPs were filed, this
process really began in 2016 when that property was forested. That should be the starting point
for evaluation of the impacts of the project.

Additionally on pg 41. Fourth paragraph (Natural Resources Policy 1, Strategy 8) last sentence
states that “The forestry operator has chosen to privately divest their land holdings...” There is
more than one forestry operator involved. Both Riveroak and the Meadows family have timbered
their land. Several of the other involved landowners may have also timbered.

Pg 35(Omission):

The beginning of the Comp Plan’s Land Use section states that “Land use decisions should be
consistent with the Future Land Use Map.” Appendix A’s treatment of this requirement under
“Future Land Use Designation” does not refer to the Future Land Use Map and does not include
analysis that would allow the Planning Commission to understand that the proposal would
remove the largest agricultural and forestal land use tract in the county most of which is Prime
Farmland and Farmland of Statewide Importance. Total acreage is 15,027 so this is 23% of the
AG/forestal land in the county. Instead of referring to the Land Use Map, this section again
refers to 1.D.7. Referring to a general policy (1.D.7) and not the required evaluation of
consistency with the future Land Use Map prevents the Commissioners from properly evaluating
this section. I recommend the Future Land Use Map be included in the report with an analysis of
the impacts described above.







Pg 36 (Omission):

The end of the Comp Plan’s Land Use section includes “Open Space Land Use Policies. 1.
Viewsheds from County roads should be preserved.” Viewsheds from county roads will be
impacted especially along West Catharpin, Gold Dale and Post Oak Roads. Recommend that the
staff report be updated to reflect that impact. sPower is only providing 50ft setbacks and no
additional screening in these areas.

Pg 36:

Under Transportation Policy 1, the staff report indicates that County Transportation staff has
calculated level of service impacts as a result of the solar plant. It’s not clear how the
transportation staff could make those calculations without a Traffic Plan? I’m not aware of any
sPower documents that provide the railhead/sourcing routes for their materials which will dictate
the routes that the heavy vehicles will take. There will be significant differences on service
impacts if the heavy loads are coming from the west (route 3), east (route 3) or south
(Thornburg?) which could use Robert E Lee Drive, Lawyers Rd, West Catharpin etc. Even the
Traffic Mitigation Plan that the staff has requested doesn’t require sPower to provide this
information.

Remaining comments:

Pg 30 (first paragraph), Pg 39 (second paragraph):

In at least these two parts of the report, staff indicates that there will be associated spin-off
benefits with this project. The fiscal impact section of the report (page 12) does not mention any
spin-off benefits and provides no information that would lead to that conclusion. Recommend
delete that phrase.

Pg 32:

The last sentence in the quote from the Department of Forestry letter is incorrect. The letter
indicates that the 3,500 acre site represents 2.3% of the forestland in the County. The entire site
is 2.39% of the County which includes developed property in the PDB so that calculation is not
accurate. Based on total AG/Forestal land in the county (15,027 acres) I think the more accurate
statement would be “23% of the AG/Forestal land in the county.* Also, more than 3,500 acres
was cleared for the solar facility - VDOF letter assumes only 3,500. I realize this is not a County
document but I encourage the staff to add a corrective note after the VDOF letter. The other
option is to end the quote from the letter at the end of the previous sentence.

Pg34 (first paragraph), pg 36 (second paragraph):

The first paragraph on page 36 under D.7 states that “Renewable energy generation land use...is
further supported by Spotsylvania County Code considering the Purpose and applicability of
special uses.” I don’t see reference in the County Code that renewable energy is “supported.” It
is allowed/permitted subject to approval of a Special Use Permit. Recommend the wording be
modified. Also on page 36.








Pg4l:

The third paragraph states that:

“However, erosion and sediment controls as well storm water management facilities will be
designed treating the PV panels themselves as impervious.” I haven’t been able to find in
SPower’s documentation what the total amount of impervious acres that this project will contain
(with the panels included) so it’s impossible to verify the storm water management calculations.
Can that calculation be provided in this section so that this can be evaluated?







Concerned Citizens of Spotsylvania County (CCSC)
Analysis of sPower SUPs’ compliance with County Comprehensive Plan
In accordance with Virginia Code Section 15.2-2232
Recommend include this analysis as Appendix A to the staff report

Submitted to Spotsylvania County Board of Supervisors and Planning Commission
November 7, 2018

Comprehensive Plan review for SUPs 18-0001, 0002, and 0003 (sPower Solar)

The Spotsylvania County Comprehensive Plan presents a long range land use vision for the
County. The Comprehensive Plan sets forth principles, goals and implementation techniques
that will guide development activity within the County and promote, preserve, and protect the
health, safety and general welfare of its citizens. Specifically, the Plan provides data and
analysis on land use, transportation, housing, natural and historic resources, and public facilities
and utilities. The purpose of this document is not to regulate, but rather guide land use,
transportation, and infrastructure decisions. This guidance seeks to ensure continued economic
and community vitality while ensuring necessary policies and infrastructure are in place to
provide for the continuation of quality services to Spotsylvania’s residents and businesses.

This proposal is located outside the Primary Development Boundary with over half of the area
designated as Agricultural and Forestal within the future land use element. The remainder of
the property is designated as rural residential. The Agricultural and Forestal land use area
represents active agricultural land within the County. The agricultural land is used for both
crops and livestock purposes, as well as forestry operations and agribusiness. Prime agricultural
and forestry lands should be preserved and protected from development pressures through
enrollment in Agricultural/Forestal Districts or other programs with similar goals.

The Rural Residential category encompasses most of the area outside the Primary Development
Boundary. In general, rural residential development has a density of one unit per two acres and
greater, including large lot residential, cluster development, farms, and forestland. These
properties are served by private wells and septic systems. The preservation of land through
conservation easements or preservation methods defined by the County Code may also be
appropriate within this land use.

A special use permit is required to establish the solar energy facility proposed upon existing
Agricultural 3 (A-3 zoned) acreage. The purpose of the A-3 district is to promote and protect
large lot size parcels to maintain the rural character of the county and to protect, support, and
enhance the agricultural economy of the county. Section 15.2-2232 of the Virginia Code
requires that the location, character, and extent of the sPower facility be submitted to and
approved by the planning commission as being substantially in accord with the adopted
comprehensive plan. As per County Code Section 23-4.5.1, special use permit required uses are
generally compatible with other land uses permitted in a zoning district but which because of
their unique characteristics or potential impacts on the surrounding neighborhood and the








county as a whole, require individual consideration of their design, configuration, and/or
operation at the particular location proposed.

After conducting an analysis of applicable Comprehensive Plan Goals, the proposed special use
is not compatible with the other land uses in that area of the county and is not in accord with
the Comprehensive Plan. Comprehensive Plan findings are below:

Chapter 1, Introduction and Vision

1.B.1: “Achieve a 70/30 mix of residential to commercial/industrial development (based on
assessed value), and the annual growth of the industrial and commercial tax base at a rate
greater than 2%.”

sPower is proposing an industrial facility to be located on agriculturally zoned land. sPower’s
own Fiscal Analysis shows a declining tax revenue with $436,152 in the second year and
dropping steadily to $48,461 in the 24" year and every year thereafter. The revenue drops
steadily because the tax is based on the depreciated value of the capital investment and the
state imposed 80% tax exemption from local property taxes. This project will cost the county
tax revenue when you consider the limited tax receipts balanced against additional county costs
for emergency operations and training and lost revenue due to lower assessments for property
adjacent to the solar plant. The Fawn Lake developer has already stated their intentions to sell
at least 74 of their residential lots to sPower which would result in a loss of approximately
$276,000 in anticipated county real estate tax revenue per year. Additionally it is anticipated
that homes bordering the project will suffer a drop in assessed value resulting in a reduction in
real estate tax revenue from those homes. This reduction in tax base could result in a tax
increase for county residents and will definitely not result in a growth in the tax base which is
the goal of this provision.

1.B.4: “Preserve significant natural, historic, and cultural resources of the County to ensure
the continued allure of the County as a tourism destination.”

From page 37 of Appendix D to the Comprehensive Plan (Natural Resources):

“Potential Threats to Natural Heritage Resources:

The single greatest threat to natural heritage resources is the ongoing conversion of habitat
to residential and commercial development. Forest removal, and increased impervious
surfaces can influence water quality, and aquatic natural communities. Alteration of the local
hydrology by land disturbance can change or eliminate terrestrial habitat. Fragmentation of
forests and the introduction of invasives, both flora and fauna, can have a direct effect on the
survival of many native plants and the resources that rely upon them for survival. Threats to
the Natural Communities include incompatible development, and recreational activities,
invasive species; and incompatible agricultural and forestry practices.”







This proposal poses a threat to the historic resources and identification of the county because
of conversion of the habitat to a commercial/industrial use.

The County has yet to receive sPower’s Invasive Species Management Plan as directed by the
County. This Plan needs to be evaluated to determine whether it satisfies DCR
recommendations.

1.D.5: “Do not extend public infrastructure (such as water and sewer) into productive
agricultural and silvicultural lands except in those instances where those areas are designated
for future commercial/industrial/office development.”

The land designated for this project is productive agricultural land as evidenced by current
forestal/timber use. If the land were to be considered as designated for future
commercial/industrial/office development, then the proposal would directly conflict with
provision 1.D.7 which encourages complementary land uses in agricultural and rural areas, not
industrial uses. Therefore the county is planning to extend county water to the sPower lands
which are zoned agricultural and are not designated for future commercial/industrial/office
development. This is in conflict with the Comprehensive Plan and could open up the land to a
backdoor rezoning to industrial/commercial since county water would already be available. See
further discussion under Land Use section, Primary Development Boundary.

The proposal would be in violation of this provision unless the applicant agrees to use county
water only during the construction period and that any water used by the project during the
operation phase is obtained other than from county water lines. That this is a very reasonable
requirement is substantiated by the applicant’s own statement that only minimal amounts of
water will be needed during operations.

In addition, in order to comply with this provision the applicant and the county utility
department should ensure that any county water line connections extending onto the project
site be disconnected and disassembled after construction is complete. This is so that the solar
project site not be used as a springboard to future residential or commercial development,
which has been a concern of the Planning Commission and Board of Supervisors and other
Spotsylvania County landowners. This requirement would also be consistent with County Code
Section 22-160(b) which allows for access to county water during construction if water isn’t to
be provided beyond the construction period for highway and utility construction projects.

1.D.7: “Encourage complementary land uses such as agritourism, agribusiness, and
renewable energy generation in agricultural and rural areas.”

Utility scale solar is not a “complementary land use” with agricultural/rural in this instance. It
may be complementary in some configurations but not with this huge 500MW facility covering
6,350 acres. Specifically this property was previously used for forestal purposes and that use is
now no longer available. This utility scale solar plant is not mutually supportive of agricultural
use and in fact will likely degrade the property for future agricultural land use because of







flattening and compacting of the land as well as the long term application of herbicides to keep
the site clear of weeds. The scale of this project (3,500 acres of disturbed land), heat island
effect of such a large facility and the potential impact to wildlife all indicate that this proposal is
not a complementary land use for this agricultural/forestal property.

Related comments from the Virginia Department of Forestry (July 25, 2018):

“Forest Area: The majority of the proposed locations are historically forested. This forested
landscape, has contributed to soil protection, improved water quality, provided income from
timber, habitat for wildlife, and carbon storage values. The installation of the facilities will result
in the conversion of these forestlands to another use, resulting in the reduction or change of
these values.”

1.E.1: “Protect environmental quality by promoting a comprehensive approach to air and
water quality management. Examples of approaches to accomplish this could include: green
space and tree preservation, stream restoration, and low impact development (LID).”

This project has resulted in 5,000 acres of tree removal and threatens streams and the Po river
watershed. If the trees are not replanted there will be a huge, permanent loss in greenhouse
gas absorption capacity. This project is also very land-consumptive for the amount of electricity
generated.

Additionally, sPowers’ heat island effect research indicates a slight heat island effect from solar
energy facilities is possible based on research in a much smaller solar energy facility in Arizona.
The scientific studies measured increased ambient temperatures up to 1000 ft away from the
solar panels. Therefore, the heat island effect can extend well beyond the boundaries of the
site. The applicant has been unable to provide any research as to how this would scale up in
this 500MW facility. The proposed solar power plant site covers 6,350 acres which is 10 square
miles. Numerous streams and wetlands are located on the site, and some of these are
designated Threatened and Endangered Species Waters. Most of the streams combine just
beyond the boundary of the site to form the Po River. Higher ambient temperatures will
increase water evaporation rates, and a large heat island can reduce rainfall amounts. Both of
these factors will impact the streams and wetlands on the site and beyond. Another aspect is
the elevated temperatures under the panels which can affect the ecosystem in and around the
entire facility.

Chapter 2, Land Use

Introduction:

“The (Land Use) element describes land use categories and policies that provide a framework
to guide physical development and land use changes in the County. The Future Land Use Map
(MAP 1) depicts future land development patterns that are to intended promote, preserve,
and protect the health, safety, and general welfare of the citizens.”

“Land use decisions should be consistent with the Future Land Use Map.”







Spotsylvania County Future Land Use Map:
http://www.spotsylvania.va.us/filestorage/21027/21029/24071/24073/4 County Wide FLUM
20131114.pdf

This proposal would remove the largest agricultural and forestal land use tract in the county
(see county future land use chart) and is inconsistent with the Future Land Use map. The site
would cover an area more than twice as large as the county’s entire Agricultural/Forestal
District program which contains 2,883 acres. It also directly conflicts with the desire to
preserve the rural character of the county by placing a 3,500 acre industrial utility site in
agricultural zoned land.

Related comments from the Virginia Department of Forestry (July 25, 2018): “Forest Area: The
majority of the proposed locations are historically forested. This forested landscape, has
contributed to soil protection, improved water quality, provided income from timber, habitat
for wildlife, and carbon storage values. The installation of the facilities will result in the
conversion of these forestlands to another use, resulting in the reduction or change of these
values.”

Additionally, “The Board of Supervisors has found that agricultural and forestal lands are valued
natural and ecological resources which provide essential open spaces for clean air sheds,
watershed protection, wildlife habitat, as well as aesthetic value in our community.” (page 53 of
Appendix D to the Comprehensive Plan (Natural Resources)

This proposal is entirely inconsistent with the Agricultural and Forestal land use area.

See attached County Future Land Use Map with site superimposed.

“Primary Development Boundary

A major aim of any Comprehensive Planning process is ensuring that the provision of
community facilities and public services is phased with demand. One of the most effective
tools for directing the timing and location of new development is the establishment of a
Primary Development Boundary to define the area within which public water and sewer
utilities will be provided. The Primary Development Boundary is shown on the Future Land
Use Map. Land within the boundary is intended to develop with higher residential densities
and more intensive nonresidential uses than outside of the boundary. By maintaining a
Primary Development Boundary, the County encourages the most efficient use of the land
while preserving the rural character and agricultural viability of those portions of the County
outside the boundary. This boundary is not permanent and may be adjusted when conditions
warrant through the amendment process, in accordance with the policies outlined below.

Primary Development Boundary Policies: 1. Rezonings outside of the Primary Development
Boundary desiring to connect to public sewer and water should submit a Comprehensive Plan
amendment.”




http://www.spotsylvania.va.us/filestorage/21027/21029/24071/24073/4_County_Wide_FLUM_20131114.pdf
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Although this not a rezoning, should county water be provided to the property, this would
clearly violate the intent of this provision by providing county water outside the Primary
Development Boundary.

The proposal would be in violation of this provision unless the applicant agrees to use county
water only during the construction period and that any water used by the project during the
operation phase is obtained other than from county water lines. That this is a very reasonable
requirement is substantiated by the applicant’s own statement that only minimal amounts of
water will be needed during operations.

In addition, in order to comply with this provision the applicant and the county utility
department should ensure that any county water line connections extending onto the project
site be disconnected and disassembled after construction is complete. This is so that the solar
project site not be used as a springboard to future residential or commercial development,
which has been a concern of the Planning Commission and Board of Supervisors and other
Spotsylvania County landowners. This requirement would also be consistent with County Code
Section 22-160(b) which allows for access to county water during construction if water isn’t to
be provided beyond the construction period for highway and utility construction projects.

“Land Use Categories:
Land Use Policies Applicable to All Land Uses:

3. Wherever possible, existing trees and tree buffers should be preserved rather than
replacing mature vegetation with new plantings.”

See comments above under Chapter 2, Land Use, Introduction. All trees have been removed
including buffers right up to property lines in most cases.

“9. Renewable energy generation facilities, such as solar, geothermal, or wind, should be
sited and designed to minimize detrimental impacts to neighboring properties, uses, and

roadways.”

The facility does not minimize detrimental impacts in the following areas:

Setbacks: 50 ft setbacks are proposed for almost the entire project which increase the
potential for hazardous runoff to adjacent property and adverse heat island effects and
severely impact the viewshed.

Burning: the proposal includes burning of stumps and cutover which can cause a health and
safety hazard to local residents. The use of proposed trench burners will not completely
mitigate this risk and introduce additional fire safety challenges.

Erosion/stormwater Runoff: heavy rains and stormwater runoff present serious risks to
surrounding properties and wetlands if simultaneous 400 acre plots are developed as proposed.
Cadmium Telluride panels: the proposal includes use of First Solar Series 6 panels which
contain cadmium telluride. Although encapsulated in the panels, the risk is too high for








detrimental impact to residents due to leaching of cadmium should broken panels come in
contact with the acidic soils and water.

Heat Island Effect: sPowers’ heat island effect research indicates a slight heat island effect from
solar energy facilities is possible up to 1000 ft away from the solar panels. Therefore, the heat
island effect can extend well beyond the boundaries of the site. The applicant has been unable
to provide any research as to how this would scale up in this 500MW facility. Another aspect is
the elevated temperatures under the panels which can affect the ecosystem in and around the
entire facility.

“Agricultural and Forestal Land Use Category

The agricultural and forestal land use area represents active agricultural land within the
County. The agricultural land is used for both crops and livestock purposes, as well as forestry
operations and agribusiness. Prime agricultural and forestry lands should be preserved and
protected from development pressures through enrollment in Agricultural/Forestal Districts
or other programs with similar goals.

Agricultural and Forestal Land Use Policies:

1. Foster the preservation of agricultural and forestal land for its intrinsic economic benefits.
2. Discourage rezonings or special use permits for land uses incompatible with adjacent
agricultural, silvicultural, or forestal operations or that would have an adverse effect on the
continued viability of these uses.”

This proposal would remove the largest agricultural and forestal land use tract in the county
(see county future land use chart) and is inconsistent with the Future Land Use map. The site
would cover an area more than twice as large as the county’s entire Agricultural/Forestal
District program which contains 2,883 acres. It also directly conflicts with the desire to
preserve the rural character of the county by placing a 3,500 acre industrial utility site in
agricultural zoned land. Related comments from the Virginia Department of Forestry (July 25,
2018): “Forest Area: The majority of the proposed locations are historically forested. This
forested landscape, has contributed to soil protection, improved water quality, provided
income from timber, habitat for wildlife, and carbon storage values. The installation of the
facilities will result in the conversion of these forestlands to another use, resulting in the
reduction or change of these values.”

Additionally, “The Board of Supervisors has found that agricultural and forestal lands are valued
natural and ecological resources which provide essential open spaces for clean air sheds,
watershed protection, wildlife habitat, as well as aesthetic value in our community.” (page 53 of
Appendix D to the Comprehensive Plan (Natural Resources)

Finally sPowers’ heat island effect research indicates a slight heat island effect from solar
energy facilities is possible based on research in a much smaller solar energy facility in Arizona.
The scientific studies measured increased ambient temperatures up to 1000 ft away from the
solar panels. Therefore, the heat island effect can extend well beyond the boundaries of the
site. The applicant has been unable to provide any research as to how this would scale up in
this 500MW facility. The proposed solar power plant site covers 6,350 acres which is 10 square







miles. Numerous streams and wetlands are located on the site, and some of these are
designated Threatened and Endangered Species Waters. Most of the streams combine just
beyond the boundary of the site to form the Po River. Higher ambient temperatures will
increase water evaporation rates, and a large heat island can reduce rainfall amounts. Both of
these factors will impact the streams and wetlands on the site and beyond. Another aspect is
the elevated temperatures under the panels which can affect the ecosystem in and around the
entire facility.

This proposal is entirely inconsistent with the Agricultural and Forestal land use area.

“Open Space Land Use Category:

The open space land use category includes park and recreation facilities owned and operated
by the County for passive recreation, State and Federal Government parks, as well those
areas deemed worthy of preservation and conservation, such as buffers along major
roadways to preserve the rural character in the proximity of the County’s historic resources.
Common open spaces in private developments are also included as they serve as a passive
recreation location. Active recreation opportunities would likely be located either in the
Commercial/Mixed Use (privately run) or Institutional (County run) Land Use Categories.

Open Space Land Use Policies

1. Viewsheds from County roads should be preserved.

2. Development in these areas should be generally discouraged, however, if it is to occur, it
should occur in such a way to best blend into the existing landscape.”

Viewshed from county roads will be negatively impacted particularly along West Catharpin,
Gold Dale and Post Oak Roads with the inadequate buffering, setbacks and berms proposed in
the SUP request.

Chapter 3, Transportation and Thoroughfare Plan

“Policy 1: Maintain acceptable Levels of Service on public roads.

Strategies:

3. Achieve no less than a “C” Peak Hour Level of Service on 90% of County secondary roads
outside of the Primary Development Boundary as shown on the Thoroughfare Plan. Levels of
Service standards have been set higher in the rural area to ensure the rural character of the
area is not degraded by development.

Policy 2: Ensure that new development does not degrade Levels of Service and mitigates its
impact on the transportation network.

Strategies:

2. Require the submission of Traffic Impact Analysis (TIA) in compliance with VDOT’s 527
Process or for projects that meet the County TIA threshold.







Large scale and mixed use developments should consider incorporating Transportation
Demand Management (TDM) measures that reduce single occupancy vehicle trips.”

Applicant has not provided sufficient detail on sourcing of their materials to determine whether
traffic mitigation measures are sufficient. The TIA does not address questions asked by the
county about rail spur location and overland route from location to site, road repair plans, and
delivery hour restriction proposals. The refusal to provide this detail prevents the county from
ensuring that the proposal will meet this Comprehensive Plan provision. Their proposal to fund
a roundabout at Orange Plank and Brock Roads, even if approved by NPS, will not be started
until after completion of project construction thus will have no impact on traffic mitigation.

Chapter 5, Historic Resources

"

History:
The purpose of this Preservation Plan is to grapple with the difficult issue of how to

accommodate growth and still preserve the character-defining nature of the County that
makes it such a desirable place to live and which draws visitors from across the country, if not
from around the world. Key to the plan is to identify those resources and characteristics that
make the County unique; but, more than that, the plan suggests actions that should be taken
by government, the business community, and individuals to preserve a special heritage and
sense of place before they are lost forever.”

HISTORIC RESOURCES POLICIES AND STRATEGIES

GOAL: Spotsylvania County is known for the beauty of its agricultural and rural environment
and for its wealth of historic and cultural resources. Spotsylvania recognizes that these assets
are essential components of its identity, with an economic value worthy of protection.
Spotsylvania County seeks to preserve and promote these resources through the following
policies and strategies.

Policy 1: Encourage and promote the voluntary protection and preservation of scenic,
historic, cultural, architectural, and archaeological resources.

Strategies:
3. Promote the continuance and expansion of the Agricultural/Forestal District program to

promote agricultural land preservation and protection of the rural farm/ forest character of
the county.

4. Promote and protect agriculture as the primary use of land in rural areas to promote the
scenic character and economy of this area of the county.

According to the Virginia Tourism Corporation, Spotsylvania County received more than $285
million in 2017 in domestic travel expenditures which resulted in a $63 million payroll impact
and 3,140 jobs. Many of these tourist trips are a result of our historic resources which have an







economic value worthy of protection. This economic impact could be affected by loss of such a
large rural tract close to the Wilderness and Spotsylvania Courthouse Battlefields and the
addition of almost 2 million solar panels for a utility scale solar plant on those lands.

Traffic access along Orange Plank Road from Route 3 requires the movement of construction
vehicles through the historic 4 way stop intersection of Orange Plank and Brock Road. Any
improvement to this intersection destroys its historic significance.

Chapter 6, Natural Resources Plan

“Introduction:

Spotsylvania County's natural resources play a significant role in defining its character and
environmental health and also play a role in its economic activities, helping support local
tourism and employment. The County's rich heritage and character have been an important
aspect of the high quality of life as well as a source of pride for residents.

NATURAL RESOURCES POLICIES AND IMPLEMENTATION STRATEGIES

Policy 1: Balance the protection of environmental resources and natural wildlife habitats with
development.

Strategies:

1. The County should support the mitigation of impacts upon unique and/or endangered
resources including rare species (See Natural Resources Appendix Table 3) and their habitats
as part of the development review process.

The County has yet to receive sPower’s Invasive Species Management Plan as directed by the
County. This Plan needs to be evaluated to determine whether it satisfies DCR
recommendations.

3. Encourage land development practices, which minimize impervious cover to promote
groundwater recharge, and/or tree preservation.”

This proposal would remove the largest agricultural and forestal land use tract in the county
(see county future land use chart) and is inconsistent with the Future Land Use map. The site
would cover an area more than twice as large as the county’s entire Agricultural/Forestal
District program which contains 2,883 acres. It also directly conflicts with the desire to
preserve the rural character of the county by placing a 3,500 acre industrial utility site in
agricultural zoned land. Related comments from the Virginia Department of Forestry (July 25,
2018): “Forest Area: The majority of the proposed locations are historically forested. This
forested landscape, has contributed to soil protection, improved water quality, provided
income from timber, habitat for wildlife, and carbon storage values. The installation of the








facilities will result in the conversion of these forestlands to another use, resulting in the
reduction or change of these values.”

From page 37 of Appendix D to the Comprehensive Plan (Natural Resources):

“Potential Threats to Natural Heritage Resources:

The single greatest threat to natural heritage resources is the ongoing conversion of habitat
to residential and commercial development. Forest removal, and increased impervious
surfaces can influence water quality, and aquatic natural communities. Alteration of the local
hydrology by land disturbance can change or eliminate terrestrial habitat. Fragmentation of
forests and the introduction of invasives, both flora and fauna, can have a direct effect on the
survival of many native plants and the resources that rely upon them for survival. Threats to
the Natural Communities include incompatible development, and recreational activities,
invasive species; and incompatible agricultural and forestry practices.”
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Wanda and Patrick -- attached are my comments, recommendations, and questions about the
staff report on sPower's SUP application for Site A, a 400 MW solar power facility.

Please review the attached document thoroughly, and let me know if you have any questions. 11
hope that my recommendations will be included in your next revision of the staff report in order
to address several critical issues and to clarify the conditions that will be required for the

proposed project.

Regards,

David Hammond

11416 Seymour Ln
Spotsylvania, VA 22551

540-972-1240
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Comments on Planning Commission Staff Report on SUP18-0001 dated Nov. 29, 2018

By David Hammond, Dec. 10, 2018

Major Comments on Content:

p.7 para.4

p.19 section C.

p.8 para.l

p.8 para.l

p.8 para.3

p.10 para.4

p.11 para.6

General Phasing describes land disturbance as all construction activities through
installation of the panels followed by further seeding and stabilization. Please also
clarify that this includes installation of all equipment such as inverters and trenching for
cabling. All major construction activities and final seeding should be performed before
land disturbance is considered completed.

Erosion and Sediment Control —the 400 acre limitation on land disturbance should be
included as a condition, including the scope of activities that must be completed before
starting the next 400 acres (see above).

Golder report does not conclude that 400,000 gpd can be withdrawn. That is a
supposition based on typical recharge rates “for this region”. They have not addressed
the soil report for this site that clearly indicates that the soil is non-hydric. They also
indicate that sPower must conduct a water budget and groundwater recharge analysis.
Until those issues have been addressed, then the maximum withdrawal rate cannot be
determined.

Clarify that sPower is proposing a maximum 10-day period per month for well usage
with a maximum limit of 50,000 gal/day.

Emergency Management — the North Carolina Clean Energy Center is

funded by the solar industry, and they have several incorrect, incomplete and
misleading statements in their documentation. You have been provided with numerous
other credible references that show significant risks for fire (e.g. lightning and arcing)
and significant risks to firefighters and the public during a fire since the panels cannot be
de-energized. Additional references and dialog is needed. Fire prevention,
monitoring/detection, and fire fighting aspects should be specifically addressed, and not
rely on sPower’s vague documentation.

Robertson Run is also designated as Threatened and Endangered Species Waters.

See DEQ submittal to SCC on sPower’s application for CPCN:

“8(b)(ii) Aquatic Threatened and Endangered Species: Robertson Run and McCracken
Creek are designated Threatened and Endangered Species Waters for the federally listed
and state-listed endangered dwarf wedgemussel. Both waters are within the proposed
development site and are headwater tributaries to the Po River. The Po River also is
designated Threatened and Endangered Species Water for the federally listed and state-
listed endangered dwarf wedgemussel. The Po River is a headwater tributary to the
Mattaponi River designated Threatened and Endangered Species Waters for the
federally listed and state-listed endangered Atlantic sturgeon.”

Fencing is a required part of the facility. Setbacks should be defined from the property
line to the facility, so fencing should not be allowed in the setback.
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p.11 para.6

p.11 setbacks

and buffers

p.12 buffers

p.12 Fiscal

p.12 Dewberry

p.15 para.l

Are utility poles being used as part of the facility? | thought all cabling

was being buried in trenches. Some facilities run internal cables on poles, and there are
a lot of them. You should clarify that only utility poles bringing in electricity to the site
(if any) are allowed in the setback. Also, the electrical cabling within the facility should
be buried in trenches, perhaps with the exception of the connection to the Dominion
sub-station.

350 ft setbacks should be provided around the entire perimeter with dense vegetative
buffers. Dewberry indicated that 350 ft setbacks and dense vegetative buffers are
necessary to mitigate the solar heat island effects. However, they base their findings on
two scientific studies that measured the temperature increases on 1MW solar facilities,
and they failed to address the impact of scaling these impacts up to 30MW, 70MW and
400MW facilities. The 350 ft required distance can only increase at much larger scales.
Furthermore, there is absolutely no justification for limiting the requirements only to
portions of the Fawn Lake border, as sPower is proposing. sPower must be responsible
for mitigating the negative impacts of their proposed facilities, and not limit their
responsibility based on the existence and proximity of existing homes. Inadequate
setbacks and buffers will certainly negatively impact the development of the
neighboring properties that are being excluded from sPower’s proposed criteria.

The berms and vegetative buffers should be specifically placed within the 350 ft setback
to maximize the effectiveness based on the local topography.

+ The fiscal analysis makes the point that this project will place it in the top ten of
county taxpayers in the first year after construction is complete. The analysis should
also estimate where it will rate in the 24th year when revenue is just $79,000.

+ Fiscal Impact section should also include a discussion of the existing county tax
exemption for solar energy facilities. It should also address the potential negative
impacts to county tax revenue due to reduced property values near the solar power
plant.

+ The fiscal analysis concludes that the county will see “positive economic activity” from
the project with no estimate provided. Has the staff provided any analysis to support
that statement? Have any calculations been performed to determine the economic
benefit that the county will lose from the loss of timber land for 35 years?

+ Why does this section only quote the sPower study from Magnum?

+ Where is the County’s analysis?

+ Where is the anticipated assessment from the SCC that will provide the basis for the
taxation?

The Dewberry studies contain several omissions and inadequacies that should be
corrected. The staff has received citizen input on these studies, which should be
addressed ASAP since the full report is attached to the staff report.

Operations at the site will almost certainly end with the bankruptcies of the LLCs that
were created specifically to own and operate different parts of the proposed project.
What is the basis for the statement “unlikely to be abandoned”?

What happens when the 15 year contract with Microsoft ends?
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p.16 A. General Conditions

p.17 A2
p.17 A3

p.17A.8

p.17 missing

Language should be clearer to address successors if FTP Power sells the facility.

Is the “industry standard” for liability insurance adequate for this unprecedented size
solar power plant? Why doesn’t the county at least have review and approval authority
over the amount of liability insurance?

Height restrictions should apply to all equipment, not just panels and inverters, with
perhaps an exception for connecting into the Dominion substation.

Should include General requirements and restrictions for:

+ Prohibit the use of all thin-film type photovoltaic solar panels.

+ Prohibit the use of GenX chemical compounds (PFOS and PFOA).

+ Require soil testing to the full depth of excavation before any land disturbance in that
area occurs. Detection of Sulfidic/Acidic soils may require modification of the
excavation plan to avoid or mitigate adverse impacts.

Surveillance and monitoring equipment (security, fire detection, weather, etc.)

Place restrictions on surveillance beyond their property lines.

Require all internal cabling and conduits to be buried, and not hung on utility poles.
Add requirements for protection of streams and wetlands.

Add requirements that avoid glare beyond their property lines.

+ + 4+ o+ o+ o+

sPower’s GDP narrative indicates that one meteorological data collection system will
be installed. Several weather stations should be installed to cover this large site. In
addition, daily rainfall should be measured and publically reported (e.g. CoCoRaHS.com).
+ The DEQ/DGIF requirements for monitoring the solar heat island effect should also be
included in the SUP Conditions (see SCC Final Order granting the CPCN).

p.19 C. Erosion and Sediment Control

This section should be fully rewritten.

Must include specific conditions on a maximum of 400 acres of land disturbed at one
time across all three sites. Specify that land disturbance is considered to be occurring
until all equipment in that area has been installed and final grading and seeding has
been performed. Considerations from page 7 General Phasing should be translated into
specific Conditions. (page 20 — C.2.a. is not adequate)

p.21 D. Burning and FREM

p.21D.3.

FREM missing

+ switch order of D.2 and D.3 (mention mulching first, then burning)

Should specify that mulching of the logging debris should be maximized to the greatest
extent possible. The statement “The Applicant shall use all due diligence” is inadequate.
Require lightning protection systems

Require specific fire fighting equipment and supplies

Add specifications for any special emergency equipment and/or training

Add requirements for fire truck access (weight, road widths, etc.)

Add requirements for fire breaks inside and around facility

Add requirements for fire detection, monitoring, reporting, response, etc.

+ 4+ + + + + +

Add requirements for emergency shutdown and isolation
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+ Require soil testing after an event that damages the solar panels or other equipment,
and require immediate clean-up of all debris to ensure soil and water contamination is
minimized.

p.22 E. Setbacks and Buffers

+ See earlier comments that all setbacks should be 350 ft from all property lines, to
mitigate solar heat island effects. Exceptions could be granted with written agreements
from neighboring property owners.

+ Dense vegetative buffers and berms should be provided around the entire perimeter,
to mitigate solar heat island effects. Exceptions could be granted with written
agreements from neighboring property owners.

+ Define dense vegetative buffers. They should provide 100% opacity within 3 years
and it should be maintained through decommissioning of the site. The landscaping
performance bond should be held by the county until the 100% opacity criterion has
been met.

+ Reference requirements for protection of streams and wetlands, cemeteries,
historical sites, etc.

+ The security fence is a required part of the facility, and must be beyond the setback
distance from the property line.

+ Add requirements for height, placement and screening of permanent water tanks

+ Add requirements that berms and vegetative buffers be placed to maximize their
screening effectiveness.

+ Add requirements on maintaining the buffers through final decommissioning.

+ Add a statement that inverters and generators should be placed as far away from the
property line as possible to minimize the noise transmitted, not simply 400 ft minimum.

p. 23 F. Biological

p.24 H. Water

+ Prohibit spreading herbicides, pesticides and fertilizers by aircraft.
+ Prohibit all phosphorus containing fertilizers
+ Require all herbicides and pesticides to be applied by certified professionals.

+ Specify that only County water may be used during the construction phase after the
system is upgraded as described by Director Loveday in his presentation at the
December 5 hearing. Well water usage should only be allowed after construction,
during the operations phase, and only after additional tests and determinations are
made as recommended by the consultants.

+ No permanent connections from the county water system onto the site are allowed.
Any temporary connections must be removed upon completion of construction. Note,
we are concerned that permanent county water supply to the site may open the site to
rezoning as commercial or industrial use in the future, so it should be prohibited.

+ Water used during normal operation must be provided by wells on the site. Water
usage must continue to be reported to the County throughout operations.

+ Specify a maximum well water extraction rate of 50,000 gal/day (or lower if a lower
amount is recommended by Golder’s completed hydrogeological evaluation.
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+ How will county water be transported from the tank at Fawn Lake to the two tanks
near West Catharpin?

+ Prohibit water transportation outside of stated construction hours.

+ Water quality sampling should include a list of contaminants (e.g. arsenic) and
adequate means of water treatment must be required to eliminate the possibility of
contamination and concentration of toxins in the surface water and groundwater.

Add Decommissioning Conditions
+ Specify that the decommissioning cost estimate cover all costs required to remove all
of the equipment, both above and below ground. In addition, the cost estimate must
include all costs to transport and dispose of the equipment, including any charges to
recycle the solar panels.
+ Specify that the cost estimate must exclude all credits for the potential sale of
equipment or the value of recycled material.
+ The decommissioning Conceptual Cost Estimate assumes a 25 year life of the project.
This should be 35 years which is the life of the project per sPower filings. This will affect
contingency escalation estimates. Dewberry didn’t highlight this error.
+ Dewberry didn’t address the Decommissioning Plan’s failure to reclaim the entire site.
The Conceptual Cost Estimate bases site reclamation on 1230 acres instead of the entire
6,350 acres (or at least the 3,500 acres to be heavily disturbed). According to the
county SEF ordinance, sPower doesn’t have the option to reclaim only a portion of the
site.
+ Require a 15% contingency
+ Add: The solar facility operator shall identify any components that have not operated
during the previous quarter, and report them to Spotsylvania County. This reporting is
necessary to trigger paragraphs 14-17 of the SEF ordinance be included in the cost
estimate.
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Minor Editorial Comments:

p.5 para.2 typo — change kilovolts to kilowatts

Other Comments and Questions:

1) sPower’s GDP Narrative is inconsistent about whether any buildings will be constructed.
+ Section 2.2.2 states “Architectural renderings are not included ... no buildings are proposed”
+ Section 4.0 states “An inventory of spare components would be readily available in an O&M
facility located on the Project Site.”
sPower claims they will create “30 permanent jobs” in Spotsylvania (note that the recent wording
does not indicate that they are all local full time jobs, per previous claims). How can 30 people work
on the site without some sort of O&M facility with supplies and equipment? Are these 30
permanent jobs all part-time contractors that will be brought in as needed to cut the grass and
perform repairs?

2) sPower’s GDP Narrative Section 4.3 states “sPower has operators on duty in its control center during
all hours when production is expected.” They indicate that personnel are assigned to take “on-call”
messages, but apparently there will not be anyone actively monitoring the site for severe weather
or sudden emergencies such as fire. Continuous monitoring (24/365) should be required.

3) sPower’s GDP Narrative Section 4.6 states that panel washing will occur once per year and they will
require 651,703 gal/yr of water. They state that during operations, they will require 350 gal/day
which equals 127,750 gal/yr. Panel washing can be allowed, but they should be required to use well
water (county water must be disconnected) and they must stay within the daily maximum extraction
rate that is set by the county in the SUP.

4) What sPower documentation is considered a part of their Generalized Development Plan? Are all of
the sPower documents mentioned in the staff report a formal part of the county’s Special Use
Permit? Will a specific list of documents (with final dates) be provided in the final staff report?
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From: Sean Fogarty <sfogarty77 @verizon.net>

Sent: Monday, December 3, 2018 9:54 PM
To: Wanda Parrish; Patrick White

Cc: Dave Hammond; kimmusic@gmail.com
Subject: Conflict of Interest?

Wanda/Patrick,

| noticed a file posted on the Public Hearing documents page with the title External Comms. Two of the
documents in the file are from state organizations (DCR and DOF) in response to requests from the
County. The third document is a 20 page memo from the FRA.

The memo, written by Curry Roberts, is a pro-solar document which includes information and
documents from the Solar Energy Industry Association (SEIA). The summary section admits the memo is
based on “cursory research.” | noticed that Mr. Charles Payne (sPower attorney) is on the FRA Board
and both his firm (Hirschler) and sPower are listed as Investors in the FRA. Additionally Mr. Roberts
himself is a former partner at Hirschler.

I’'m sure FRA’s work is very beneficial to economic development in the region but given their lack of
experience in the energy field and the conflicts listed above | request that their report be removed as
part of the documentation for the Public Hearing. | don’t believe it’s something that should be provided
to the Commissioners or the public as part of the official record of the hearing. |think it would be more
appropriate for the FRA to post their work on their own website.

Thanks,

Sean
540-972-4957
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From: Charlie Payne <cpayne@hirschlerlaw.com>

Sent: Saturday, December 1, 2018 10:23 AM

To: 'richardgenaille@gmail.com’

Cc: Thomas G. Benton; Paul D. Trampe; Chris Yakabouski; Kevin Marshall;
Timothy J. McLaughlin; David Ross; Gary Skinner;
'grenewpc@gmail.com'; Howard Smith (2012sheriffsmith@gmail.com);
'berkeleymaddox@gmail.com'; Mike Medina (Michael)
(Michael.medina@norfleetquality.com); Daniel Menahem
(dmenahem@spower.com); Patrick White

Subject: FW: EXTREMELY IMPORTANT - Additional Information On Solar Facility
Fire and Electrocution Hazards

Importance: High

Mr. Genaille,

I hope this finds you well. As you may be aware, I represent s Power and was forwarded your
email to address. We appreciate your continuing input and want to ensure you the proposed
facility will be safe and reliable, and that we and the county will be prepared in the unlikely
event of a worse-case scenario. I’m also available at any time to further discuss and address any
concerns you may have. I look forward to speaking with you.

Please note the following:

The project design will utilize standard solar industry equipment and design standards
including IEC 62305 Standard - Protection against lightning, provides general
principles to be followed for protection of structures against lightning, including their
installations and contents, as well as persons. The PV racking, all related equipment and
systems, including the fence are grounded as required for protection. All structures shall
be connected to the common grounding network, and this will provide a low resistance
path for the strike to the ground as the common grounding network will have more than
several miles of connected buried bare copper conductor.

SCADA control and monitoring of any faults

The SCADA system is designed to immediately report all faults and failures to the
sPower Control Center, which is staffed and monitored 24/7. When these faults and
failures are received, sPower Control Center Operators respond by notifying on-site
personnel or local emergency responders, as necessary. Given the potential risk
introduced by DC power, a variety of protection and SCADA-based notification
measures are incorporated into plant design. The solar inverters, which convert the DC
power from the solar array to AC power to be delivered to the grid, incorporate extremely
sensitive ground-fault sensing technology. Ground faults include any circumstance where
current from the solar array is flowing anywhere but to the inverters, such as through a





damaged wire to ground. When such a fault occurs, the inverters respond by immediately
shutting the inverter down and ceasing current flow from the solar array to the inverter.
Additionally, the inverters through a fault that causes alarms to be raised immediately in
the sPower Control Center. In addition to the inverter-based ground fault protection, there
are fuses in the inverter and within the solar array string combiner boxes that are sized to
blow any time there is excessive current draw, such as during a short to ground or other
equipment.

* To mitigate risk associated with AC power, sPower relies on multiple levels of protection
systems in the project substation and at the inverters. When AC faults occur, these
protection systems trip instantly to electrically isolate equipment and remove all fault
current. When these protection systems activate, alarms are raised immediately is
sPower’s Control Center and operators respond by notifying on-site personnel or local
responders, as necessary. As an additional safety measure, sPower configures its
protection systems so that manual intervention by sPower personnel is required to return
equipment to service after AC trips occur. This is safer than the approach taken with a lot
of utility-owned equipment that can automatically close back in after a fault.

*  We also, in conjunction with county staff and the fire department, will ensure adequate
fire breaks. Also, please do not forget the site has many wetland areas and trees will be
mostly cleared from the panel areas. We also have provided the county, after consulting
with the fire department, an emergency response plan both during construction and
operations. Further, unlike traditional fossil fuel operated generation facilities, solar
facilities utilize less personnel, equipment, wiring, utility lines, connections, flammable
materials, etc., and thus there is much less of a chance for incidents.

Again, please feel free to contact me with any further questions and appreciate your interest in
this matter.

Respectfully,

From: Richard Genaille <richardgenaille@gmail.com>

Date: November 30, 2018 at 2:55:36 PM EST

To: <gbenton@spotsylvania.va.us>, <ptrampe(@spotsylvania.va.us>,
<cyakabouski@spotsylvania.va.us>, <kmarshall@spotsylvania.va.us>,
<mclaughlintj@spotsylvania.va.us>, <david.ross@spotsylvania.va.us>, "Gary
Skinner" <gskinner@spotsylvania.va.us>, <grenewpc@gmail.com>,
<2012sheriffsmith@gmail.com>, <berkeleymaddox@gmail.com>,
<spotsysalem(@gmail.com>

Cc: Judy Genaille <traveler9722@gmail.com>

Subject: EXTREMELY IMPORTANT - Additional Information On Solar
Facility Fire and Electrocution Hazards

Supervisors and Planning Commisioners,

We are deeply appreciative of the time and effort you are putting forth on behalf





of citizens’ concerns regarding the SPower Special Use Permit applications. We
are also very thankful for you responsiveness and openness.

We remain concerned, however, that adjudication of the applications account for
worst case scenarios given that the lives and property of so many citizens are at
stake. In that vein, we offer the following addition information for your serious
consideration.

Information we provided to you previously stated that solar fields are prone to
lightning strikes. Lightning strikes are responsible for approximately 20% of all
wildfires in the US. If lighting strikes a tree located in the 2850 acres of
wooded/natural area that will remain on Sites A,B and C, the resulting fire could
quickly spread beyond the periphery to nearby residences. It is important to note
here that SPower proposes to install solar panel arrays 50 feet from property lines.

Site A has been the scene of two tornado events over the past ten years. The
tornados cut a large swath through the area. Tornados are capable of breaking
solar panels from their mounting brackets and throwing them hundreds of feet
from their installed location. As long as light is available, the panels will continue
to generate DC electrical current even when separated from their mounts. The
resultant arcing could cause an intense fire.

Water intrusion in solar panels, inverters and connecting cables is a well
documented cause of DC arc faults/flashes/blasts. There are usually at least a few
instances of torrential downpours in our area every year. If an arc fault/flash/blast
ensued, 1000 volts or more of DC current could travel through storm water runoff
to properties on the periphery of the sites imposing the risk of fire and/or
electrocution at nearby residences. Again, it is important to note that SPower
proposes to install solar panel arrays 50 feet from property lines.

There is no way to turn off a photovoltaic solar panel. As long as light is
available, solar panels will generate DC electrical current. Even twilight, cloudy
daylight, or emergency vehicle flood lights are sufficient to generate enough
electricity to cause a shock. Individual panels are wired together in

arrays. DC electrical current of 1000 volts or more (depending on available
light) travels through cables to inverters where it is converted to AC

current. There are no switches, circuit breakers or fuses to disconnect electrical
power flowing from the solar panels to the inverters. There is a serious risk of
fire in a DC system due to what are called arc faults, flashes or blasts. Arc faults
reach temperatures of 5400 F and can melt metal which will fall out as molten
slag. Arc faults can be explosive spewing shrapnel and molten metal at speeds
high enough to penetrate the human body and cause high intensity fires. The
most common causes of DC arc faults/flashes/blasts are manufacturing defects,
improper installation, water intrusion, lightning strikes, UV deterioration of cable
insulation, and rodent bites. There is a significant probability of arc faults given
the number of solar panels (1.8 million), inverters, and miles of cables that could





be present at the SPower sites. The proposed facility will put nearby residents,
their property, and the lives of our firefighters at elevated risk of fire and
electrocution.

For the reasons described above, we strongly recommend the following
conditions be included in Special Use Permits.

1. The applicant must provide a dedicated fire detection system and specially
trained and equipped firefighters on site 24/7. The fire detection and firefighting
capability must be capable of detecting and extinguishing a fire that originates on
sites A,B or C before it reaches private residences located around the periphery of
the sites.

2. All solar modules, inverters and related/connected equipment must be
grounded and surge protected to prevent fires from lightning strikes as described
in the 2018, EE publication article, “Lightning and surge protection for free-field
solar farms”.

3. A 300 foot wide non—combustible fire break must be constructed along the
perimeter of sites A, B and C.

Again, many thanks for all you are doing to address citizen concerns.

Very respectfully,

Richard and Judith Genaille

Sent from my iPhone
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From: Paulette Mann

Sent: Wednesday, December 5, 2018 3:33 PM
To: Patrick White

Subject: FW: Letter - 12/5/18 - SUP18-0001
Attachments: -12-5-

Printed for MLC & RT

From: CLARK LEMING [mailto:LEMINGANDHEALY1@msn.com]

Sent: Wednesday, December 05, 2018 2:20 PM

To: grenewpc@gmail.com

Cc: Wanda Parrish; travaau@cox.net; berkleymaddox@gmail.com; Paulette Mann;
2012sheriffsmith@gmail.com; spotsysalem@gmail.com

Subject: Letter - 12/5/18 - SUP18-0001

Mr. Newhouse:

Attached is a letter from Mr. Leming regarding the above-referenced matter before the
Planning Commission this evening. A hard copy will follow in the mail. Please let me
know if you have any problems receiving the attachment.

Thank you,

Debbie Woodbury
Assistant to H. Clark Leming

This email was Mal ware checked by UTM 9. http://ww. sophos. com








Law Offices

LEMING ano HEALY P.C.
P. 0. BOX 445
GARRISONVILLE, VA 22463
H. CLARK LEMING (540) 659-5155
PATRICIA A. HEALY FAX (540) 659-1651
DEBRARAE KARNES Email: lemingandhealyl@msn.com
PETER R. BASANTI
December 5, 2018

VIA EMAIL AND FIRST CLASS MAIL

Gregg A. Newhouse, Chairman

Spotsylvania County Planning
Commission

8403 Broadmore Lane

Spotsylvania, Virginia 22554

Re: SUP18-0001; Sustainable Property Holdings, LLC (sPower)
Dear Mr. Newhouse:

[ am writing to you and the members of the Planning Commission on behalf of
Concerned Citizens of Fawn Lake and Spotsylvania County with regard to the above referenced
Special Use Permit, scheduled to come before the Commission for public hearing this evening,
December 5, 2018.

As you are aware, tonight’s hearing commences the formal role of the Planning
Commission in formulating a statutorily required recommendation to the Spotsylvania Board of
Supervisors on the referenced Special Use Permit and the companion permits, SUP18-0002 and
SUP18-0003, to be heard at a later date. The combined Special Use Permits would authorize the
largest solar power plant east of the Rocky Mountains, according to several sources. In any case,
the impact of the solar project, if actually constructed, will shape the development of a
substantial portion of the County indefinitely. Further, the long term effects of solar power plant
are largely unknown, particularly given the indefiniteness of the decommissioning phase, which
has not been adequately addressed to date.

To their credit the Department of Planning staff, together with their contractors and
advisors, has engaged in a project review that is unprecedented locally and provides important
guidance to the Commission as the first Special Use Permit is considered. Given the level of
staff time, financial resources and overall effort devoted to this proposal, the Commission is well
advised to accept the staff’s well considered recommendation, which signals that the sPower
application is deficient in a number of respects requiring the submission of additional plans by
the applicant and review by the staff. The staff specifically notes the need for additional
conditioning. While it is not altogether clear why the applicant’s plans are not more definitive
by this time in the process, the Commission is under no obligation to finalize its recommendation
until the staff signals that it has completed its analysis and/or the applicant has declined to submit







Greg A. Newhouse, Chairman
December 5, 2018
Page 2

further plans or information. I also request that in the event the Commission accepts the staff
recommendation to postpone its decision and recommendation that it hold the public hearing
open to receive additional public comments when revisions are made to the application.

Legislative Discretion — As you know from your tenure on the Commission, and training
you may have received to complement your service, the locality enjoys substantial discretion
when considering a Special Use Permit application. The adoption or denial of such permit is
construed legally as a legislative decision and, as such, is not subject to challenge by an
applicant, such as sPower, unless the locality exceeds what amounts to its virtually plenary
authority. See Board of Supervisors v. Southland Corp., 224 Va 514 (1982).

The General Assembly has indicated its support for the development of wind and solar
energy sources through the adoption of Virginia Code Section 67-103, which appears to require
the adoption of review criteria for such energy sources that balance protection of the locality
with the promotion of wind and solar energy sources. In my view to date the County has not
adopted any provision in its Zoning Ordinance or Comprehensive Plan that is contrary to the
requirement of the referenced code section. Further, once adopted, the reasonable application of
such criteria by the Commission, or the Board, is protected by the doctrine of legislative
discretion.

Conditions to Special Use Permit — Unlike a rezoning where applicants can propose
proffers, including payments of cash, to offset the impact of the rezoning, in the case of Special
Use Permits, conditions are imposed by the locality and run with the use permit. While it is
doubtful that such conditions can include cash payments, conditions can be imposed that will
cause the applicant to make expenditures to accomplish the requirements of the condition. In
this case staff has proposed ten pages of extensive conditions addressing issues from
construction to erosion to water use, with other areas yet to be conditioned, such as
decommissioning. Notwithstanding the diligent work of staff, my clients have requested in some
cases more comprehensive conditions as follows:

- Fully detailed and engineered plans submitted prior to Special Use Permit approval
sufficiently descriptive to address mitigation concerns and issues concerning
environmental protection, public water supply and groundwater protection, clearing and
grading, erosion and sedimentation control, emergency response, setbacks and buffers
and decommissioning.

- Additional limitations on water use and sources.

- No burning permitted on the site, either during construction or when operation
commences.

- Prohibition of the use of biosolids, and phosphorous chemicals or fertilizers.

- Erosion control by limiting development of the facility to 400 acre increments until
stabilization has been accomplished and equipment installed before proceeding to the
next 400 acre increment.

- Prohibition of the use of cadmium-tellurium solar panels.

- Provision of setbacks of at least 350 feet (from all fencing and equipment) from
adjacent property lines along with the establishment of berms and appropriate
vegetative screening to visual, sound and heat island effects.







Greg A. Newhouse, Chairman
December 5, 2018
Page 3

- Sufficient funding/bonding to permit complete decommissioning.

A comprehensive statement of the conditions proposed by my clients was provided to
you and to staff on September 25, 2018. A number of these suggestions appear to have been
adopted by staff. However, the conditions at this point are insufficient to offset the impacts of
the development, as staff has acknowledged.

Comprehensive Plan Compliance Review — The Commission is familiar with 2232
reviews,” which are undertaken by the Commission to determine whether a particular use or
facility is in accord with the County’s adopted Comprehensive Plan. Although not filed to date,
in my view a formal 2232 review, conducted by the Commission, is appropriate to supplement
these applications. The very first County standard for review of a Special Use Permit is that the
proposed use be in accord with the Comprehensive Plan. On page 13 of its report staff indicates
that “[t]he proposed SEF is consistent with a number of Comprehensive Plan goals and policies
...” and that a “final finding” is pending. This finding should be undertaken by the
Commission, assisted by the staff, and not the staff alone.

The specific purpose of a 2232 review is for the Commission to determine whether
certain features or uses are “in accord with the adopted comprehensive plan.” This
determination is specifically assigned by statute to the Commission. While 2232 reviews
typically focus on public and infrastructure uses, the very purpose of the proposed solar facility
is to generate electricity for sale to private users, which electricity is transferred through the
Dominion substation to users located on the power grid. The solar power plant thus utilizes
public utility facilities, both substation and grid, to reach its customers. Further, the solar power
plant will utilize large volumes of County water, which will be extended far outside the
designated urban service area for utilities. Finally, the solar power plant is certainly large
enough to be specifically located on the Comprehensive Plan map.

It is therefore my recommendation that the Commission consult with its planning and
legal staff to determine whether a 2232 review is warranted for this proposed use. I suggest that
in this context a determination as to whether the proposed solar power plant is in accord with the
Comprehensive Plan is more within the province of the Commission than staff, which has no
statutory authority to make such determinations.

Economic Impact — One final point is that based on my review it is not clear to me what
the benefits, primarily economic, are to the County owing to the proposed solar plant. The tax
benefits seem negligible. While the development and support of alternative energy sources is an
important policy goal, from the locality’s standpoint there should be some significant positive
fiscal benefit to offset the considerable impact on the locality (environmental, transportation,
noise, visual, water use, and more), not to mention the limitations on future land uses.

On behalf of my clients, [ want to express my gratitude to you for what is certain to be a
considerable time investment for you as these three unprecedented applications wind their way
through the Commission and a Board vote presumably sometime in 2019. The Commission will
play a significant role in charting the County’s future land uses through its consideration of these
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applications. If I can provide further information or clarification on the foregoing please do not
hesitate to contact me.

cc: Russ Mueller
Wanda Parrish, Spotsylvania Director of Planning
Spotsylvania County Planning Commission Members








From: Paulette Mann

Sent: Tuesday, December 11, 2018 10:25 AM
To: Patrick White
Subject: FW: More on the Paris riots ... and renewable energy policy, e.g.

Germany, Japan

From: Kevin McCarthy [mailto:kjmmusic@gmail.com]

Sent: Monday, December 10, 2018 4:05 PM

To: Howard Smith; Jennifer Maddox; Gregg A. Newhouse; Paulette Mann; Michael Medina

Cc: Chris Yakabouski; David Ross; Thomas G. Benton; Kevin Marshall; Paul D. Trampe; Timothy J.
McLaughlin; Wanda Parrish; Dave Hammond; Sean Fogarty

Subject: Re: More on the Paris riots ... and renewable energy policy, e.g. Germany, Japan

Apologies ... the prior email was sent before completed.

Commissioners,

| have made reference repeatedly to the importance of following events around the
world related to energy, both in policy and practice. The articles linked below actually
ran in the few days both before and after your Dec. 5 meeting, and they support the
issues I've been framing for many months.

Climate Lunacy Takes Center Stage (Excerpt:)

People look out their windows and realize the “unprecedented climate and
weather chaos” isn’t actually happening, is little different from what they and
previous generations experienced, and cannot possibly be attributed solely to
fossil fuel use. They know the sun and other powerful natural forces have driven
frequent climate changes throughout history, and play equally important roles
today.

They know even Germany and Japan are burning more coal, as they realize that
wind and solar subsidies and facilities raise energy costs, kill jobs and hurt poor
families the most.

People resent being scammed and get angry when they realize their taxes and
energy payments often line the pockets of climate activists, scientists,
bureaucrats, politicians, and wind, solar and biofuel cronies.

Above all, a growing number see the proposed solutions as far worse than the
wildly exaggerated and even fabricated climate disasters. They won't tolerate
having their livelihoods and living standards disrupted or destroyed by carbon
taxes, even higher energy prices or fossil fuel bans — especially when the
antipathy toward those fuels is combined with plans to terminate nuclear and even
hydroelectric power.



https://townhall.com/columnists/pauldriessen/2018/12/08/climate-lunacy-takes-center-stage-n2537181



In recent weeks, millions of mostly poor, working class and rural French citizens
have joined the Gilets Jaunes (Yellow Vests) movement, protesting and even
rioting against President Macron’s proposed carbon tax hikes on their driving and
living standards. Even a French police union has sided with the protesters. A
shaken Macron finally postponed the tax for six months, then scrapped the plan
entirely.

The protests are the first serious backlash against international eco-imperialism.
They won'’t be the last.

Renewably Useless: Dynamite Needed (Excerpt:)

Having written an entire book about wind and solar power | consider myself an
expert. My conclusion is that wind and solar are totally useless for generating
utility scale power fed into the electric grid. They are totally useless because they
have to be subsidized, approximately 70% for utility scale installations, and 90%
for residential rooftop solar installations. In other words their economic value is
approximately 10% to 30% of their cost. The subsidy needed to support wind or
solar is paid by taxpayers and utility customers.

The right thing to do is to plow under or dynamite the wind and solar installations.
But, wind and solar are still being built, because it is in the financial interest of
important people. The public and the media are fooled into thinking that wind and
solar are useful, due to pervasive propaganda and faulty analysis.

My analysis is not new or original. The federal Energy Information Administration
makes the same analysis, but they downplay it so as not to get in trouble with the

special interests. My numbers are not out of line with published information and
estimates from various sources. Read my book, Dumb Energy, for more details.

And these two articles have already been presented, but worth linking again with excerpt:

Green Energy Is The Perfect Scam (Excerpt:)

Green energy is an incredible money-making scam. The promoters of green energy make
billions of dollars promoting dumb energy schemes that are completely useless. What
makes the scam extremely clever is that the scammers have convinced the public that the
purpose of their scam is to improve the environment. The scammers pretend to be earnest
environmental advocates.

Any really good scam needs endorsements from authoritative sounding sources. In the
case of green energy, the authoritative sources are in on the scam. The beneficiaries of the
green energy scam go way beyond the wind and solar industries.



https://townhall.com/columnists/normanrogers/2018/12/04/renewably-useless-dynamite-needed-n2536953

https://www.americanthinker.com/articles/2018/11/green_energy_is_the_perfect_scam.html



Ironically, electric utility companies love wind and solar green energy. They know
perfectly well that wind and solar are useless because wind and solar generate electricity
erratically and have to be backed up by reliable conventional electric generating plants.
The only economic benefit is the fuel saved in the backup plants when wind or solar is
actually generating electricity. But the cost of the wind or solar electricity is much higher
than the benefit of fuel saved. Thus, the more wind or solar that you have, the more money
you lose. But, electric utilities are regulated by public utilities commissions. The amount of
profit they are allowed is calculated as a fraction of the utilities’ capital investment. So,
the utilities want to make capital investments, even if those investments are wind and solar
plants that waste money on a grand scale. The electricity consumers bear the cost and the
utilities are allowed a larger profit.

Green energy is the perfect scam because it is disguised as a do-good movement and the
victims are dispersed, unorganized and disarmed by propaganda. Green energy is
endorsed by government agencies, environmental non-profits, and scientific groups. These
are people that are often seen as sources of reliable information but that, in reality, work
to promote their own parochial interests. This is a scam that needs to be exposed.

Twilight of the Green Follies (Excerpt:)

There are at least three problems with renewable energy (wind and solar), which are not
surmountable. First, it is intermittent i.e. not reliable, because there are times when the
wind does not blow and the sun does not shine. In fact, the Germans have invented a word
for it, they call it ‘Dunkelflaute’ (dark doldrums). This means that there must be a base,
non-renewable, grid load maintained at all times. This is hugely expensive, apart from
making a mockery of the whole concept of 100% renewable energy.

Secondly, renewable energy depends on government subsidies and is not feasible without
them. As Warren Buffet has put it succinctly, “the only reason to invest in renewable
projects are government subsidies.” The subsidies, of course, are paid by electricity users
which makes rates skyrocket. In Germany, the self-anointed world leader of renewable
energy, a kilowatt hour (kWh) now costs 30 euro cents, more than twice the average for
Europe. In order to maintain the competitiveness of energy-intensive industries, Germany
makes the ratepayers subsidize industry, which is socialism pure and simple. In
California, current rates are 30.18 cents per kWh, which is at least 40% higher than the
rest of the country and ultimately will lead to deindustrialization. California no longer
produces any microchips, nor are there many data centers left in the state, despite the fact
that all of the high-tech behemoths are headquartered here. The green charlatans running
that state won'’t tell you that, but it does not make it any less of a reality.

Third, the efficiency of solar and wind tech, despite being heavily subsidized, is rapidly
approaching the limits of physics, which means that there are no great efficiency
improvements to be expected, as expert Mark Mills has eloquently argued. Current wind
turbines capture 40% of the energy of the wind, while the maximum possible according to
the law of physics (Betz Limit) is 60%. Similarly, modern solar cells, says Mills, capture



https://www.americanthinker.com/articles/2018/11/twilight_of_the_green_follies.html



26% of the sun’s energy, while the physical limit of conversion (Shockley-Gueisser limit) is
33%. Compare this to American natural gas production, which, according to the Energy
Information Agency (EIA), has 500% gap between today’s productivity and what is
possible.

The renewable energy emperor has no clothes and it won'’t be long before everyone can
see it.

| hope you will consider the folly of taking a preposterous amount of county forest and
permitting it to be used in pursuit of profit and "feel-good" but useless initiatives.

Thank you, and again my apologies for the duplicate email.

Kevin McCarthy

540-412-6291 (h)
703-473-3883 (c)

On Mon, Dec 10, 2018 at 3:51 PM Kevin McCarthy <kjmmusic@gmail.com> wrote:
Commissioners,

| made reference to the importance of following events around the world related to
energy, both in policy and practice. The articles linked below actually ran in the few
days both before and after your Dec. 5 meeting, and they support the issues I've been
framing for many months.

Climate Lunacy Takes Center Stage (Excerpt:)

People look out their windows and realize the “unprecedented climate and
weather chaos” isn’t actually happening, is little different from what they and
previous generations experienced, and cannot possibly be attributed solely to
fossil fuel use. They know the sun and other powerful natural forces have driven
frequent climate changes throughout history, and play equally important roles
today.

They know even Germany and Japan are burning more coal, as they realize that
wind and solar subsidies and facilities raise energy costs, kill jobs and hurt poor
families the most.

People resent being scammed and get angry when they realize their taxes and
energy payments often line the pockets of climate activists, scientists,
bureaucrats, politicians, and wind, solar and biofuel cronies.



https://townhall.com/columnists/pauldriessen/2018/12/08/climate-lunacy-takes-center-stage-n2537181



Above all, a growing number see the proposed solutions as far worse than the
wildly exaggerated and even fabricated climate disasters. They won't tolerate
having their livelihoods and living standards disrupted or destroyed by carbon
taxes, even higher energy prices or fossil fuel bans — especially when the
antipathy toward those fuels is combined with plans to terminate nuclear and
even hydroelectric power.

In recent weeks, millions of mostly poor, working class and rural French citizens
have joined the Gilets Jaunes (Yellow Vests) movement, protesting and even
rioting against President Macron’s proposed carbon tax hikes on their driving and
living standards. Even a French police union has sided with the protesters. A

shaken Macron finally postponed the tax for six months, then scrapped the plan
entirely.

The protests are the first serious backlash against international eco-imperialism.
They won'’t be the last.

Kevin McCarthy
540-412-6291 (h)
703-473-3883 (c)

This email was Mal ware checked by UTM 9. http://ww. sophos. com







From: Paulette Mann

Sent: Tuesday, December 11, 2018 10:24 AM
To: Patrick White
Subject: FW: More on the Paris riots ... and renewable energy policy, e.g.

Germany, Japan

From: Kevin McCarthy [mailto:kjmmusic@gmail.com]

Sent: Monday, December 10, 2018 3:52 PM

To: Howard Smith; Jennifer Maddox; Gregg A. Newhouse; Paulette Mann; Michael Medina

Cc: Chris Yakabouski; David Ross; Thomas G. Benton; Kevin Marshall; Paul D. Trampe; Timothy J.
McLaughlin; Wanda Parrish; Dave Hammond; Sean Fogarty

Subject: More on the Paris riots ... and renewable energy policy, e.g. Germany, Japan

Commissioners,

| made reference to the importance of following events around the world related to
energy, both in policy and practice. The articles linked below actually ran in the few
days both before and after your Dec. 5 meeting, and they support the issues I've been
framing for many months.

Climate Lunacy Takes Center Stage (Excerpt:)

People look out their windows and realize the “unprecedented climate and
weather chaos” isn’t actually happening, is little different from what they and
previous generations experienced, and cannot possibly be attributed solely to
fossil fuel use. They know the sun and other powerful natural forces have driven
frequent climate changes throughout history, and play equally important roles
today.

They know even Germany and Japan are burning more coal, as they realize that
wind and solar subsidies and facilities raise energy costs, kill jobs and hurt poor
families the most.

People resent being scammed and get angry when they realize their taxes and
energy payments often line the pockets of climate activists, scientists,
bureaucrats, politicians, and wind, solar and biofuel cronies.

Above all, a growing number see the proposed solutions as far worse than the
wildly exaggerated and even fabricated climate disasters. They won't tolerate
having their livelihoods and living standards disrupted or destroyed by carbon
taxes, even higher energy prices or fossil fuel bans — especially when the
antipathy toward those fuels is combined with plans to terminate nuclear and even
hydroelectric power.

In recent weeks, millions of mostly poor, working class and rural French citizens
have joined the Gilets Jaunes (Yellow Vests) movement, protesting and even



https://townhall.com/columnists/pauldriessen/2018/12/08/climate-lunacy-takes-center-stage-n2537181



rioting against President Macron’s proposed carbon tax hikes on their driving and
living standards. Even a French police union has sided with the protesters. A

shaken Macron finally postponed the tax for six months, then scrapped the plan
entirely.

The protests are the first serious backlash against international eco-imperialism.
They won'’t be the last.

Kevin McCarthy
540-412-6291 (h)
703-473-3883 (c)

This email was Mal ware checked by UTM 9. http://ww. sophos. com







From: Jane Reeve

Sent: Monday, December 10, 2018 3:29 PM

To: Mark Cole; Mark Taylor; Edward Petrovitch

Cc: Wanda Parrish; Patrick White

Subject: FW: Photo for Presentation at the BOS Meeting 12/11/18
Attachments: IMG_2308.PNG; ATT00001.txt

FYI

From: Richard Genaille <richardgenaille@gmail.com>

Sent: Monday, December 10, 2018 1:36 PM

To: Jane Reeve <JReeve@spotsylvania.va.us>

Cc: Nadera Greene <NGreene@Spotsylvania.va.us>; Wanda Parrish <WParrish@spotsylvania.va.us>;
Patrick White <PWhite@spotsylvania.va.us>; Judy Genaille <traveler9722@gmail.com>

Subject: Photo for Presentation at the BOS Meeting 12/11/18

This email was Malware checked by UTM 9. http://www.sophos.com





















-- 

This email was Malware checked by UTM 9. http://www.sophos.com





From: Paulette Mann

Sent: Friday, December 7, 2018 3:21 PM
To: Patrick White
Subject: FW: Questions and Follow-up on Dec 5th Planning Commission public

hearing on SUP18-0001

From: Sean Fogarty [mailto:sfogarty77@verizon.net]

Sent: Friday, December 07, 2018 3:12 PM

To: grenewpc@gmail.com

Cc: berkeleymaddox@gmail.com; Paulette Mann; 2012sheriffsmith@gmail.com; spotsysalem@gmail.com;
Spotsy Planning C. Travis Bullock; Mark Taylor; Wanda Parrish; Alexandra Spaulding; Dave Hammond;
sfogarty77@verizon.net; kjimmusic@gmail.com; RUSSELL MUELLER; Paulette Mann; Karl Holsten
Subject: Questions and Follow-up on Dec 5th Planning Commission public hearing on SUP18-0001

Mr. Planning Commission Chairman,

On behalf of the Concerned Citizens of Fawn Lake and Spotsylvania County, we have some
questions and concerns as a result of the Dec 5th Planning Commission public hearing on

SUP18-0001.

The Recommendations and Conditions section of the Staff Report stated:

“Due to the lack of certain finalized Plans necessary to address health, safety, and welfare, staff
cannot recommend approval of the Solar Energy Facility at this time. The Plans should be
developed and submitted to the Planning staff and Planning Commission for review and should
ultimately be conditioned.”

1) When is the deadline for sPower to submit their revised plans, if they chose to do so?

2) Will Dewberry update their reports to address several omissions and deficiencies that have
been identified? If so when?

3) Will sPower complete the additional work on their water study that Golder recommended? If
so, when will those results be available, and when will Golder be able to finalize their report?

4) When will the staff report update be completed and available for review?

5) Was the public hearing closed on Dec 5" so as to preclude public comment at the Jan 2, 2019
hearing on the new items submitted by the applicant and new conditions recommended by the
staff?

Due to the extensive new information that is still to be supplied by the Applicant and staff, we
request that the public hearing be reopened to allow public comments that pertain to SUP18-
0001, after all of the above has been completed. Additionally, since the Board Room facility was
undersized for the large hearing turnout, many citizens were not afforded the opportunity to
attend and speak on Dec. 5.

As it relates to the VA Code 15.2-2232 required review, we have the following questions:

A) Has sPower submitted an application for a Comprehensive Plan Compliance Review (2232





review)?

B) Please confirm that the County is required to give public notice of a hearing for the 2232
review.

C) Why did the Dec 5 hearing notice not include notice that the hearing would serve as the
public hearing for both the SUP and 2232 review?

D) Please explain what procedures are legally required for notice for a 2232 hearing or a
consolidated 2232/SUP hearing.

Thank you for your assistance and we look forward to hearing from you.
Sean Fogarty, 540-972-4957

Dave Hammond

Russ Mueller

Kevin McCarthy

Livingston District

Paulette, please provide a copy of this email to Mr. Thompson and Ms Carter

This email was Mal ware checked by UTM 9. http://ww. sophos. com







From: Jane Reeve

Sent: Monday, December 10, 2018 3:26 PM

To: Mark Cole; Mark Taylor; Edward Petrovitch

Cc: Wanda Parrish; Patrick White

Subject: FW: Request to Display Map on Video Screens at Board of Supervisors
Meeting Tomorrow 12/11/18

Attachments: IMG_2312.19G; ATT00001 txt

FYI

From: Richard Genaille <richardgenaille@gmail.com>

Sent: Monday, December 10, 2018 1:33 PM

To: Jane Reeve <JReeve@spotsylvania.va.us>

Cc: Nadera Greene <NGreene@Spotsylvania.va.us>; nwoodward@spotsylvania.va.us; Wanda Parrish
<WParrish@spotsylvania.va.us>; Patrick White <PWhite@spotsylvania.va.us>; Judy Genaille
<traveler9722@gmail.com>

Subject: Request to Display Map on Video Screens at Board of Supervisors Meeting Tomorrow 12/11/18

Jane,

Please load this map into the computer so | can use it for my presentation to the BOS. | will be sending a
couple more items that | want to show as well. We will also need the trench burner video again that we
used at the Planning Commission Public Hearing on 12/5/18. Thank you!

Richard Genaille

This email was Malware checked by UTM 9. http://www.sophos.com
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Sent from my iPhone

-- 
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From: Jane Reeve

Sent: Monday, December 10, 2018 3:37 PM

To: Mark Cole; Mark Taylor; Edward Petrovitch

Cc: Wanda Parrish; Patrick White

Subject: FW: Request to Show Video at BOS Meeting /12/11/18.
FYI

From: Richard Genaille <richardgenaille@gmail.com>

Sent: Monday, December 10, 2018 1:40 PM

To: Jane Reeve <JReeve@spotsylvania.va.us>

Cc: Nadera Greene <NGreene@Spotsylvania.va.us>; Wanda Parrish <WParrish@spotsylvania.va.us>;
Patrick White <PWhite@spotsylvania.va.us>; Judy Genaille <traveler9722 @gmail.com>

Subject: Request to Show Video at BOS Meeting /12/11/18.

Jane,
This is the last item for the BOS meeting tomorrow. Many thanks!

Richard Genaille

https://twitter.com/Trow_Fire_Stn/status/854329531997597696

Sent from my iPhone

This email was Malware checked by UTM 9. http://www.sophos.com






From: Paulette Mann

Sent: Wednesday, December 12, 2018 10:13 AM
To: Patrick White
Subject: FW: Today's Washington Times: "Virginia residents protest proposed

solar farm in Spotsylvania"

From: Kevin McCarthy [mailto:kjmmusic@gmail.com]

Sent: Tuesday, December 11, 2018 5:02 PM

To: Chris Yakabouski; David Ross; Thomas G. Benton; Kevin Marshall; Paul D. Trampe; Timothy J.
McLaughlin; Gregg A. Newhouse; Howard Smith; Jennifer Maddox; Paulette Mann; Michael Medina;
Travis Bullock

Cc: Wanda Parrish; Paulette Mann; Dave Hammond; Sean Fogarty

Subject: Re: Today's Washington Times: "Virginia residents protest proposed solar farm in Spotsylvania”

I'd sent the prior email with the Washington Times article just a few moments before one
of the more informed comments was posted, 7 minutes ago. I've pasted that comment
herein.

"Regular people have figured it out."

~K

CyanBeer

| think its terrible to try and place the 5th largest solar plant in the country next to peoples
homes, none of the other 10 are in residential areas, they are in the desert! They want to
extend the water lines to supply this mega plant with water to the tune of over
$7,000,000.00 dollars and are expecting the taxpayers of this county to pay for
$4,000,000.00 of it after they are already getting huge tax breaks. Why should we have to
pay for their water and tax breaks when | am getting nothing out of this deal except for 1.8
MILLION cadmium filled panels, smoke and ashes from burning 6,350 acres, muddy runoff,
up to an additional 700 trucks/cars on our narrow scenic roads not to mention the
deforestation of over 6,000 rolling picturesque terrain. NO THANK YOU! On top of it try and
figure out who actually owns this company...so many LLC's that keep changing names,
some of the officers of these companies have been known to walk away and bankruptcy
follows leaving all of us who live here with a devastating destruction of this beautiful land.
Microsoft and Univ of Richmond...shame on you for going in with them. VOTE NO!!!!

Kevin McCarthy

540-412-6291 (h)
703-473-3883 (c)





On Tue, Dec 11, 2018 at 4:33 PM Kevin McCarthy <kjmmusic@gmail.com> wrote:

Commissioners and Board members: Just sending today's Washington Times article,
in case you did not see it.

The comments shed light on an increasingly informed citizenry. Text of article and
comments are pasted below.

~K

Virginia residents protest proposed solar farm in Spotsylvania

By Laura Kelly - The Washington Times - Monday, December 10, 2018



https://www.washingtontimes.com/news/2018/dec/10/virginia-residents-protest-proposed-solar-farm-spo/

https://www.washingtontimes.com/staff/laura-kelly/



A group of Northern Virginia residents is protesting the proposed construction of a
large solar farm in their rural community, saying the project is more dangerous to the
environment and surrounding towns than beneficial.

The project is proposed by Utah-based Sustainable Power Group, known as sPower,
and would be the fifth largest solar field in the U.S. and the largest on the East Coast. It
would cover more than 8 square miles and provide 500 megawatts (mw) of solar
power.

Its proposed location, Spotsylvania County, is known for its agriculture and Civil War
history, and is home to more than 130,000 residents.

If approved, the solar farm would be a key step in the state achieving its goal of
producing 3,000 mw of solar power by 2022.

“We’re not against solar,” said Kevin McCarthy, an organizer of a grass-roots activity
against the solar plant. “There’s nothing like this anywhere — near any residence
anywhere in the country.”

Vast fields of solar panels increasingly are finding homes on the East Coast. While the
four biggest solar fields are in California and Nevada, North Carolina is the second
largest provider of solar-based electricity, with almost 4,500 mw accounting for 4.6
percent of the state’s total electric output, according to data from the Solar Energy
Industries Association

In comparison, California produces almost 23,000 mw that accounts for 16.8 percent of
the state’s electricity output.

“It's one of the fastest growing energy generating resources on the entire East Coast,”
said Charlie Payne, the Virginia attorney representing sPower in its push for approval
from the county. “We feel very comfortable that the project will be viable and very
efficient.”

sPower is proposing three solar fields in rural Virginia, the largest of which would cover
5,200 acres in Spotsylvania County on land designated for agricultural use.

The northeastern corner of the proposed area, about two miles wide, abuts the village
of Fawn Lake, a waterfront retirement community and golf course resort that boasts its
Arnold Palmer design.

“We live in a historic, pristine beautiful area, and the comprehensive plan of the county
calls for this to remain so,” Mr. McCarthy said. “But we’re going to take 10 square miles
of trees and cut ‘em all down and put up a power plant.”

The area is attractive for sPower because of the large area of undeveloped land, the
extensive use of fiber-optic cable throughout the area and the ability to connect to a
nearby electrical substation. The company said it already has secured deals to supply
power to Microsoft, Apple and the University of Richmond.

“This type of facility has attracted the two most valuable publicly traded companies in
the world to Spotsylvania County,” said Mr. Payne, the attorney for sPower. “That, in
and of itself, is a great marketing tool, great marketing opportunity to economic
development.”

The Spotsylvania County Board of Supervisors has set a Jan. 2 deadline for a final
vote on whether to allow sPower to proceed with construction.

The plans for the three sites have gone through several iterations to address concerns
from the community over the eight months since the initial proposal.




https://www.washingtontimes.com/topics/spower/
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Those concerns include erosion and sediment control, a fear realized in February when
heavy rain caused a mudslide from a 200-acre solar farm in Essex County, Virginia —
suffocating the nearby creek and wetlands in sediment and further flowing into the
Rappahannock River, a protected national wildlife refuge.

“We’re putting out all the issues and identifying all these potential issues,” Mr.
McCarthy said.

SPower has modified its plans in light of community concerns, most drastically to shift
from tapping into groundwater to instead accessing the municipal water line and
committing $3.5 million to its improvement. At completion of construction, the company
said it will switch to tank water it will install on its properties.

Ahead of a community planning meeting last week, sPower sent a letter to the Board of
Supervisors offering a number of changes and incentives for the community.

Mr. Payne said it could be a $25 million investment, including building a new fire
station, constructing a local park and donating solar arrays and panels valued at $1
million for the town’s own energy needs, estimating cost savings of around $30 million
over the life of the project

Copyright © 2018 The Washington Times, LLC.

PurplePopsicle

7h How good it is to see that people are saying no to these artificial energy boondoggles.
Reply

Share

10 Likes

RedStrawberry

4hWhat is neglected in this article is that sPower is subsidized by federal and state monies
(taxes ) and brings no electric power to spotsylvania, no economic benefit , no permanent
jobs ! SPower will make in the billion dollar range while county residents property values
decrease and their taxes increase to pay The remaining 4 million for county water and
decommissioning costs . Not right for Spotsylvania!

Reply

Share

8 Likes

KIRK

4hand giving us a firehouse that we don't need . is just more cost to the county.. the
firehouse is for the solar site.. with the solar fields and Game and Inland Fisheries land for



https://www.washingtontimes.com/topics/spower/
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miles.. and not land for any new homes why do we need a fire house on land they are
giving us... a joke or bribe in reality

« Will SPower pay for the fire trucks and equipment and the staff required for this new
fire building, of course not we the taxpayers will. The taxpayers will pay for the
upgrade to the Fawn Lake water line since SPower is only paying half of the cost.
These panels do not benefit us at all only supplying to big box business not even
in our County. | am totally against the sea of panels on our beautiful rural land.

Reply

Share

5 Likes

GoldSnow

1h“Solar Farm” conjures up images of environmentally safe and economically viable
energy production. | have learned, however, that the opposite is true as it relates to this
proposed massive industrial-scale utility to be owned by a number of faceless Limited
Liability Companies under sPower management. For the development to proceed, a
change in zoning use from “Agricultural/Forestration” to “Industrial” must be recommended
by the Spotsylvania County Planning Commission and approved by the County Board of
Supervisors. From my own research and by listening to well-documented scientific,
economic, and environmental studies presented via public comments to the Planning
Commissioners and Board of Supervisors over the past year, there is no question in my
mind that the Special Use Permits MUST BE DENIED. The business model and investor
profits are solely dependent on tax incentives which are subject to elimination. Whereas
sPower claims name-dropping Microsoft, Apple and others as evidence of “endorsement”,
NONE of these companies are owners, operators or liable. They are taking advantage of
lower utility rates which are made possible by tax subsidies under a speculative formula of
power use from ALL sources through the Grid. I'm in favor of developing research on
alternative sources of energy. However, not all sites are appropriate and the very real long
term harmful consequences of the Spotsylvania gamble is not worth the risks.

Reply

Share

4 | ikes

DGWalkerNC

4h The typical arrangements reported for industrial solar sites in NC has the company
leasing the land for 15 years. At the end of the lease, the panels become the property
(liability) of the landowner. It is amazing that people keep falling for this. The panels will
stop working around 20 years of service, and they are known to contain an assortment of





toxic materials. | guess we can expect the federal government ( using our money) to come
in and bail them out with EPA Superfund 2.0?

Reply

Share

4 Likes

GreenBus

4hThis is a project that should definitely NOT be in an area designated for agriculture and
residential living. The hazards, known and unknown, definitely outweigh any tax benefits or
other “incentives” that SPower is trying to seduce the Board of Supervisors with.

Reply

Share

4 Likes

DaveH22551

13mCorrection -- the decision by the Board of Supervisors is expected in March (not Jan.
2). The Planning Commission is reviewing the applications now and are expected to make
a recommendation to the BoS in January. For more information, go to:
www.protectspotsylvania.com

Reply

Share

2 Likes

CyanTeepee

2hWe get no benefits unless you count deforestation, loss of property values, pollution of
the aquifer residents wells rely upon, and the possibility that the land being used due to
compaction and pollutants can never be used for agriculture again .. that's assuming the
facility isn't walked away from and abandoned like so many others who it's lifetime usage
limit is reached. NOT wanted in Spotsylvania! !

Kevin McCarthy

540-412-6291 (h)





703-473-3883 (c)
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From: Richard Genaille <richardgenaille@gmail.com>

Sent: Sunday, December 2, 2018 3:15 PM

To: Thomas G. Benton; Paul D. Trampe; Chris Yakabouski; Kevin Marshall;
Timothy J. McLaughlin; David Ross; Gary Skinner;
grenewpc@gmail.com; 2012sheriffsmith@gmail.com;
berkeleymaddox@gmail.com; spotsysalem@gmail.com; Jay Cullinan

Cc: Judy Genaille; Wanda Parrish; Patrick White

Subject: Fwd: EXTREMELY IMPORTANT - Additional Information On Solar Facility
Fire and Electrocution Hazards

Supervisors, Commissioners,

This email concerns Mr Charlie Payne’s unsolicited response (see below) to my communication
to you regarding PV solar facility fire and electrocution hazards.

The thrust of Mr Payne’s email is that the project design will utilize standard solar industry
equipment and design standards. I would expect nothing less. But as we all know, tragic
accidents occur in spite of best efforts to prevent them from happening. In this regard, I am not
reassured by a simple statement from SPower’s lawyer that “we and the county will be prepared
in the unlikely event of a worse case scenario.” Nor am I encouraged by the very simplistic and
generic emergency response plan dated September 24, 2018 SPower/Swinerton submitted to the
county.

Clearly, Mr Payne and I have very different concerns regarding PV solar fire safety issues. His
concern is to insure the SUPs are approved with a minimum of encumbering conditions. Mine is
to insure my wife and I can enjoy a long and happy retired life at Fawn Lake. I am sure you
agree that even one fire event that takes lives, causes injuries, and destroys property is one too
many.

My extensive search of relevant literature available online revealed that DC arc
faults/flashes/blasts, while rare, are becoming a greater concern as utilization of PV solar power
expands. Numerous articles written by electrical engineers, risk consultants, Insurance
companies and state agencies on the subject have appeared in a variety of professional

journals. A representative article titled “PV Solar Plants” in the June 12, 2017 issue of the
International Association of Electrical Inspectors Magazine contains the following noteworthy
paragraph:

“In actuality, arc-faults are only one of several ways a fire could start on a large-scale PV
facility. Another reason for fires includes hot work (NFPA 51B) related to construction or repair
work. Regardless of how a fire starts, an active fire mitigation plan is far more beneficial to
preventing the hazard and damage associated with fires than only relying on arc-fault detection.
The last thing any community wants is for a power plant to start a wildfire that could spread
outside the facility. Simply employing arc-fault detection is insufficient to prevent this event.
Additional measures such as fire breaks, on-site fire suppression, and coordination with any local
fire service resources are crucial for overall fire safety.”





I have included the author’s (Bill Books) background information at the end of this email FYI.
It is also important to remember that the causes of DC arc faults/flashes/blasts can not be
completely controlled or eliminated. The most frequently cited causes of DC arc
faults/flashes/blasts are as follows.

1. Solar panel manufacturing defects

2. Loose connections due to installation errors or poor quality installation

3. Corrosion of joints/connections over time

4. Insulation degradation over time due to UV exposure

5. Insulation cracking over time due to changes in temperatures

6. Degradation of insulation due to aging

7. Damage to insulation by rodents, insects and birds

8. Damage to insulation during installation

9. Damage to insulation by future construction, system modification/upgrades, or site
maintenance

10. Water ingress to cables and conduits

11. Water ingress to DC isolators due to faulty/poor quality installation
12. Water ingress to DC isolators due to degradation of seals over time
13. Water ingress to inverters

14. Water ingress to solar module junction box

I appreciate the information provided in Mr Payne’s email regarding designed-in lightning strike
protection. Again, [ expect nothing less. However, my research on lightning strikes indicates
that they are very unpredictable. Lighting is not always attracted to the tallest or most
electrically conductive structures. Climate scientists and meteorologists do know that large open
isolated areas with high temperature and high humidity attract lightning strikes. (Note: The heat
island effect from 1.8 million solar panels will exacerbate the problem). Lightning is also known
to jump from one structure (man made or natural) to another. It is well documented that
lightning causes 20% of all wildfires in the US.





Given the number of thunderstorms we have in our area every year, and the presence of more
than 2850 acres of remaining wooded/natural areas on the sites, it is naive to believe that there is
a very low probability of lightning caused wildfires at the proposed mega solar facility during
construction and expected 30 year operational lifetime.

As I have mentioned in previous verbal and written communications, the potential hazards from
fire at the sites is greatly elevated by several factors.

1. The total area of the three sites is the same size as the city of Fredericksburg.

2. The nearest fire stations are 5-7 miles away from the closest access points to the sites. These
distances do not include the distance from the site entrances to the fire location which could be
as much as 2 additional miles in Site A.

3. The approach to the sites is via narrow, curvy country roads that will limit the speed of fire
vehicles and increase response times.

4. There are a very limited number of access points to the sites that may not be close to the
specific fire location.

5. The gravel roads and natural surface aisles between the solar arrays are not wide enough nor
do they have the weight bearing capability to allow passage of large, heavy firefighting vehicles.

6. There will be no hydrant system on the sites.

7. PV solar panels continue to generate high voltage DC electrical power as long as some natural
or artificial light source is available.

8. Fires involving DC arc faults/flashes/blasts can not be extinguished with water or foam
retardants. Furthermore, the water or foam would become electrified jeopardizing the lives of
firefighters and nearby residents.

I apologize for the very long email, but the potential for wildfires originating at the sites is a very
serious problem that must be mitigated with SUP conditions to protect citizens’ lives and
property in a worst case scenario.

Very Respectfully,

Richard Genaille

Bill Brooks

Bill Brooks has worked with utility-interconnected PV systems since the late 1980s. He is a
consultant to the PV industry on a variety of performance, troubleshooting, and training topics.
Over the past 18 years, these training workshops have helped thousands of local inspectors and



https://iaeimagazine.org/magazine/author/bbrooks/



thousands of electricians and installers understand PV systems and how to properly install them.
His field troubleshooting skills have been valuable in determining where problems occur and to
focus training on those issues of greatest need. Mr. Brooks has written several important
technical manuals for the industry that are now widely used in California and beyond. His
experience includes work on technical committees for the National Electrical Code, Article 690,
and IEEE utility interconnection standards for PV systems. In 2008 he was appointed to Code-
Making Panel 4 of the National Electrical Code. Mr. Brooks holds Bachelor and Master of
Science degrees in Mechanical Engineering from N.C. State University and is a Registered
Mechanical and Electrical Professional Engineer in North Carolina and California.

Sent from my iPhone
Begin forwarded message:

From: Charlie Payne <cpayne@hirschlerlaw.com>

Date: December 1, 2018 at 10:23:24 AM EST

To: "'richardgenaille@gmail.com" <richardgenaille@gmail.com>

Cec: "Greg Benton (GBenton@spotsylvania.va.us)"
<GBenton@spotsylvania.va.us>, "Paul D. Trampe"
<PTrampe@Spotsylvania.va.us>, "Chris Yakabouski
(cyakabouski@spotsylvania.va.us)" <cyakabouski@spotsylvania.va.us>,
"kmarshall@spotsylvania.va.us" <kmarshall@spotsylvania.va.us>, ""Timothy J.
McLaughlin"' <McLaughlinTJ@Spotsylvania.va.us>,
"david.ross@spotsylvania.va.us" <david.ross@spotsylvania.va.us>, Gary Skinner
<GSkinner@spotsylvania.va.us>, "'grenewpc@gmail.com"
<grenewpc@gmail.com>, "Howard Smith (2012sheriffsmith@gmail.com)"
<2012sheriffsmith@gmail.com>, "'berkeleymaddox@gmail.com"
<berkeleymaddox@gmail.com>, "Mike Medina (Michael)
(Michael.medina@norfleetquality.com)"
<Michael.medina@norfleetquality.com>, "Daniel Menahem
(dmenahem@spower.com)" <dmenahem(@spower.com>, 'Patrick White'
<PWhite@spotsylvania.va.us>

Subject: FW: EXTREMELY IMPORTANT - Additional Information On
Solar Facility Fire and Electrocution Hazards

Mr. Genaille,

I hope this finds you well. As you may be aware, I represent s Power and was
forwarded your email to address. We appreciate your continuing input and want
to ensure you the proposed facility will be safe and reliable, and that we and the
county will be prepared in the unlikely event of a worse-case scenario. I’'m also
available at any time to further discuss and address any concerns you may have. I
look forward to speaking with you.





Please note the following:

The project design will utilize standard solar industry equipment and
design standards including IEC 62305 Standard - Protection against
lightning, provides general principles to be followed for protection of
structures against lightning, including their installations and contents, as
well as persons. The PV racking, all related equipment and systems,
including the fence are grounded as required for protection. All structures
shall be connected to the common grounding network, and this will
provide a low resistance path for the strike to the ground as the common
grounding network will have more than several miles of connected buried
bare copper conductor.

SCADA control and monitoring of any faults

The SCADA system is designed to immediately report all faults and
failures to the sPower Control Center, which is staffed and

monitored 24/7. When these faults and failures are received, sPower
Control Center Operators respond by notifying on-site personnel or local
emergency responders, as necessary. Given the potential risk introduced
by DC power, a variety of protection and SCADA-based notification
measures are incorporated into plant design. The solar inverters, which
convert the DC power from the solar array to AC power to be delivered to
the grid, incorporate extremely sensitive ground-fault sensing technology.
Ground faults include any circumstance where current from the solar array
is flowing anywhere but to the inverters, such as through a damaged wire
to ground. When such a fault occurs, the inverters respond by immediately
shutting the inverter down and ceasing current flow from the solar array to
the inverter. Additionally, the inverters through a fault that causes alarms
to be raised immediately in the sPower Control Center. In addition to the
inverter-based ground fault protection, there are fuses in the inverter and
within the solar array string combiner boxes that are sized to blow any
time there is excessive current draw, such as during a short to ground or
other equipment.

To mitigate risk associated with AC power, sPower relies on multiple
levels of protection systems in the project substation and at the inverters.
When AC faults occur, these protection systems trip instantly to
electrically isolate equipment and remove all fault current. When these
protection systems activate, alarms are raised immediately is sPower’s
Control Center and operators respond by notifying on-site personnel or
local responders, as necessary. As an additional safety measure, sPower
configures its protection systems so that manual intervention by sPower
personnel is required to return equipment to service after AC trips occur.
This is safer than the approach taken with a lot of utility-owned equipment
that can automatically close back in after a fault.





*  We also, in conjunction with county staff and the fire department, will
ensure adequate fire breaks. Also, please do not forget the site has many
wetland areas and trees will be mostly cleared from the panel areas. We
also have provided the county, after consulting with the fire department,
an emergency response plan both during construction and operations.
Further, unlike traditional fossil fuel operated generation facilities, solar
facilities utilize less personnel, equipment, wiring, utility lines,
connections, flammable materials, etc., and thus there is much less of a
chance for incidents.

Again, please feel free to contact me with any further questions and appreciate
your interest in this matter.

Respectfully,

From: Richard Genaille <richardgenaille@gmail.com>

Date: November 30, 2018 at 2:55:36 PM EST

To: <gbenton@spotsylvania.va.us>,
<ptrampe(@spotsylvania.va.us>,
<cyakabouski@spotsylvania.va.us>,
<kmarshall@spotsylvania.va.us>,
<mclaughlintj@spotsylvania.va.us>,
<david.ross@spotsylvania.va.us>, "Gary Skinner"
<gskinner(@spotsylvania.va.us>, <grenewpc@gmail.com>,
<2012sheriffsmith@gmail.com>, <berkeleymaddox@gmail.com>,
<spotsysalem@gmail.com>

Cc: Judy Genaille <traveler9722@gmail.com>

Subject: EXTREMELY IMPORTANT - Additional
Information On Solar Facility Fire and Electrocution Hazards

Supervisors and Planning Commisioners,

We are deeply appreciative of the time and effort you are putting
forth on behalf of citizens’ concerns regarding the SPower Special
Use Permit applications. We are also very thankful for you
responsiveness and openness.

We remain concerned, however, that adjudication of the
applications account for worst case scenarios given that the lives
and property of so many citizens are at stake. In that vein, we offer
the following addition information for your serious consideration.

Information we provided to you previously stated that solar
fields are prone to lightning strikes. Lightning strikes are





responsible for approximately 20% of all wildfires in the US. If
lighting strikes a tree located in the 2850 acres of wooded/natural
area that will remain on Sites A,B and C, the resulting fire could
quickly spread beyond the periphery to nearby residences. It is
important to note here that SPower proposes to install solar panel
arrays 50 feet from property lines.

Site A has been the scene of two tornado events over the past ten
years. The tornados cut a large swath through the area. Tornados
are capable of breaking solar panels from their mounting brackets
and throwing them hundreds of feet from their installed

location. As long as light is available, the panels will continue to
generate DC electrical current even when separated from their
mounts. The resultant arcing could cause an intense fire.

Water intrusion in solar panels, inverters and connecting cables is a
well documented cause of DC arc faults/flashes/blasts. There are
usually at least a few instances of torrential downpours in our area
every year. If an arc fault/flash/blast ensued, 1000 volts or more of
DC current could travel through storm water runoff to properties
on the periphery of the sites imposing the risk of fire and/or
electrocution at nearby residences. Again, it is important to note
that SPower proposes to install solar panel arrays 50 feet from
property lines.

There is no way to turn off a photovoltaic solar panel. As long as
light is available, solar panels will generate DC electrical

current. Even twilight, cloudy daylight, or emergency vehicle
flood lights are sufficient to generate enough electricity to cause a
shock. Individual panels are wired together in

arrays. DC electrical current of 1000 volts or more (depending on
available light) travels through cables to inverters where it is
converted to AC current. There are no switches, circuit breakers or
fuses to disconnect electrical power flowing from the solar panels
to the inverters. There is a serious risk of fire in a DC system due
to what are called arc faults, flashes or blasts. Arc faults reach
temperatures of 5400 F and can melt metal which will fall out as
molten slag. Arc faults can be explosive spewing shrapnel and
molten metal at speeds high enough to penetrate the human body
and cause high intensity fires. The most common causes of DC arc
faults/flashes/blasts are manufacturing defects, improper
installation, water intrusion, lightning strikes, UV deterioration of
cable insulation, and rodent bites. There is a significant probability
of arc faults given the number of solar panels (1.8 million),
inverters, and miles of cables that could be present at the SPower
sites. The proposed facility will put nearby residents, their





property, and the lives of our firefighters at elevated risk of fire
and electrocution.

For the reasons described above, we strongly recommend the
following conditions be included in Special Use Permits.

1. The applicant must provide a dedicated fire detection system
and specially trained and equipped firefighters on site 24/7. The
fire detection and firefighting capability must be capable of
detecting and extinguishing a fire that originates on sites A,B or C
before it reaches private residences located around the periphery of
the sites.

2. All solar modules, inverters and related/connected equipment
must be grounded and surge protected to prevent fires from
lightning strikes as described in the 2018, EE publication article,
“Lightning and surge protection for free-field solar farms”.

3. A 300 foot wide non—combustible fire break must be
constructed along the perimeter of sites A, B and C.

Again, many thanks for all you are doing to address citizen
concerns.

Very respectfully,

Richard and Judith Genaille

Sent from my iPhone
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From: deaversdream@aol.com

Sent: Friday, November 30, 2018 12:05 PM
To: Patrick White

Subject: Fwd: Spower proposed solar plant
Sandy Beahm

Begin forwarded message:

From: deaversdream(@aol.com

Date: November 30, 2018 at 8:52:02 AM EST
To: pwhite@spotsylvania.va.com

Subject: Spower proposed solar plant

Good Day

I am currently a resident on West Catharpin Road who is extremely concerned
about this proposed solar farm.  First of all for the last 2 years the loggers have
been logging all of the land proposed to be used for this massive project with no
regard whatsoever to the terms of their permits. I have had to call VDOT on at
least 15 occasions over the course of these 2 years because of all of the mud dirt
and gravel they consistently drag onto the public road. = These conditions have
taken dangerous country roads and made them even more dangerous.  When it
rains the road at times is like driving on ice due to the thick coating of mud on the
road. This says nothing of what will happen when they begin construction of
this massive solar farm.  Who is going to be responsible for making sure
Spower adheres to all of the conditions of their permit without making it become
just another problem that I have to deal with? The phone calls the complaints
that go unheard. = Look you don’t fool me one bit by allowing me to voice my
concerns because I already know that this is a done deal because of all of the
money involved but I can assure you that when and if I begin to feel the effects of
your greed I will gather my neighbors and I will file a class action lawsuit against
the company and Spotsylvania county.  So in your haste to approve this project
someone better be thinking about how they will handle the

Impacts to our roads and what will be done when this Utah based company begins
this devastating project. Ask yourself why an out of state company is being
allowed to destroy 6600 acres of rural land and the citizens that live along these
roads and in this area don’t even get the benefit of tapping into





the solar power being generated????  They say they will pay the county
proffers for roads and schools but all that will be done is more

development.  Currently I own a very unique property in this county that
doesn’t exist most places and when and if my property values are affected you can
rest assure I will make so much noise and problems for you that you will be
extremely sorry you didn’t take the tax paying citizens in this county into
account. I have had dealings with the Board of Supervisors in the past as it
related to an out of state company dumping human sludge on the farm fields
around my home. You can rest assure that if any of them lived in this area it
would not have been allowed to happen ever! My taxes paid in this county
entitle me to some

protection over and above your greed and at the expense of the possible health
impacts to the water wildlife and our air!!!

I implore you not to give approval for this project and if ultimately you do (which
of course I already know it’s a done deal) that spower be held to very very strict
rules and that someone be responsible for making sure that they do not violate any
terms of their permit.  Also what is going to be done about the impacts to our
county roads with all of the construction trucks and such moving this equipment
in?

I think all of you should be ashamed of yourselves to allow greed and money to
destroy this beautiful county.  Let them build this in Utah!!!!!

Regards,

Sandy Beahm

This email was Mal ware checked by UTM 9. http://ww. sophos. com






From: Tracy Wright <tracyjean1108@gmail.com>

Sent: Thursday, December 6, 2018 8:10 PM

To: Thomas G. Benton; Chris Yakabouski; Timothy J. McLaughlin; Paul D. Trampe;
David Ross; Patrick White

Subject: Look how close!

Attachments: IMG_0746.jdg; ATT00001.txt

Tracy & David Carr
13311 W Catharpin Rd

This email was Malware checked by UTM 9. http://www.sophos.com

















Sent from my iPhone

-- 
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From: Irvin Boyles <irv.boyles@verizon.net>

Sent: Tuesday, December 11, 2018 10:49 AM

To: Wanda Parrish; Patrick White

Cc: concernedcitizensfawnlake@gmail.com; davehammond@gmail.com
Subject: More on Electric Grid Concern re sPower SUP Request: Electric Grid

Vulnerability Risks

Attachments: NIAC Catastrophic Power Qutage Study_508 FINAL.pdf

Wanda, etal.

| call your attention to the attached report put out by the Department of Homeland Security from "White
House Advisers Warn of Catastrophic Grid Outages (Energy Wire): How can America cope with a
months-long power outage? Clear lines of command, flexible communications networks, plenty of
exercises and protective "community enclaves" should all play a role, according to a draft report from a
group of presidential advisers. The draft power outage study calls on the Trump administration to
develop incentives for state and local governments to shore up their ability to withstand weeks or months
without electricity." This further emphasizes the need for the County to know and understand how
sPower and Dominion Power will deal with the Solar Farm electrical energy build-up that it will continue to
generate during electric grid blackouts before it imperils the health and safety of the County and its
citizens. What is the County's plan?

Irvin Boyles
irv.boyles@verizon.net

From: Irvin Boyles <irv.boyles@verizon.net>

To: : wparrish <wparrish@spotsylvania.va.us>; pwhite <pwhite@spotsylvania.va.us>; wparrish
<wparrish@spotsylvania.va.us>; pwhite <pwhite@spotsylvania.va.us>

Cc: concernedcitizensfawnlake <concernedcitizensfawnlake@gmail.com>; davehammond
<davehammond@gmail.com>

Sent: Mon, Dec 10, 2018 6:03 pm

Subject: sPower SUP Request: Electric Grid Vulnerability Risks

Wanda, et al:

On November 28, | sent you a request (attached) regarding the need for due diligence regarding the
provisions between sPower and Dominion Power to accommodate electrical power overload in the case
the electric grid goes down. | raised this issue again at the December 5 Planning Commission meeting
(attached). To further document the basis for this concern, | have just come across the attached report
from U.S. Air Force Air University Report for 2018 that emphasizes the seriousness of an electric grid





outage of blackout: "Most experts agree that if a GMD (Geomagnetic Disturbance) or EMP (Electro-
Magnetic Pulse) incapacitates an electrical grid, the grid will likely remain in a failed state from weeks to
months." | again emphasize this is a considerable risk to the health and safety to Spotsylvania County
and us citizens, and must be considered before accepting approval of the SUP for sPower..

Irvin Boyles
irv.boyles@verizon.net

This email was Mal ware checked by UTM 9. http://ww. sophos. com
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About the NIAC

The President’s National Infrastructure Advisory Council (NIAC) is composed of senior executives from
industry and state and local government who own and operate the critical infrastructure essential to
modern life. The Council was established by executive order in October 2001 to advise the President
on practical strategies for industry and government to reduce complex risks to the designated critical
infrastructure sectors.

At the President’s request, NIAC members conduct in-depth studies on physical and cyber risks to
critical infrastructure and recommend solutions that reduce risks and improve security and resilience.
Members draw upon their deep experience, engage national experts, and conduct extensive research
to discern the key insights that lead to practical federal solutions to complex problems.

For more information on the NIAC and its work, please visit:
https://www.dhs.gov/national-infrastructure-advisory-council.
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Executive Summary

The nation has steadily improved its ability to respond to major disasters and the power outages that often
result. But increasing threats—whether severe natural disasters, cyber-physical attacks, electromagnetic
events, or some combination—present new challenges for protecting the national power grid and
recovering quickly from a catastrophic power outage.

The President’s National Infrastructure Advisory Council (NIAC) was tasked to examine the nation’s ability
to respond to and recover from a catastrophic power outage of a magnitude beyond modern experience,
exceeding prior events in severity, scale, duration, and consequence. Simply put, how can the nation best
prepare for and recover from a catastrophic power outage, regardless of the cause?

After interviews with dozens of senior leaders and What is a catastrophic power outage?

experts and an extensive review of studies and statutes, e Events beyond modern experience that

we found that existing national plans, response exhaust or exceed mutual aid capabilities
resources, and coordination strategies would be * Likely to be no-notice or limited-notice events
outmatched by a catastrophic power outage. This that could be complicated by a cyber-physical

attack

e long duration, lasting several weeks to
months due to physical infrastructure
damage

* Affects a broad geographic area, covering

profound risk requires a new national focus. Significant
public and private action is needed to prepare for and
recover from a catastrophic outage that could leave the
large parts of the nation without power for weeks or

months, and cause service failures in other sectors— multiple states or regions and affecting tens
including water and wastewater, communications, of millions of people

transportation, healthcare, and financial services—that e Causes severe cascading impacts that force
are critical to public health and safety and our national critical sectors—drinking water and

and economic security. wastewater systems, communications,

transportation, healthcare, and financial

. services—to operate in a degraded state
Recommendations
The United States should respond to this problem in two overarching ways: 1) design a national approach to
prepare for, respond to, and recover from catastrophic power outages that provides the federal guidance,
resources, and incentives needed to take action across all levels of government and industry and down to
communities and individuals; and 2) improve our understanding of how cascading failures across critical
infrastructure will affect restoration and survival.

There are a number of ongoing initiatives in both the public and private sector that are in line with our
recommendations. We urge the continued advancement of these initiatives in conjunction with our
recommendations.

The NIAC was challenged to examine events that are beyond our nation’s experience, yet would impact
nearly every jurisdiction, industry, and citizen. The solutions we identified will require strong public-private
collaboration—as the NIAC has recommended previously—to address the scale and significance of
catastrophic power outages.
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Recommendations Overview

Design a National
Approach for Catastrophic
Power Outages

I.\- [.\ Mitigate Cross-Sector
=@ =@ Interdependencies and
\|./ Cascading Failures

Design a national approach for catastrophic power
outage planning, response, and recovery to create a
Cross-sector, cross-government strategy.

Identify cascading failures impacting key sectors,
especially natural gas and communications to ensure their
availability to aid power restoration, and identify actions
to improve resilience to a catastrophic power outage.
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Examine and clarify the federal authorities
that may be exercised during a catastrophic power
outage and grid security emergency and clearly identify
the cabinet-level leadership and decision-making
processes.

2

Develop a federal design basis and the design
standards/criteria that identify what infrastructure
sectors, cities, communities, and rural areas need to
reduce the impacts and recover from a catastrophic
power outage.

3

Develop guidance and provide resources for
states, territories, cities, and localities to design
community enclaves—areas that co-locate critical
services and resources to sustain surrounding
populaces, maintain health and safety, and allow
residents to shelter in place.

4

Design and support a portfolio of incentives that
provide financial support or remove financial and
regulatory barriers to help companies and state, local,
tribal, and territorial governments implement the
recommendations included in this report.

5

Conduct a series of regional catastrophic
power outage exercises that identify the second-
and third-order cascading failures of an outage over
time, as backup resources and mutual aid agreements
are exhausted, and examine cross-sector supply chain
and cyber risks that could delay re-energizing the grid.

6

Ensure that all critical natural gas
transmission pipeline infrastructure has the
appropriate standards, design, and practices
to continue service during a catastrophic power
outage and maintain rapid availability to support
blackstart generations.

7

Develop or support a flexible, adaptable
emergency communications system that all
sectors can interoperably use, that is self-powered,
and is reasonably protected against all hazards to
support critical service restoration and connect
infrastructure owners/operators, emergency
responders, and government leaders.

Next Steps

Our recommendations provide a path forward for enhancing the nation’s capabilities. These actions require
a whole-of-nation approach and strong public-private collaboration. Given the importance of this issue and
the number of ongoing efforts, we request the National Security Council (NSC)—working with the lead
agencies identified—provide a status update to the NIAC within nine months of the report’s approval on
how our recommendations are being implemented, progress being made on the ongoing initiatives, or any
significant barriers to implementation.

The President’s National 4
Infrastructure Advisory Council

NIA







Catastrophic Power Outage Study

Introduction: VWhat the Nation Faces

Across the nation, we experience major threats nearly every year: hurricanes, wildfires, flooding, droughts,
and other serious disasters. For these events, the nation has well-established response processes where the
federal government serves as a backstop for the robust efforts of individuals, businesses, communities, and
states. Even as severe weather increases, the nation has steadily improved its ability to respond to growing
disasters and resulting outages—improving planning and coordination, hardening infrastructure, and
building strong mutual aid agreements.

The risk posed by a catastrophic power outage, however, is not simply a bigger, stronger storm. It is
something that could paralyze entire regions, with grave implications for the nation’s economic and social
well-being. The NIAC was tasked to examine the nation’s ability to withstand a catastrophic power outage
of a magnitude beyond modern experience, exceeding prior events in severity, scale, duration, and
consequence.

The NIAC was challenged to think beyond even our most severe power disruptions, imagining an outage that
stretches beyond days and weeks to months or years, and affects large swaths of the country. Unlike severe
weather disasters, a catastrophic power outage may occur with little or no notice and result from myriad
types of scenarios: for example, a sophisticated cyber-physical attack resulting in severe physical
infrastructure damage; attacks timed to follow and exacerbate a major natural disaster; a large-scale
wildfire, earthquake, or geomagnetic event; or a series of attacks or events over a short period of time that
compound to create significant physical damage to our nation’s infrastructure. An event of this severity may
also be an act of war, requiring a simultaneous military response that further draws upon limited resources.

For the purpose of this study, the NIAC focused not on the cause, but rather on the consequences, which
are best categorized as severe, widespread, and long-lasting. The type of event contemplated will include
not only an extended loss of power, but also a cascading loss of other critical services—drinking water and
wastewater, communications, financial services, transportation, fuel, healthcare, and others—which may
slow recovery and impede re-energizing the grid.

Most importantly, the scale of the event—stretching across states and regions, affecting tens of millions of
people—would exceed and exhaust mutual aid resources and capabilities. The ability to share public and
private resources across businesses and jurisdictions underpins our nation’s emergency response plans and
strategies today. (See Appendix C for a more detailed definition of a catastrophic outage).

This profound threat requires a new national focus. The NIAC found that our existing plans, response
resources, and coordination strategies would be outmatched by an event of this severity. Significant action
is needed to prepare for a catastrophic power outage that could last for weeks or months.

Our Task

In May 2018, the NSC tasked the NIAC to build on the insights gathered during a scoping effort to develop
findings and recommendations on how the public and private sectors can work together to further
enhance and integrate critical infrastructure resilience with response and recovery actions to mitigate
risks posted by catastrophic power outages. (See Appendix B for more information on the NIAC tasking).
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Our Approach

To better understand catastrophic power outages and how they are different from previously experienced
disasters, the NIAC conducted a scoping effort—completed in June 2018 —to identify the key issues that
would need to be further explored. A Working Group of 10 NIAC members led this full study, and formed a
Study Group of subject matter experts to vet and validate the results of the scoping effort and provide a
crucial input. In total, we interviewed more than 60 senior leaders and subject matter experts from federal,
state, and local governments, industry, academia, and nongovernmental organizations (NGOs). We
reviewed more than 700 resources, including statutes, regulations, reports, articles, congressional
testimony, and prior studies.

Our recommendations seek to address the issues identified in two overarching ways: 1) design a national
approach for catastrophic power outages that provides the guidance and incentives needed to take action
across all levels of government and industry and down to communities and individuals; and 2) improve our
understanding of how cascading failures across critical infrastructure will impact restoration and survival,
enabling us to identify further actions needed to mitigate these failures.

The federal government and industry are already leading many initiatives that are consistent with these
recommendations. As set forth in subsequent sections, this study relies on and urges continued
advancement of these initiatives. The study also encourages the adoption of new initiatives that will
complement these ongoing efforts and lead to a better response to a catastrophic power outage.
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Recommendations and Supporting Findings

The complexity of the challenge posed by catastrophic power outages will require working across agencies,
sectors, and levels of government to involve all stakeholders. For each recommendation we identify a
cabinet-level secretary to lead the effort and be responsible for implementation. We have also identified
agencies that should provide support, including primary support roles for agencies that will need to provide
significant input, expertise, and assistance. We also include supporting findings based on insights from
interviews and research, and ongoing federal and industry initiatives that are consistent with our
recommendations and should continue to be advanced and supported.

Recommendations Overview
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Design a National
Approach for Catastrophic
Power Outages

Design a national approach for catastrophic power
outage planning, response, and recovery to create a
Cross-sector, cross-government strategy.

Examine and clarify the federal authorities
that may be exercised during a catastrophic power
outage and grid security emergency and clearly identify
the cabinet-level leadership and decision-making
processes.

2

Develop a federal design basis and the design
standards/criteria that identify what infrastructure
sectors, cities, communities, and rural areas need to
reduce the impacts and recover from a catastrophic
power outage.

3

Develop guidance and provide resources for
states, territories, cities, and localities to design
community enclaves—areas that co-locate critical
services and resources to sustain surrounding
populaces, maintain health and safety, and allow
residents to shelter in place.

4
Design and support a portfolio of incentives that
provide financial support or remove financial and
regulatory barriers to help companies and state, local,
tribal, and territorial governments implement the
recommendations included in this report.

The President’s National

,.\_ [.\ Mitigate Cross-Sector
~@ =@ Interdependencies and
\z/ Cascading Failures

Identify cascading failures impacting key sectors,
especially natural gas and communications to ensure their
availability to aid power restoration, and identify actions
to improve resilience to a catastrophic power outage.

5

Conduct a series of regional catastrophic
power outage exercises that identify the second-
and third-order cascading failures of an outage over
time, as backup resources and mutual aid agreements
are exhausted, and examine cross-sector supply chain
and cyber risks that could delay re-energizing the grid.

6

Ensure that all critical natural gas
transmission pipeline infrastructure has the
appropriate standards, design, and practices
to continue service during a catastrophic power
outage and maintain rapid availability to support
blackstart generations.

7

Develop or support a flexible, adaptable
emergency communications system that all
sectors can interoperably use, that is self-powered,
and is reasonably protected against all hazards to
support critical service restoration and connect
infrastructure owners/operators, emergency
responders, and government leaders.
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w Design a National Approach for Catastrophic Power Outages

Design a national approach for catastrophic power outage planning, response, and recovery.
Current planning frameworks focus on sector-by-sector preparedness and response, but in a catastrophic
power outage, U.S. infrastructure and services will fail as a system. We need to take a systems approach—
from the federal level down to the local level—to plan, design, and respond to these never-before-
experienced events. This approach must move beyond existing planning and response frameworks and
provide the guidance needed for an integrated cross-sector, cross-government strategy. The
recommendations in this section provide a path forward for putting in place a national approach for dealing
with catastrophic power outages.

Recommendation |

Examine and clarify the federal authorities that may be exercised during a
catastrophic power outage and grid security emergency and clearly identify the
cabinet-level leadership and decision-making processes.

An event of this scale—with severe economic and national security implications—will require an
unprecedented level of federal leadership, likely engage the military, and will see the federal government
exercise authorities that have rarely or never been used. Infrastructure owners and operators and state
leaders recognize this conceptually, yet it is unclear how command authorities will change, who will make
decisions, and how resources will be coordinated.

A. Conduct an examination of federal emergency authorities and identify how they could be
activated, by whom, and what implications they would have for private-sector, state, and local
responders and ultimately how they would support Presidential action.

B. Identify the cabinet-level officials who would take the lead in a catastrophic power outage
and establish how these officials will coordinate and implement response with the public and
private sectors, and state, local, tribal, and territorial (SLTT) governments to manage the cascading
cross-sector impacts of these events.

C. Include and authorize catastrophic power outages as a high-priority mission for three
key agencies: the Department of Energy (DOE), namely the Office of Electricity (OE) and Office of
Cybersecurity, Energy Security, and Emergency Response (CESER); the Department of Homeland
Security (DHS), namely the Federal Emergency Management Agency (FEMA) and the Cybersecurity
and Infrastructure Security Agency (CISA); and the Department of Defense (DOD), namely U.S.
Northern Command (NORTHCOM), U.S. Indo-Pacific Command (INDOPACOM), and the Defense
Threat Reduction Agency (DTRA); and other agencies as appropriate. This authority should be
underwritten with specific budget appropriations to provide the supporting resources necessary to
achieve this mission, with clear roles and responsibilities identified for each agency. Identify and
request that Congress provide any additional authorities and resources needed to execute the
recommendations of this study.

D. Enhance critical infrastructure sector participation at the National Infrastructure
Coordinating Center (NICC) and National Cybersecurity and Communications
Integration Center (NCCIC) to provide critical infrastructure sectors with a better
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understanding of NICC and NCCIC operations, and position sector representatives to provide
industry perspective and insights. Because catastrophic power outages are likely no-notice or
limited-notice events, these key infrastructure representatives should be onsite full time to help
identify issues and respond more quickly and efficiently.

At a minimum, the Electric, Financial Services, and Communications Sectors should have
representatives from the Sector Coordinating Councils (SCCs) or Information Sharing and
Analysis Centers (ISACs), given the structure and organization of those sectors.

Other critical lifeline sectors, such as the Oil and Natural Gas (ONG) Subsector, Water and
Wastewater Systems Sector, and Transportations Systems Sector should work with DHS to
determine the appropriate representatives and level of engagement at the NICC and NCCIC
to quickly and effectively engage and provide advisory input during a catastrophic power
outage.

Lead: Secretary of Homeland Security
Support: Department of Energy (Primary), Department of Defense, and other agencies as
appropriate

Supporting Findings

Existing frameworks do not identify who has ultimate decision-making authority or clearly define
the roles to be undertaken by SLTT governments and the private sector during a wide-spread, multi-

state catastrophic power outage that will require coordinated cross-sector, cross-government
response.

(0]

(0]

While incident command and unified coordination frameworks generally work, if an incident
goes beyond a confined geographic area these frameworks start to lose effectiveness due to
the increased size of the impact area, the number and diversity of members in unified
coordination groups, and the complexity of the response.

Owners and operators have limited visibility into how the federal government will manage
an event of this size, and how the federal government will be working with the private
sector to make critical resource decisions.

Although emergency authorities are understood at a high-level, how they are implemented
in practice is unclear. There is a better understanding for physical events that are more
frequently practiced, but it is less clear for cyber-physical events and larger-scale disasters.

The Power Outage Incident Annex to the Response and Recovery Federal Interagency
Operational Plans (POIA) outlines the responsibilities of federal organizations involved in
response and recovery during a long-term power outage (defined as 72-hours or more).
However, it is unclear how POIA would be used in practice and what specific federal
authorities will actually make priority decisions during a catastrophic power outage.!

The federal government and military organizations have enormous support resources for an event

of this scale, but an efficient response requires close coordination of those resources and

1 FEMA, Power Outage Incident Annex, 2017.
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capabilities with those in the private sector and who is in charge of the response, and there will/may
be competing needs for those resources and capabilities necessitating tough calls on prioritization.

e SLTT leaders and owners and operators have the best understanding of the needs of their
community and can provide valuable information on where to most efficiently apply resources and
make the most effective allocation decisions with limited available resources.

Ongoing Initiatives

e National Response Framework (NRF) Update: FEMA is updating the NRF with a goal to increase the
emphasis of the role of the private sector and individuals in response; adding an emergency support
function (ESF) to coordinate government and industry response; and focus on outcomes and
prioritizing rapid stabilization of lifeline functions. As part of this process, the NIAC recommends:

0 FEMA engage all stakeholders including SLTT governments, NGOs, and private sector
owners and operators to ensure the new framework is accessible and understood by all
stakeholders.

0 FEMA consider practical and actionable ways to best leverage industry during the response
to restore critical lifeline sectors more quickly and efficiently.

0 Exercise the National Cyber Incident Response Plan with the private sector to identify how it
will work operationally during a real-life scenario and support the NRF.

o DOE Emergency Authorities: Building on 10 C.F.R § 205, DOE is working with Grid Security
Emergency (GSE) stakeholders to outline how an emergency order is communicated and building
exercises to better understand what conditions the federal government may support during a GSE.?

0 Potential emergency orders and provisions should account for regulatory, cost, and liability
issues that may speed up the ability to issue and implement orders during a catastrophic
power outage when timing will be crucial.

O Establish a role/structure for private sector owners and operators to provide crucial analysis
to inform the declaration of a grid emergency.

=  Monitoring and assessment capability must be in place and survivable against
adversary attack and subversion.

Recommendation 2

Develop a federal design basis and the design standards/criteria that identify what
infrastructure sectors, cities, communities, and rural areas need to reduce the
impacts and recover from a catastrophic power outage.

The design basis should take into account the cross-sector implications and cascading service failures of a
catastrophic power outage. The design basis can guide planning and mitigation efforts, serve as a basis to
develop appropriate incentives and investments, and provide the framework needed for investments to be
made over time.

A. Develop design criteria and/or standards for critical infrastructure hardening, backup
power, blackstart capabilities, fuel supply requirements, back-up communications requirements
(including a standardized mobile command center design), food and water considerations, and
other requirements that communities and businesses can build to.

2 Administrative Procedures and Sanctions, 10 C.F.R. § 205.
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Expand the National Institute of Standards and Technology (NIST) Community
Resilience Program to include the catastrophic power outage federal design basis criteria.

Share the DHS National Risk Management Center’s (NRMC) national critical function
analysis and analytical capability with SLTT governments and owners and operators to help inform
these decision-makers as they identify state and community-level critical functions that must be
prioritized for restoration and hardening investments.

Assess the economic and socio-economic impacts of a catastrophic power outage on
critical infrastructure and the ability of the national economy to withstand and recover from such
events. The Council of Economic Advisers is well-positioned to conduct this assessment.

i.  The results of this analysis are needed to better understand the financial implications of the
catastrophic power outage and how the economic risk should be factored into planning and
recovery. It is also necessary to provide the economic justification for meeting enhanced
design criteria and preparedness standards.

ii.  The analysis should also examine and identify any barriers to federal financial support
services for tribal, territorial, and insular governments to ensure these entities have access
to the resources they need to respond and recover from catastrophic events given the
economic and geographic limitations some face.

Lead: Secretary of Homeland Security

Support: Department of Energy (Primary), National Risk Management Center, National Institute
of Standards and Technology Community Resilience Program, Council of Economic Advisers, and
other federal agencies as appropriate

Supporting Findings

NIA

There are no coordinated, consistent standards or design criteria for increasing resilience to a
catastrophic power outage that industry and government could work toward over time.

0 Companies and SLTT governments need time and justification to support making
investments in more resilient infrastructure. A federal design basis could provide the
guidance for a more coordinated and incremental increase in resilience.

There is no common agreement on the level of redundancy or resilience that should be built into
critical utilities—such as energy, water and wastewater, and communications—to lessen the risk
and impacts of a long-term catastrophic power outage.

0 Without design basis guidance from the federal government, it is difficult for owners and
operators to justify investments, receive regulatory approval, or even know what standards
are realistic and sensible to build to because everything cannot be hardened. Sectors will
also continue to build based on siloed or individual requirements without taking into
account the larger context of national or other critical functions.

There is a lack of understanding of the cascading, cross-sector interdependencies between
infrastructure and what that means for prioritizing backup generation and other limited resources
to maintain services and functions during a long-term, widespread outage.

0 Hospitals and other mass care providers are often at the top on priority restoration lists,
however, for example, some of the water and wastewater treatment facilities they rely on
are not. Without working water or wastewater systems, hospitals are unable to function.
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There may even be a lack of understanding of which hospitals are the most critical to
prioritize restoration.
e There is no common understanding of how long downstream sectors should be prepared to go
without power, and what other services could be affected by the cascading impacts of a
catastrophic outage.

Ongoing Initiatives

e The NIST Community Resilience Program—part of NIST's broader disaster resilience work—is a
program designed to 1) develop the technical basis for tools to assess resilience and support
informed decision-making for communities of all sizes; and 2) conduct outreach to community
stakeholders to inform the development of NIST community resilience guidance tools for planning
and implementing resilience measures.?

o The NRMC was established to provide a central location for collaborative, sector-specific and cross-
sector management efforts to protect critical infrastructure. Within this, the NRMC will identify
national critical functions through risk registries and dependency analyses with a focus on lifeline
functions, and develop a strategic framework to identify critical cyber supply-chain elements across
critical infrastructure sectors.*

Recommendation 3

Develop guidance and provide resources for states, territories, cities, and localities
to design community enclaves—areas that co-locate critical services and resources
to sustain surrounding populaces, maintain health and safety, and allow residents
to shelter in place.

Community enclaves are not new mass shelters or camps; rather, they would generally consist of existing
facilities and their supporting infrastructure, strategically located across communities to prevent mass
migration or support survival when migration is not possible or residents must return as the outage persists.

A. Identify the critical lifeline functions that communities need (even in a limited capacity or
degraded state)—such as communications, electricity, fuel, limited financial services, food, water
and wastewater, and medical facilities—and for how long (e.g., 30-45 days).

i Integrate this guidance into the NIST Community Resilience Program. The guidance must
include standards such as the number of hospitals, grocery stores, retail providers, gas
stations, etc., based on population.

B. Support demonstrations of community enclaves design approaches, which may range
from traditional hardening of infrastructure to microgrids that combine distributed energy
resources, energy storage, and innovative consumer technologies. Deliver peer-reviewed results
and lessons learned from demonstrations to provide utilities and communities with effective
approaches to design, manage, operate, and fund microgrid and energy resilience capabilities.

3 NIST, Community Resilience Program.
4 DHS, DHS National Risk Management Center.
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C. Develop and support voluntary assessments of critical functions at the SLTT level to
help identify the existing infrastructure—electricity corridors, drinking water and wastewater,
natural gas and liquid fuel pipelines, gas stations and fuel distribution sources, grocery stores,
schools, hospitals, etc.—to create the community enclave.

i.  SLTT governments should use the voluntary assessments to inform emergency
preparedness planning efforts to prioritize restoration of the infrastructure supporting the
enclave, and to direct investments to harden this infrastructure as they are able.

ii.  The newly formed NRMC’s work to identify national critical functions could serve as a
starting point and be expanded to conduct these voluntary state and local assessments.

iii.  The voluntary assessments must take into account the different challenges and needs of
states and communities, including territories and isolated areas, and at-risk or vulnerable
populations.

D. Develop and conduct outreach and training for businesses and individuals to build a
culture of preparedness at the individual and household level. Community enclaves are predicated
on the idea that the majority of U.S. citizens are prepared and able to safely shelter in place for
extended time periods.

Lead: Secretary of Homeland Security

Support: Federal Emergency Management Agency (Primary), National Protection and Programs
Directorate (Primary), Department of Energy, and the National Institute of Standards and
Technology Community Resilience Program

Supporting Findings

e Given the growing frequency and severity of disasters and other risks, there needs to be an increase

in individual accountability, enterprise, and community investment in resilient infrastructure.
0 There is a misconception that events occur infrequently.
0 There needs to be more individual accountability for preparedness.

e Resilience at the state and local level will be critical to enable people to shelter in place and
facilitate faster recovery. Any event that requires a mass evacuation will use up critical resources,
clog transportation pathways, and reduce the workforce necessary for infrastructure recovery.

e Electricity, fuel, clean drinking water, wastewater services, food/refrigeration, emergency medical
services, communications capabilities, and some access to financial services have been identified as
critical lifeline services that would be needed to sustain local communities and prevent mass
migration.

e Any efforts at the community level need to include input from SLTT governments, NGOs, critical
services providers, and community leaders.

0 People default to trusted leaders and institutions (e.g., local government officers, faith-
based centers, schools, civic organizations) in their community.

e Rather than building new infrastructure, existing community infrastructure (e.g., a school, a mall, or
an indoor stadium) could be upgraded using agreed upon resilience standards (i.e., fuel, power,
communications, etc.), thus creating local resilience centers quicker and at less cost than building
new ones.
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0 This level of planning and coordination will require a massive, interconnected analysis of the
interdependencies, state processes, and maximum capacities for fuel storage.

Florida Power and Light has established a model for identifying and hardening “community
circuits” —electric distribution lines and substations that feed power to sites where multiple critical
lifeline services are provided to communities. This could be expanded beyond electricity to the
infrastructure needed for fuel resupply, communications, water and wastewater.

Reliable fuel supply will be critical for establishing community enclaves and requires a baseline
understanding of current storage and distribution capabilities.

0 Emergency fuel supply needs, fuel transportation requirements, the availability of backup
generation, and the mutual interdependency of gas and electricity must be clearly
understood by all stakeholders.

0 In most cases, in-state fuel resources will not be sufficient to meet the need for a
catastrophic power outage.

NIST community resilience planning guidance and tools are designed to be community driven and
incorporated into existing efforts. Counties, cities, and communities need to define what resilience
should look like for them, and the program encourages building resilience into all community
actions.

0 NIST has also done work identifying building clusters or the buildings that provide crucial
services of functions within communities. Those communities are then able to develop
performance goals around those clusters.

A key challenge for community enclaves will be the last mile of distribution and resupply of
resources. To address this, enclaves should take advantage of industry efforts and pre-existing
capabilities.

0 For example, partnering with companies that have pre-existing robust distribution systems
and distribution warehouses.

People no longer keep enough essentials within their homes, reducing their ability to sustain
themselves during an extended, prolonged outage. We need to improve individual preparedness.

0 Most preparedness campaigns call for citizens to be prepared for 72 hours in an emergency,
but the new emerging standard is 14 days.

0 For example, Washington, Oregon, and Hawaii have a standard that individuals have enough
food and water to support themselves for 14 days. These efforts could serve as a model for
federal and state preparedness resources, campaigns, and training.

0 The idea of individual preparedness is not a new concept. Civil defense, an older term used
to elevate a level of individual preparedness and activate communities, used to be more
widely accepted.

0 FEMA offers a number of tools, resources, and guidance on emergency preparedness,
including recent efforts focused on better financial preparedness for disasters, and working
with interagency partners on activity books and courses to educate students on emergency
preparedness.

Ongoing Initiatives

FEMA'’s 2018-2022 Strategic Plan: The Strategic Plan is a framework for supporting the United
States before, during, and after disasters, and has three Strategic Goals aimed at mobilizing a whole
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community approach to disaster response to build a culture of preparedness, readying the nation
for catastrophic disasters, and reducing FEMA’s complexity.®
O Strategic Goal 1: Build a Culture of Preparedness includes objectives to incentivize
investments that reduce risk, including pre-disaster mitigation; closing the insurance gap;
helping people prepare for disasters; and better learn from past disasters, improve
continuously, and innovate.

Recommendation 4

Design and support a portfolio of incentives that provide financial support or remove
financial and regulatory barriers to help companies, nongovernmental organizations,
and state, local, tribal, and territorial governments implement the recommendations
included in this report.

Develop incentives at the federal level and provide guidance to help state and local legislators, regulators,
and insurers to provide incentives that encourage public and private investment in resilience.

A. The national design basis provides the criteria needed to justify the actions or
necessary funding. Federal agencies responsible for implementing the recommendations must
determine what incentives make sense to drive action, and examine whether they have the
authority and funding available to do so.

B. For the power sector:

i.  The Secretary of Energy should seek to identify major incentives that could quickly have
impact, forming a framework of incentives that can be added to over time, and taking into
account the different ownership structures in the power sector (e.g., investor-owned
utilities, cooperatives, public power utilities) and that some may need more direct financial
support.

ii.  The Federal Energy Regulatory Commission (FERC) should implement cost recovery and
return on equity incentives for investments in hardening the bulk power system (BPS).

iii. The Secretary of Energy should work with Congress to provide incentives and technical
assistance for state public utility commissions to evaluate cost recovery for resilience
investments or provide cost recovery incentives at the retail or distribution level.

iv. The Secretary of Energy should work with Congress to provide liability protection and other
incentives set forth in the recommendations where the government lacks authority.

C. Incentives that should be considered by agencies include:
i Regulatory compliance waivers during events
ii. Matching funds for state grants or other investments
iii. Mitigation funding (e.g., grant reform for hardening systems)
iv.  Streamlined permitting for investments or actions included in the report

v.  Tax credits for making investments to meet the federal resilience design basis

5 FEMA, 2018-2022 Strategic Plan, 2018.
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vi. Engaging the insurance industry to discuss insurance rate structures that value investments
in resilience
vii. Funding for pilot programs to test implementation of new measures at the state level

Lead: Secretary of Treasury

Support: Secretaries of the relevant Sector-Specific Agencies (Primary), Federal Energy Regulatory
Commission, and other federal agencies as appropriate

Supporting Findings

All levels of government need a more comprehensive understanding of federal and state
investments in order to better target funding to help manage the growing costs of catastrophic
events. With the increasing severity and frequency of natural disasters, policymakers are looking for
ways to control costs by investing in mitigation activities—actions that reduce risk to lives and
property—before a disaster happens.

The federal government and states can support the development of consistent resilience design
standards, understanding that regional and state and local circumstances may warrant different
levels or kinds of resilience.

0 The NRMC's efforts to prioritize functions that must remain operational during disasters
could help identify and prioritize the investments needed to sustain those
services/functions during a catastrophic power outage.

Consistent resilience design standards can make it easier for Public Utility Commissions (PUCs) and
regulators to make rates adjusted for owners and operators by providing them with the guidance
necessary to understand what the reasonable risk costs and tradeoffs are to support resilience
investments.

The federal government could support additional incentives or tax breaks to the operators, and/or
the individual commercial or residential users, to encourage participation in specific resiliency
projects. Other incentives include:

0 Regulatory compliance waivers during events

0 Provide federal matching funds to state-run programs

0 Provide funding for mitigation ahead of a disaster (e.g., grant reform and supporting the
DOE’s strategic transformer reserve)

As we have recommended in previous studies, outcome-based market incentives—focused on the
desired end-state rather than meeting minimum standards—can encourage large-scale
infrastructure upgrades, directing company resources toward exceptional resilience improvements
rather than demonstrated compliance with minimum standards.

0 Outcome-based requirements give companies the flexibility to best achieve or exceed
objectives, while allowing for variations in company structure, size, and resources.

There should be an emphasis on deliberate planning because the expense of recovery can be
mitigated with intentional investment in infrastructure (S1 spend on mitigation, $6 in savings®).

6 National Institute of Building Sciences, Natural Hazard Mitigation Saves: 2017 Interim Report, 2017.
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e In 2017, DOE and the National Association of Regulatory Utility Commissioners (NARUC) released a
cybersecurity primer for regulatory utility commissions with best practices, access to industry and
national standards, and other information.’

e During a grid emergency or a catastrophic power outage, there needs to be the ability to reduce
load or ensure certain areas have power. This will be crucial for national security, but will create
haves and have nots. There needs to be liability protections in place for grid owners and operators

Catastrophic Power Outage Study

to do this during an emergency because the Federal Power Act does not provide liability protection.

0 Congress should legislate the expansion of liability protections for grid owners and
operators.
e The power grid is a prime target for attack by nation states, and it is not fair for ratepayers to bear
the full burden for this national security function.

7 Karen Evans, DOE Modernization: The Office of Cyber security, Energy Security, and Emergency Response, Hearing before the Committee on Energy

& Commerce, Subcommittee on Energy, 2018.
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Mitigate Cross-Sector Interdependencies and Cascading Failures

Identify cascading failures impacting key sectors, especially natural gas supply and communications, to
ensure their availability to aid power restoration, and identify actions to improve resilience to a
catastrophic power outage. There is a lack of understanding of the cascading, cross-sector
interdependencies between infrastructure and what that means for prioritizing backup generation and
other limited resources to maintain services and functions during a long-term, widespread catastrophic
power outage. The recommendations in this section are aimed at building a better understanding of how
different infrastructure interacts with each other, particularly during a failure, to inform the steps needed to
prepare for a catastrophic power outage.

Recommendation 5

Conduct a series of regional catastrophic power outage exercises that identify the
second- and third-order cascading failures of an outage over time, as backup
resources and mutual aid agreements are exhausted, and examine cross-sector
supply chain and cyber risks that could delay re-energizing the grid.

Include all cross-sector partners, including critical infrastructure owners and operators (e.g., natural gas
suppliers, water and wastewater, transportation, communications, finance, food and agriculture, public
health); SLTT government officials; NGOs; and transmission operators and power utilities. Conduct exercises
in the existing bulk power system regions—as coordinated by Regional Transmission Organizations (RTOs),
Independent System Operators (ISOs), and North American Electric Reliability Corporation (NERC) Regional
Reliability Coordinators—to provide a realistic view of how electricity failures would occur, and the cross-
sector and cross-jurisdictional issues that would result. In addition, employ the convening power of the
federal government to guide and support planning and exercises for all U.S. geographic areas, particularly
islands and territories.

A. Use results of the exercises to develop guidance on how RTOs/ISOs and Reliability
Coordinators should conduct blackstart exercises and response/recovery planning with their
region’s generation plant owners, transmission owners, and fuel providers to ensure the sufficiency
of blackstart resources and identify risks specific to catastrophic power outages.

B. Review and build upon lessons learned from GridEx, the National Level Exercise, and
other relevant exercises, including blackstart drills and DOE'’s Liberty Eclipse, taking into account
the need for exercises to simulate the dynamic and compromised circumstances that will be
experienced during a catastrophic power outage.

C. Synthesize the analysis on cross-sector failures over the last 10 years from after-action
reports and other documents to identify and recommend best practices, and to better understand
how infrastructure failures cascade.

D. Employ the convening power of the federal government to guide and support
collaborative cross-sector engagement to improve the shared understanding of cascading
interdependencies and mitigation paths and processes. This should involve engaging sectors not
previously involved in exercises.
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i Engage cross-sector entities under the Critical Infrastructure Partnership Advisory Council
(CIPAC) to encourage more collaboration across government and industry in implementing
the recommendations from these exercises.

Lead: Secretary of Energy
Support: Federal Emergency Management Agency (Primary), North American Electric Reliability
Corporation (Primary), Department of Homeland Security, and Federal Energy Regulatory

Commission

Supporting Findings

There are a number of existing exercises that consider large-scale power outages, but they have not
matured to engage all necessary stakeholders, from local and community leaders and cross-sector
representatives; and are unable to answer exactly who will be making decisions and what actions
the federal government will take.

0 Centralized tabletop exercises may have challenges with engaging a large number of
stakeholders, but distributed play aspects could provide greater opportunities to broaden
participation to state and local governments and other sectors. For example, some states,
such as Wisconsin and South Carolina, used the distributed play from GridEx as their major
state disaster planning exercise.

RTOs/ISOs and reliability coordinators have existing blackstart plans that are routinely exercised and
built upon, but there is a desire for the government to be more involved. There is some
inconsistency in how blackstart plans are exercised with key stakeholders including fuel suppliers
and state and local government.

There is no economic backstop to prop up companies that lose a large percentage of their
customers during a catastrophic power outage. There is also no nationwide backstop to prop up the
national economy if the power is out for so long that financial institutions are unable to operate and
companies cannot access capital.

Emergency managers at the state, county, and local levels have existing relationships with owners
and operators of critical infrastructure in their jurisdictions, and should be empowered and
supported to take on more responsibility during a catastrophic power outage.

Ongoing Initiatives

NIA

Cross-sector dependency models: To understand the impacts of a catastrophic power outage,
modeling of the critical U.S. infrastructure—electricity, natural gas, and other dependent sectors—is
needed to identify vulnerabilities and define solutions paths. Current efforts include:

0 DOE is working with its partners to develop a North American Resiliency Model.

0 The Electric Infrastructure Security (EIS) Council is working on a Global Infrastructure

Network Optimization Model (GINOM).

Tri-Sector Executive Working Group: The NIAC had previously recommended the formation of a
strategic infrastructure group—made up of senior executives from the Electricity, Financial Services,
and Communications Sectors who can direct priorities and marshal resources. The Tri-Sector
Executive Working Group is being chartered under the Critical Infrastructure Partnership Advisory
Council (CIPAC). The newly formed NRMC intends to work closely with the group for sustained
cross-sector engagement.
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Recommendation 6

Ensure that all critical natural gas transmission pipeline infrastructure has the
appropriate standards, design, and practices to continue service during a
catastrophic power outage and maintain rapid availability to support blackstart
generation.

Establish programs—working with the pipeline, electric power, and communications industries—to ensure
secure pipeline operations and resilience by examining overall interconnectedness and mutual
interdependencies.

A. These programs may include voluntary, industry-led efforts, mandatory standards, or a
combination of these approaches. It may require using existing legal authorities or, after
consultation with industry, developing new legal authorities.

B. Establish guidance that encourages generation and transmission owners and operators
to conduct blackstart exercises with their natural gas providers to identify and plan for
scenarios where fuel supply issues may impede blackstart capabilities and delay re-generation of the
grid.

Lead: Secretary of Energy
Support: Department of Transportation (Primary), Transportation Security Administration, North
American Electric Reliability Corporation, Federal Energy Regulatory Commission

Supporting Findings

e The electric system has a growing dependence on the natural gas pipeline system to assure
operation, resilience, and recovery from outages.

0 The Electricity Subsector is becoming more reliant upon natural gas as a fuel source; from
2002 to 2016, the share of electricity generated by gas-fired units increased from 18 percent
to about 34 percent while the share generated by coal fell from about 50 percent to about
30 percent.?

e The construction of natural gas pipelines is driven by the market and demand. Pipelines are built to
meet firm capacity, when there is a willingness and ability of customers (i.e., shippers) to financially
commit to the gas that would be provided.

0 Limited pipeline capacity in a particular region can be attributed to factors such as
environmental regulations hindering construction and/or residents who do not want
pipelines in their communities. Also, there may be a general lack of incentive(s) among the
generator community to contract for firm service.

e There are modest steps being taken to address pipeline security, including recently updated and
expanded Transportation Security Administration (TSA) voluntary guidelines, but these steps need
to be expanded.

8 DOE, Staff Report to the Secretary on Electricity Markets and Reliability, 2017.
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0 The NERC has offered a set of recommendations on opportunities for gas-electric
coordination, many of which might be supported by data to facilitate broader assessments
of fuel resilience and collaborative mitigation measures.

Ongoing Initiatives
e Pipeline Cybersecurity Initiative: The CISA Director, TSA Administrator, and CESER Assistant
Secretary met in October 2018 to identify ways to collaborate with industry partners to enhance
and improve pipeline cyber and physical security.

Recommendation 7

Develop or support a flexible, adaptable emergency communications system that
all sectors can interoperably use, that is self-powered, and is reasonably protected
against all hazards to support critical service restoration and connect
infrastructure owners and operators, emergency responders, and government
leaders.

A. A portfolio of communications capabilities must be put in place to ensure that the
private sector, federal and SLTT governments, and others are able to communicate despite the
cause of an outage.

i Draw on DOD capabilities and technical expertise on survivable communications during a
disaster.

Lead: Secretary of Homeland Security
Support: Department of Defense (Primary), Department of Energy, Federal Communications
Commission

Supporting Findings

e Restoration and recovery are next to impossible without working communications systems. Existing
plans and exercises rely on the ability to coordinate response via voice or data communications
systems, which are likely to be unavailable or degraded during a catastrophic power outage.

0 Most companies have internal emergency communications and/or plans for restoration in a
degraded state or blackstart. However, cross-sector coordination and support requires
broader telecommunications and hardening.

e Backup power generation is a commonly accepted emergency response standard, but backup (i.e.,
diverse or redundant) communication capabilities are generally not standard.

e The electric industry has been examining historical methods to enhance resilience. Use of amateur
or single-sideband radios for communications and manual management electric grid operations by
frequency are being trialed.

e Communications systems, including information technology (IT), need to be robust and capable of
operating even in a degraded state to provide situational awareness and allow for coordination and
information-sharing among federal government authorities, SLTT government, owners and
operators, and communities.

0 Emergency communications must have backup power and be deployable to all
infrastructure and critical supply chains.
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Backup communication devices are available—such as satellite phones—but they are typically
limited in number and are often not maintained or protected from all hazards. People also may not
know how to use them or have the correct numbers for the people they need to reach. The
bandwidth capacity and number of devices for these backup communications, like satellite phones,
is not adequate to fully support the coordination of recovery and restoration efforts during an event
of this scale.

0 All communications systems are vulnerable to damage or attack, necessitating a variety of
possible communication methods. To have resilient communications requires being
prepared for multiple potential outcomes.

0 There needs to be a prioritized method for communications in a degraded state when
communication goes out across multiple sectors.

The level of network assuredness anticipated to meet these needs can be provided in whole, or in
part, by commercial communication providers. A number of federal departments and agencies have
already addressed their own need for high-assurance communications to support their essential
missions.

DHS has previously contracted comparable networks for use by critical entities to use under similar
circumstances (e.g., the Critical Infrastructure Warning Information Network (CWIN)). The
approaches used by these agencies, as well as DHS’s past experience, may provide a template to
expedite developing the requirements for implementing network capabilities resistant to a wide
range of catastrophic scenarios.

Survivable communications are the lynchpin for responding to this type of event and restoring
electricity (e.g., ability for power companies to communicate with each other and the government).

0 The Pentagon has done a tremendous amount of work on survivable communications that
can provide the minimum level of functionality needed.

0 Supply chain risk management will also be important to ensuring communications systems
are survivable and not able to be compromised.

0 FEMA, DOD, and DOE can all provide technical assistance to meet the minimum level of
requirements needed.

ng Initiatives
The Electricity Subsector Coordinating Council (ESCC) Resilient Communications Working Group
has identified the need to update, modernize, and move some of the underlying systems out of
private networks partially because real-time coordination across multiple sectors makes voice and
data telecommunications critical for operation of the grid. The ESCC has also recommended that
some form of backup communications capability to restore the grid after a major disaster needs to
be created.

O The ESCC has created a policy principle statement supporting emergency communications

to validate and formalize the current work being done with the Communications Sector.

The EIS Council is working on Black Sky Emergency Communications and Coordination System
(BSX)—an interoperable, secure system that can incorporate a range of communication
technologies to support grid re-start activities.®

9 EIS Council, “Black Sky Emergency Communication & Coordination System: BSX.”
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Moving Forward: A Call to Action

A catastrophic power outage could paralyze entire regions with grave consequences for national security,
economic security, and public health and safety. The magnitude of this threat requires the federal
government to lead in every way possible to:

. Establish and execute clearly understood authorities

. Maintain a high-priority mission for catastrophic power outages

. Provide steadfast guidance and incentives for action

J Deliver resources, including dollars, expertise, and decision-making capabilities

To do so requires the federal government serve as convener and lead collaborator for critical infrastructure
owners and operators and stakeholders across all levels of government. Strong and effective public-private
collaboration will be crucial.

Throughout this study we have learned about ongoing initiatives, such as the work the EIS Council has done
developing materials and playbooks on black sky hazards, the current efforts by FEMA to build individual
preparedness and incorporate lessons learned into the nation’s emergency response plans, and the work of
CISA to build cross-sector collaboration, along with many other efforts across government and industry. This
work is important and is helping to drive action. It should continue to be supported and advanced.

We believe our recommendations build on this ongoing work and provide a path forward for enhancing the
nation’s capabilities to respond to and recover from these never-before-experienced events.

Given the importance of this issue and the number of ongoing efforts, we ask the NSC—working with the
lead agencies identified—to provide a status update to the NIAC within nine months of the report’s approval
on how our recommendations are being implemented, progress being made on ongoing initiatives, or any
significant barriers to implementation.

N IA The President’s National 23
Infrastructure Advisory Council







Catastrophic Power Outage Study

Appendix A: Acknowledgements

Working Group Members

Constance H. Lau (Co-Chair), President and CEO,
Hawaiian Electric Industries, Inc. (NIAC Chair)

William Fehrman (Co-Chair), President and CEOQ,
Berkshire Hathaway Energy

Jan Allman, President, CEO, and General
Manager, Marinette Marine Corporation*

Dr. Georges Benjamin, Executive Director,
American Public Health Association

William Terry Boston, Former CEO, PJM
Interconnection*

Ben Fowke, Chairman, President, and CEO, Xcel
Energy*

Study Group Members

Scott Seu (Co-Chair), Senior Vice President, Public
Affairs, Hawaiian Electric Company

Peter Grandgeorge (Co-Chair), National Security
and Resiliency Programs Advisor, MidAmerican
Energy — Berkshire Hathaway Energy

Scott Aaronson, Vice President, Security and
Preparedness, Edison Electric Institute (EEI)

Ted Basta, Chief Executive, TJB Transit Consultant
Services

Kathryn Condello, Director, National Security and
Emergency Preparedness, CenturyLink

Randy Crissman, Senior Reliability and Resilience
Specialist, Utility Operations, New York Power
Authority

Kimberly Denbow, Senior Director of Security,
Operations and Engineering Services, American
Gas Association

N IA The President’s National
Infrastructure Advisory Council

George Hawkins, Former CEO and General
Manager, District of Columbia Water and Sewer
Authority*

Joan McDonald, Director of Operations,
Westchester County, NY*

Beverly Scott, Ph.D., CEO, Beverly Scott
Associates, LLC; former General Manager,
Massachusetts Bay Transportation and Rail, and
Transit Administrator for the Commonwealth of
Massachusetts (NIAC Vice Chair)*

Mike Wallace, Former Vice Chairman and COO,
Constellation Energy

* Denotes Working Group members who served
as part of the scoping effort

Michele Guido, Business Assurance Principal,
Southern Company

Suzanne Lemieux, Manager, Midstream and
Industry Operations, American Petroleum
Institute

Nathaniel T. Millsap Jr., Director, Industrial
Security and Technology, Marinette Marine
Corporation

Frank Prager, Vice President, Policy and Federal
Affairs, Xcel Energy

Jonathan Reeves, Americas, Resiliency Lead,

Facebook; former Chief, Office of Emergency
Management, District of Columbia Water and
Sewer Authority

Saul Rojas, Vice President, Technical Compliance,
New York Power Authority

24








Working Group Interviewees

Robert Blue, Executive Vice President and
President and CEO-Power Delivery Group,
Dominion Energy

Jeffrey Byard, Associate Administrator, Office of
Response and Recovery (ORR), Federal
Emergency Management Agency (FEMA)

Carlos J. Castillo, Associate Administrator,
Resilience, FEMA

Stephen A. Cauffman, Research Engineer,
Community Resilience Program, National Institute
of Standards and Technology (NIST)

Christina Cody, Director of Energy Sector
Resilience, National Security Council (NSC)

Jimmie Collins, Senior Advisor, U.S. Indo-Pacific
Command (USINDOPACOM), Department of
Energy (DOE)

Tom Fanning, Chairman, President, and CEO,
Southern Company

Lt. Gen. Reynold Hoover, Deputy Commander,
U.S. Northern Command (NORTHCOMM)

Maj. Gen. Donald E. Jackson Jr., Deputy
Inspector General, Office of the Inspector
General, U.S. Army; former Deputy Commanding
General, Civil and Emergency Operations, U.S.
Army Corps of Engineers (USACE)

Study Group Interviewees

Keith Adams, Vice Chair, National Voluntary
Organizations Active in Disaster (NVOAD); Chair of
the New Jersey VOAD

Allen Bintz, Principal Solutions Architect, Strategic
Government, CenturyLink

N IA The President’s National
Infrastructure Advisory Council

Catastrophic Power Outage Study

Chris Krebs, Director, Cybersecurity and
Infrastructure Security Agency (CISA), U.S.
Department of Homeland Security (DHS)

Bob Kolasky, Director, National Risk Management
Center (NRMC), DHS

Mark Lauby, Senior Vice President and Chief
Reliability Officer, North American Electric
Reliability Corporation (NERC)

John McAvoy, Chairman, President, and CEO,
Consolidated Edison, Inc.

Arthur Ray, Director, Critical Infrastructure Policy,
NSC

Louis Renjel, Vice President, Federal Government
Affairs and Strategic Policy, Duke Energy

James Robb, President and CEO, NERC

Lt. Col. Brad Smith, Homeland Defense, Defense
Support to Civil Authorities, USINDOPACOM

Mark Stephens, City Manager, New Bern, North
Carolina

Paul Stockton, Ph.D., Managing Director,
Sonecon LLC; former Assistant Secretary of
Defense for Homeland Defense and Security
Affairs

James P. Torgerson, CEO, Avangrid, Inc.

Bruce Walker, Assistant Secretary, Office of
Electricity (OE), DOE

Michael Bryson, Vice President, Operations, PJM
Interconnection LLC (PJM)

Janice K. Devers, Director, Tariffs and Regulatory
Affairs, Algonquin Gas Transmission, LLC

Antonio L. Fernandez, Director, Latinos for
Healthcare Equity

25








Dr. Eric Goralnick, Medical Director, Emergency
Preparedness, Brigham and Women’s Hospital
(BWH)

Brian Harrell, Former Managing Director,
Enterprise Protective Services, Duke Energy
Corporation

Trevor Hines, Lead of Operations Information and
Communications, Midcontinent Independent
System Operator (MISO)

Jesse Levin, Founder, Tactivate

Dave McCurdy, President and CEO, American Gas
Association (AGA)

James Merlo, Ph.D., Vice President and Director
of Reliability Risk Management, NERC

Manuel Miranda, Senior Vice President of Power
Delivery, Florida Power & Light Company (FPL)

Jay Montgomery, Vice President, Corporate
Security and Business Continuity, Kinder Morgan
Energy Partners; Chair, Oil and Natural Gas Sector
Coordinating Council (SCC)

Chris Oberg, Principal Engineer, Network, Verizon
Wireless; Chair, Communications Information
Sharing and Analysis Center (ISAC)

Catastrophic Power Outage Study

David Owens, Chair, Transformation Advisory
Council (TAC), Puerto Rico Electric Power
Authority (PREPA)

Jeffrey Pillon, Director, Energy Assurance
Programs, National Association of State Energy
Officials (NASEQ)

Gil Quiniones, President and CEO, New York
Power Authority (NYPA); Chair, Puerto Rico
Energy Resiliency Working Group

Steve Rourke, Vice President, System Planning,
ISO New England (ISO-NE)

Kris Ruud, Principal Advisor of Engineering and
Real-Time Operations, MISO

Donald Santa Jr., President and CEO, Interstate
Natural Gas Association of America (INGAA)

William Whaley, Vice President of U.S. Pipelines
Gas Control, Enbridge Gas Distribution and Union
Gas

Dena Wiggins, President and CEO, Natural Gas
Supply Association (NGSA)

Le Xie, Ph.D., Associate Professor, Texas A&M
University

Wesley Yeomans, Vice President, Operations,
New York Independent System Operator (NYISO)

NIAC Scoping Effort Interviewees (Nov. 2017-June 2018)

Scott Aaronson, Vice President, Security and
Preparedness, EEI

Nick Akins, Chairman, President and CEO,
American Electric Power

Charles R. Alexander, Director, Contingency
Operations, USACE

William Ball, Executive Vice President and Chief
Transmission Officer, Southern Company

Kathryn Condello, Director of National Security
and Emergency Preparedness, CenturyLink

N IA The President’s National
Infrastructure Advisory Council

Joshua Dozor, Deputy Assistant Administrator,
Response, FEMA

Maj. Gen. Donald Dunbar, Adjutant General of
Wisconsin, Wisconsin National Guard

Greg Engle, Director, Bureau of Planning and
Preparedness, Wisconsin Emergency
Management

Doug Fears, Deputy Assistant to the President,
Homeland Security and Counterterrorism Advisor,
NSC

26








Mark Fleming, Director for Homeland
Preparedness and Resilience Policy, NSC

Deborah Fulk, Senior Planner, Response
Operations Division, FEMA Region V

Sean Griffin, Former Program Manager,
Infrastructure Security and Energy Restoration,
DOE

Patricia A. Hoffman, Principal Deputy Assistant
Secretary Office of Electricity Delivery and Energy
Reliability, DOE

Michael Isper, Office of Security Policy and
Industry Engagement (OSPIE), TSA

Kenneth Mercado, Senior Vice President, Electric
Operations, CenterPoint Energy

Catastrophic Power Outage Study

Charles Phillips, Surface Transportation Division,
TSA

Paul Preusse, Director, Response Operations
Division, FEMA Region V

Gil Quiniones, President and CEO, NYPA; Chair,
Puerto Rico Energy Resiliency Working Group

Avi Schnurr, CEO and President, Electric
Infrastructure Security (EIS) Council

Paul Stockton, Ph.D., Managing Director,
Sonecon LLC; former Assistant Secretary of
Defense for Homeland Defense and Security
Affairs

Gus Wulfkuhle, Operational Planner, Response
Operations Division, FEMA Region V

Department of Homeland Security Study Support Resources

Ginger Norris, Designated Federal Officer (DFO),
NIAC, IP, DHS

Deirdre Gallop-Anderson, Alternate DFO, NIAC,
IP, DHS

N IA The President’s National
Infrastructure Advisory Council

Beth Slaninka, Nexight Group, LLC
Lindsay Kishter, Nexight Group, LLC

Kate McClaskey, Nexight Group, LLC

27








Catastrophic Power Outage Study

Appendix B: Study Methodology

The United States has experienced long-term power outages (typically defined as 72 hours or more), such as
the 2003 Northeast Blackout (more than 50 million customers without power across the Midwest and
Northeast for up to four days), Hurricane Katrina in 2005 (2.7 million customers without power across four
states for 2-4 weeks), and Superstorm Sandy in 2012 (more than 8.5 million customers lost power in 20
states and the District of Columbia for about two weeks).X® More recently, the devastation in Puerto Rico
following Hurricanes Irma and Maria gave us a glimpse at how a loss of power can cascade into other
sectors affecting public health and safety and the economy.

The nation has steadily improved its ability to prepare for and respond to events that are of relatively short
duration and extent. Federal and state entities have identified and incorporated lessons learned from each
of the events listed above.

This study is not focused on long-term power outages we have experienced. The President’s National
Infrastructure Advisory Council (NIAC) was challenged to move beyond what we as a nation have
experienced and to imagine what would happen if these events stretched beyond days or weeks to months
or years, if they affected large swaths of the country, and existing response capabilities were exhausted.
This appendix outlines how the NIAC approached this tasking.

Charge to the NIAC

Given the interconnected nature of critical systems and networks, new broad-scale approaches are needed
to adequately prepare for, respond to, and recover from catastrophic disasters that can create significant
power outages with severe cascading impacts to multiple critical sectors.

On May 21, 2018, the White House through the National Security Council (NSC), tasked the NIAC to build on
insights gathered during a scoping effort to develop findings and actionable pragmatic recommendations
that address how the public and private sectors can work together to further enhance and integrate critical
infrastructure resilience with response and recovery actions to mitigate the risks posed by catastrophic
power outages. Specifically, the NSC tasked the NIAC with addressing five questions:

1. What investments, including approaches to increase resilience and reliability, are needed in
infrastructure systems and supply chains to minimize the duration, extent, and recovery time for
long-duration, large-scale power outages? What are the roles of the private and public sectors in
these investments?

2. What critical factors are required to sustain national security; operations within the banking and
finance, public health and medical, communications, transportation, and water sectors; and the
integrity of the national and regional economies during efforts to restore electric power?

3. What is the Nation’s readiness to prioritize and coordinate resource sharing among federal, state,
and private entities during catastrophic power outages that will mitigate cascading impacts across
the lifeline functions?

4. To what extent are regional and national-level vulnerabilities to catastrophic power outages
understood, given the diversity and complexity of North American electric generation, transmission,
distribution, and storage configurations and markets?

10 FEMA, Power Outage Incident Annex, 2017.
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5. Where does the Power Outage Incident Annex to the Response and Recovery Federal Interagency
Operational Plans fit within the context of public-private preparedness activities?

Study Approach

To complete this task, the NIAC formed a Working Group of 10 NIAC members that:

e Built on the NIAC Catastrophic Power Outage Scoping Study completed in June 2018. As part of
the scoping effort, the Council was tasked to identify the gaps and challenges the nation’s
infrastructure would face during a catastrophic outage. A Working Group of six NIAC members:

0 Interviewed 21 senior leaders and subject matter experts from federal and state
government and industry.
0 Reviewed over 350 resources, including laws, reports, articles, and prior studies.
0 Considered three key pillars to frame the study scope:
= The infrastructure investments and system hardening that could minimize outage
severity.
= The critical factors required to sustain public health and safety and the integrity of
the national and regional economies during power restoration.
= The nation’s readiness to prioritize and coordinate resource sharing among federal,
state, and private entities during an outage of unprecedented scale.
0 Identified 8 key areas of inquiry for in-depth examination in the full study.

e Formed a Study Group of 13 subject matter experts to vet and validate the 8 key areas of inquiry
from the scoping effort. The Study Group:

0 Conducted interviews of 25 experts from federal and state government, industry, and
academia.

0 Conducted research and reviewed more than 100 sources to identify capabilities that
aligned with government and industry needs and existing capabilities.
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o Defined catastrophic power outages to frame interviews, research, and discussions to ensure clarity
in how these events are different and that the recommendations would be actionable (See
Appendix C for more detail on this definition).
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o Leveraged the wealth of existing information and built on the body of extensive work examining
the nation’s readiness to prioritize and coordinate resource sharing among federal, state, and
private entities during a catastrophic outage.

e Conducted interviews with 21 senior leaders and experts in government and experts in the private
sector. (See Appendix A for a list of interviewees and report contributors).

e Conducted research and reviewed more than 250 different sources, including statutes, reports,
studies, congressional testimony, articles, and prior NIAC studies.
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Appendix C: Definitions to Frame the Study

There are a number of terms used by federal agencies and in the emergency management space that
describe severe, long-lasting disasters. The Department of Defense (DOD) uses the term “complex
catastrophes,”!! the Electric Infrastructure Security (EIS) Council identifies “black sky events,”*? the Federal
Emergency Management Agency (FEMA) has defined “long-term power outage,”*® and the National
Response Framework (NRF) describes “catastrophic incidents.”*

The NIAC is not replacing these definitions, but rather it sought to define the focus of this study so it is clear
how these events are different; and to provide the framing and context needed to understand and
implement its recommendations.

Similarly, the NIAC has defined critical infrastructure resilience in the context of this study based on other
uses and definitions. This appendix includes the NIAC's definitions of these two terms and key inputs used to
develop them.

|. Catastrophic Power Outage Definition

As part of the scoping effort, the NIAC defined catastrophic power outages as events beyond modern
experience that exhaust or exceed mutual aid capabilities. The NIAC built on that definition to provide
additional detail and clarity:

1. These are likely to be no-notice or limited-notice events, and potentially an act of war that would
require a military response. These potential events could include:
a. Sophisticated cyber-physical attack timed with a major natural disaster
b. Repeated events in a short period of time with significant physical damage
c. Electromagnetic events, whether natural or manmade, which could result in severe physical
damage

2. Long-duration, lasting several weeks to months (at least 2 months, but more likely 6 months or
more) due to physical destruction to equipment, such as transformers or transmission lines; or the
severity of the event resulting in limited work force to repair damage, or inability to create or
transport replacement parts.

3. Affects a broad area of the nation covering multiple states or regions, impacting between 50 million
and 75 million people,®® and threatening the viability of state and regional economies and local
communities.

4. Results in severe cascading impacts that force critical sectors—water and wastewater systems,
communications, transportation, healthcare, financial services—to operate in a degraded state, due
to back-up generators running out of fuel and fuel resupply hindered by limited transit options or
being diverted to higher priorities.

a. Many generators will also breakdown after they are forced to run beyond design limits
during an event that stretches weeks and months.

5. Exceeds or exhausts capabilities of existing mutual aid programs and emergency response plans.

1 DOD, Memorandum: Definition of the Term Complex Catastrophe, 2013.
12 E|S Council, “Black Sky Hazards.”

13 FEMA, Power Outage Incident Annex, 2017.

4 FEMA, National Response Framework, 2015.

15 U.S. Census Bureau. 2017.
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a. Current emergency response plans and frameworks rely on aid being provided from
unaffected areas and the ability to identify and communicate needs. This is unlikely to be
possible during these events.

b. The electricity sector has an effective mutual aid program, but during an event of this scale
utilities are unlikely to have surplus supplies or work force, and depending on the severity of
the event it may be impractical or impossible to bring help in from unaffected areas of the
nation.

c. States are also unlikely to be able to assist others given limited resources and expected
barriers both legal and physical for moving materials and work force.

A. Inputs for Definition of Catastrophic Power Outage
The NIAC reviewed how other entities defined similar events and they served as key inputs. It also examined
scenarios such as those used in exercises, planning, or actual historical events.

Federal Emergency Management Agency

FEMA sought to address the challenges to the federal government posed by long-term power outages in its
2017 Power Outage Incident Annex to the Response and Recovery Federal Interagency Operational Plans
(POIA) guidance for federal agencies.'® FEMA defined a long-term power outage as one that:

e Extends to multiple states and/or FEMA regions and leaves millions of customers without power for
an extended period;

e Asignificant part of the population needs prolonged mass care and emergency assistance;

o Aloss of critical lifeline functions (e.g., energy, water, communications, and transportation) creates
risk to health, personal safety, national security, and economic viability;

e Results in significant loss of service or functions in other critical infrastructure sectors; and

e State, local, tribal, territorial (SLTT), or insular governments need sustained operational coordination
to respond to the effects.'’

In the POIA, FEMA identified several events in modern experience that fit its definition, including the 2003
Northeast Blackout, Hurricane Katrina, and Superstorm Sandy.

Electric Infrastructure Security Council
The EIS Council defines black sky events as a catastrophic event that severely disrupts the normal
functioning of critical infrastructure in multiple regions for long durations.*®

Department of Defense

DOD uses the term complex catastrophe, as any natural or man-made incident including cyberspace attack,
power grid failure, and terrorism, which results in cascading failures of multiple interdependencies, critical,
life-sustaining infrastructure population, environment, economy, public health, national morale, response
efforts, and/or government functions.?®

16 FEMA, Power Outage Incident Annex, 2017.

7 1bid.

18 EIS Council, “Black Sky Hazard.”

19 DOD, “Department of Defense Dictionary of Military and Associated Terms,” 2010.
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National Response Framework

The NRF has defined a catastrophic incident “as any natural or manmade incident, including terrorism, that
results in extraordinary levels of mass casualties, damage, or disruption severely affecting the population,
infrastructure, environment, economy, national morale, or government functions.”*

[l. Ciritical Infrastructure Resilience Definition

Resilience is a commonly used term it is important to be clear about it means in this context. The Working
Group built on definitions from prior NIAC studies, Presidential Policy Directive-21, and the Executive Office
of the President.

For this study, critical infrastructure resilience is defined as the:
e Ability to prepare for and adapt to changing conditions, and reduce the magnitude and/or duration
of disruptive events by:

a. Building robust systems through design, redundancy, and hardening so that the systems are
able to operate even in a degraded state; and

b. Embedding agility and adaptability into infrastructure systems and cyber systems creating
the ability to respond and recover through preparedness and contingency planning,
training, technology, supply chain management and diversity, and improved information
sharing and situational awareness to prioritize critical assets and functions.?

A. Inputs for Definition of Critical Infrastructure Resilience
The following sources and definitions were referenced to develop the definition of critical infrastructure
resilience for this study.

National Infrastructure Advisory Council

“Infrastructure resilience is the ability to reduce the magnitude and/or duration of disruptive events. The
effectiveness of a resilient infrastructure or enterprise depends upon its ability to anticipate, absorb, adapt
to, and/or rapidly recover from a potentially disruptive event.”??

e Absorptive capacity: is the ability of the system to endure a disruption without significant deviation
from normal operating performance.
e Adaptive capacity: is the ability of the system to adapt to a shock to normal operating conditions.
For example, the extra transformers that the U.S. electric power companies keep on store and share
increases the ability of the grid to adapt quickly to regional power losses.
e Recoverability: is the ability of the system to recover quickly—and at low cost—from potentially
disruptive events.
Critical infrastructure resilience is characterized by three key features: robustness, resourcefulness, and
rapid recovery.

Executive Office of the President
“The EOP (Executive Office of the President) proposed seven principles as critical success factors by which
the task force could examine the resiliency of the network, including:

20 FEMA, National Response Framework, 2015.

2L NIAC, Critical Infrastructure Resilience: Final Report and Recommendations, 2009; NSTAC, Report to the President on Communications Resiliency,
2011; and The White House, Presidential Policy Directive 21, 2013.

22 NIAC, Critical Infrastructure Resilience: Final Report and Recommendations, 2009.
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e Redundancy (multiplicity, spares)

e Diversity (multiple approaches and suppliers)
o Agility (ability to shift)

e Adaptability (ability to adjust)

e Prioritization (dedicated or shared resource)
e  Geography (diversity, proximity)

e Hardening (ability to withstand direct force).”?

Presidential Policy Directive 2|—Ciritical Infrastructure Security and Resilience

“The term resilience means the ability to prepare for and adapt to changing conditions and withstand and
recover rapidly from disruptions. Resilience includes the ability to withstand and recover from deliberate
attacks, accidents, or naturally occurring threats or incidents.”?*

2 NSTAC, Report to the President on Communications Resiliency, 2011.
2 The White House, Presidential Policy Directive 21, 2013.

N IA The President’s National 34
Infrastructure Advisory Council







Catastrophic Power Outage Study

Appendix D: Government Authorities, Processes, and
Roles

In the United States, the role of the federal government in disaster response is to “supplement the efforts
and available resources of states and local governments, and disaster relief organizations in alleviating
damage, loss, hardship, or suffering.”?® This “bottoms-up” approach is a tried and true mechanism. The
federal government is the only level of government with the authority and capability to cope with
widespread events, because most catastrophic impacts span multiple states and municipalities.?®

The Federal Emergency Management Agency (FEMA) noted in its 2017 Hurricane Season After-Action Report
that “no jurisdiction or federal agency has all the staff and resources it will need to respond to a
catastrophic incident.”?” And in its 2018-2022 Strategic Plan, FEMA states that the agency “does not and
cannot serve as the sole or primary responder.”?® The Agency’s practice is that emergency management
strategies are most effective when they are “federally supported, state managed, and locally executed.”?

However, the concern is that when a catastrophic power outage or other complex disaster occurs, it has the
potential to immediately overwhelm state and local capabilities. In this scenario, there is not an equivalent
“top-down” approach or process where the federal government acts as the initial and primary source of aid
that is understood and accepted by all parties.

This appendix provides an overview of existing federal authorities and processes during a disaster and how
these interact with state, local, tribal, and territorial (SLTT) government and community roles. It also
includes an overview of the roles of federal agencies, state and local government, and industry during
emergencies.

|. Federal Authorities and Processes

Federal response to an event is guided by several frameworks and documents under the National
Preparedness System (NPS) building off the National Preparedness Goal to establish “a secure and resilient
nation with the capabilities required across the whole community to prevent, protect against, mitigate,
respond to, and recover from the threats and hazards that pose the greatest risk.”3°

A. National Preparedness System
The NPS was established under Presidential Policy Directive 8: National Preparedness (PPD-8), issued by
President Obama in 2011.3! NPS is designed to help “ensure the Nation’s ability to prevent, respond to,
recover from, and mitigate against natural disasters, acts of terrorism, and other man-made disasters.”3?
NPS includes a National Planning Framework for each of five mission areas—prevention, protection,

2 Robert T. Stafford Disaster Relief and Emergency Assistance Act, Pub. L. 93-288.

26 Amy Lui, “Feds, States, Cities — The All of the Above Disaster Response,” Brookings, November 2, 2012.
27 FEMA, 2017 Hurricane Season FEMA After-Action Report, 2018.

28 FEMA, 2018-2022 Strategic Plan, 2018.

2 |bid.

30 DHS, National Preparedness Goal, 2015.

31 DHS, “Presidential Policy Directive 8: National Preparedness,” March 30, 2011.

326 U.S. Code §§ 743-744.
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mitigation, response, and recovery**—as well as Federal Interagency Operational Plans (FIOPs) and guidance
for SLTT governments for coordinating national preparedness efforts.3

The graphic below provides a high-level view of the NPS and its five frameworks and supporting plans.
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Under the NPS, the National Response Framework (NRF) is the principal interagency response coordination
structure for declared Stafford Act events and non-Stafford Act events*—presidentially declared events
that initiate federal disaster assistance—providing guidance for immediate response to a disaster.® The NRF
outlines how the United States responds to disasters and emergencies of all sizes,?” indicates how federal
agencies should interact with SLTT governments and the private sector, and specifies when federal
authorities assume control of national response.3®

The NRF establishes different Emergency Support Functions (ESFs) to organize the response capabilities of
the federal government,3® by grouping federal agencies with relevant authorities, resources, and expertise,
with an established coordinator, primary agency or agencies, and support agency relevant to the ESF.*° ESFs
are applied through the National Response Coordination Center (NRCC)—a multiagency center that
coordinates the overall federal support for major incidents and emergencies.*

33 Statement of Robert J. Fenton, Pacific Northwest Seismic Hazards: Planning and Preparing for the Next Disaster, Hearing before the House
Committee on Transportation and Infrastructure, May 19, 2015.

34 DHS, Section 2(e): Assessment of Electricity Disruption Incident Response Capabilities, 2018.

35 DHS, National Response Framework, 2008.

36 Jared T. Brown, et al., Congressional Primer on Responding to Major Disasters and Emergencies, Congressional Research Service, 2017.

37 DHS, National Response Framework, Second Edition, May 2013.

38 Richard Weitz, “Federalism and Domestic Disasters: Promoting a Balanced Approach,” Hudson Institute, 2006.

3% DHS, National Response Framework, Third Edition, June 2016.

40 Jared T. Brown, et al., Congressional Primer on Responding to Major Disasters and Emergencies, Congressional Research Service, 2017.

41 FEMA, “Fact Sheet: National Response Coordination Center,” July 2015.
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The National Disaster Recovery Framework (NDRF)
is a companion to the NRF and outlines the
strategy and doctrine for how a whole community The National Cyber Incident Response Plan (NCIRP) is
the Cyber Annex to the FIOP that built upon the
National Planning Frameworks and the NPS. The NCIRP
was developed to articulate the roles and
responsibilities, capabilities, and coordinating structures
that support how the United States responds to and
recovers from significant cyber incidents posing risks to
event.” critical infrastructure. It is the primary framework for a
national approach to dealing with cyber incidents,
addressing the important role that the private sector
and state and local governments, and multiple federal
agencies play in responding to incidents and how the
are often not actively engaged in disaster response actions of all fit together for an integrated response.
planning. This creates a disconnect between the
federal government and local

governments/communities.* Source: NCIRP, 2016

The National Cyber Incident Response Plan

builds, sustains, and coordinates recovery. The
NDRF provides recovery principles, roles and
responsibilities at the respective levels of
government, and a structure and process to assist
short-and long-term recovery following a disaster

The most successful and impactful response
following an emergency is local, but local
governments and community-level organizations

The last iteration of the NCIRP was in 2016.

FEMA is in the process of updating the NRF** to

emphasize stabilization of community lifelines and coordination across critical infrastructure sectors.*
FEMA has identified seven community lifelines that provide indispensable services to enable the continuous
operation of critical business and government functions, and are critical to health, safety or economic
security.?® These lifelines include: safety and security; food, water, and shelter; health and medical; energy;
communications; transportation; and hazardous waste.

The intention is that communities would identify what stabilization in each of these lifelines means for their
community, and use those stabilization targets in outcome-based planning. The NRF update is expected to
put an increased emphasis on the capabilities of the private sector, individuals, and volunteer and
nongovernmental organizations (NGOs) with potential public review and comment in early 2019.

The NRF update will also include the creation of a new ESF #14 focused on cross-sector coordination. ESF
#14 will serve as a way to bring in industry to help prioritize response. ESF #14 will be used by the federal
government for building, sustaining, and delivering response capabilities, including those necessary for
sustaining and restoring critical infrastructure.*” “[This] would cement in doctrine and practice the public-
private sector partnership that is essential to stabilization and unity of effort, and bring new capacity to
whole community response efforts.”*®

B. National Incident Management System
The 2003 Homeland Security Policy Directive 5 (HSPD-5),% called on the Secretary of Homeland Security to
develop a national incident management system to provide a consistent nationwide approach for federal

42 DHS, National Disaster Recovery Framework, Second Edition, June 2016.

4 EIS Council, Electric Infrastructure Protection (E-PRO) Handbook Il Cross-Sector Coordination and Communications in Black Sky Events, 2018.
44 DHS, National Response Framework, 2008.

45 FEMA, 2017 Hurricane Season FEMA After-Action Report, 2018.

46 FEMA, “National Response Framework Update: Overview Briefing,” October 24, 2018.

47 EIS Council, Electric Infrastructure Protection (E-PRO) Handbook Il Cross-Sector Coordination and Communications in Black Sky Events, 2018.
48 FEMA, 2017 Hurricane Season FEMA After-Action Report, 2018.

4 DHS, Homeland Security Presidential Directive 5, 2003.
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and SLTT governments to work together to prepare for, prevent, respond to, and recover from domestic
incidents, regardless of cause, size or complexity.>® In 2004, the Department of Homeland Security (DHS)
issued the National Incident Management System (NIMS) as a companion to the NRF, which incorporates
the capabilities and resources of various governmental jurisdictions, incident management and emergency
response disciplines, non-governmental organizations, and the private-sector into a cohesive, coordinated,
and seamless national framework for domestic incident response.*!

C. Stafford Act
Within the NPS frameworks, the Robert T. Stafford Disaster Relief and Emergency Assistance Act, better
known as the Stafford Act, provides the legal and statutory authority governing federal response to events
in the United States.>? The Act provides the system currently used for requesting and obtaining a
presidential emergency or major disaster declaration, determining the conditions for obtaining assistance,
and defining the type and scope of assistance available from the federal government.>® An emergency is any
occasion or instance in which federal assistance not exceeding $5 million is needed to supplement state and
local efforts and capabilities.>* A major disaster is generally larger, and any natural event causing damage of
such severity that it is beyond the combined capabilities of state and local governments to respond.>

Federal response under the Stafford Act is generally the same for territories and federally recognized tribal
nations, though there may be unique differences. The federal government maintains a moral and legal trust
responsibility toward tribal governments, which includes as obligation to protect tribal treaty rights, lands,
assets, and resources, as well as a duty to carry out the mandates of tribal law.%® This means that “any
federal agency with a role in emergency preparedness and response, such as [FEMA], is obligated to provide
consultation opportunities to tribes in addition to the other services and resources available at the
agency.”®’ Similar to states, tribal governments are responsible for coordinating resources to address actual
or potential incidents.>® In 2013, the Sandy Recovery Improvement Act amended the Stafford Act to include
a provision to provide federally recognized tribal governments the option to request a Presidential
emergency or major disaster declaration independent of a state, cutting down on response time.>®

The same approach and process applies to territories. However, due to their remote locations, territories

often face unique challenges in receiving assistance from outside the jurisdiction quickly and often request
assistance from neighboring islands, other nearby countries, states, the private sector or NGO resources, or
the federal government. Federal assistance is delivered in accordance with pertinent federal authorities.” ®

The graphic below provides a high-level overview of the multi-step process for receiving a federal
emergency and major disaster declaration under the Stafford Act.

50 The White House, “Homeland Security Presidential Directive/HSPD-5,” 2003 .

51 FEMA, “NIMS Frequently Asked Questions,” 2017.

52 Robert T. Stafford Disaster Relief and Emergency Assistance Act, Public Law 93-288 as Amended. 42 U.S. Code § 5121 et seq.

53 FEMA, A guide to the Disaster Declaration Process and Federal Disaster Assistance.

5442 U.S.C. 5122,

5542 U.S.C. §5122.

6 Cohen's Handbook of Federal Indian Law § 5.04[3]; Seminole Nation v. U.S., 316 U.S. 286, 296-97 (1942); U.S. v. Jicarilla Apache Nation, 131 S. Ct.
2313, 2324-25 (2011).

57 The White House, Memorandum on Government-to-Government Relations With Native American Tribal Governments, Apr. 29, 1994; Aila Hoss,
“Tribal Consultation: Selected Resources,” CDC, 2016.

58 FEMA, “1S-0230.d — Fundamentals of Emergency Management. Lesson 1: Emergency Management Overview.”

9 Robert T. Stafford Disaster Relief and Emergency Assistance Act, Public Law 93-288 as Amended. 42 U.S.C. 5121 et seq.; Disaster Declaration
Improvement Act, Report 115-99.

80 FEMA, “1S-0230.d — Fundamentals of Emergency Management. Lesson 1: Emergency Management Overview.”
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Stafford Declaration Process
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D. Federal Financial Disaster Relief Assistance, Waivers, and Mitigation Funding
A complex spending relationship underlies federal disaster assistance in the United States.®* Federal
financial assistance is generally only available after a Stafford Act declaration and after an event has
occurred. Under the Disaster Relief Fund (DRF)—the primary funding source for Stafford Act declared
disaster response and recovery®2—there are three principal forms of federal financial assistance available
through FEMA.®3 Through these forms of assistance, FEMA can fund authorized federal disaster support
activities as well as eligible SLTT actions.®*

No single government source provides comprehensive information about state spending.®® A Government
Accountability Office (GAO) study found that because the federal government and states do not know how
much they spend on mitigation in total, they lack the information to accurately compare proactive
investments with post-disaster response and recovery expenditures. The larger the natural disaster, the
more likely all levels of government participate and spend significant amounts of money.% But all levels of
government need a more comprehensive understanding of federal and state investments to better target
funding to help manage the growing costs of catastrophic events. With the increasing severity and
frequency of natural disasters, policymakers are looking for ways to control costs by investing in mitigation
activities—actions that reduce risk to lives and property—before a disaster happens.®’

In April 2018, the U.S. House of Representatives passed components of the Disaster Recovery Reform Act
(DRRA) as part of the Federal Aviation Administration (FAA) Reauthorization Act of 2018.% The DRRA would
provide funding for hazard mitigation programs, as well as introduce new reforms to programs, which
include:®

e Amend the Stafford Act to establish increased and fixed reimbursement rates to state and local
governments for direct and indirect administrative costs associated with disaster recovery efforts.
This includes no more than 15 percent for hazard mitigation and 12 percent for essential assistance,
repair, restoration, replacement debris removal, and transportation assistance.”

e Allow states the option to administer FEMA funding for direct temporary housing and permanent
housing construction after a disaster. FEMA must fund 100 percent of the direct temporary housing
costs.

e Establish the National Public Infrastructure Pre-Disaster Mitigation Assistance Program, which would
commit certain funding from the DRF to pre-disaster mitigation efforts. It would allocate 6 percent
of the combined obligations estimated following a major disaster to mitigation assistance.

e Require the FEMA administrator to develop a plan to streamline information collection processes
for grant applications and make the process less burdensome and time consuming.

61 Foundation Center and the Center for Disaster Philanthropy, “Measuring the State of Disaster Philanthropy 2017.”

52 Robert T. Stafford Disaster Relief and Emergency Assistance Act, Pub. L. 93-288, as amended, 42 U.S. Code § 5121 et seq.

8 The Public Assistance program is authorized by Sections 403(a)(3)(A), 406, 407, 428, and 502(a)(5) of the Stafford Act; Jared T. Brown and Daniel J.
Richardson, FEMA'’s Public Assistance Grant Program: Background and Considerations for Congress, 2015; Bruce R. Lindsay, The SBA Disaster Loan
Program: Overview and Possible Issues for Congress, 2015; FEMA, “The Hazard Mitigation Assistance Grant Programs,” 2015.

64 Statement by Craig Fugate, The Federal Role in Disaster Recovery and Response, Hearing before the Committee on Appropriations’ Subcommittee
on Homeland Security, October 12, 2011.

85 GAO, “Budgeting for Disasters: Approaches to Budgeting for Disasters in Selected States,” 2015; National Association of State Budget Officers,
“Budget Processes in the States,” 2015.

5 UNISDR, “What Is Disaster Risk Reduction?”

67 Pew Charitable Trusts, “Natural Disaster Mitigation Spending is not Comprehensively Tracked,” September 2018.

% FAA Reauthorization Act of 2018, H.R. 4, 115t Cong., 2" Session, May 7, 2018.

59 FEMA, “Pre-Disaster Mitigation Grant Program.”

70 Lucia Bragg, “House Passes Disaster Recovery Reform Act under FAA Reauthorization,” April 27, 2018.
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As the number of declared major disasters and emergencies increase,”* and the amount of money needed
for the DRF increases,’ the federal government bears escalating recovery costs. Insurance reform offers a
promising way to encourage infrastructure upgrades that could promote resilience innovations and share
disaster costs between the public and private sector. This is becoming more and more important because
risk models indicate that the annual likelihood of severe weather causing at least $1 billion in insured losses
in the U.S. is 92 percent.”

Federal financial assistance can also be in the form of waiver. Waiving statutes and regulations identified as
impeding response and recovery efforts can help communities and companies make decisions without the
threat of reprisal for noncompliance. For example, after Hurricane Maria hit Puerto Rico in 2017, the
Environmental Protection Agency (EPA) granted a blanket waiver from ultra-low sulfur diesel requirements
so that the territory could use power generators that use fuel with high sulfur content.”

ll. Federal Agency Roles

As mentioned in the prior sections, various frameworks, authorities, and supporting documents outline how
the federal government responds. Federal agencies also have roles in disaster response and recovery, most
notably three agencies with a defined lead role in emergency preparedness and response or critical
infrastructure protection. This section will provide an overview of the roles DHS, the Department of Energy
(DOE), and DOD each play before, during, and after an event, and the role Federal Energy Regulatory
Commission (FERC) the federal agency that regulates the transmission and wholesale sale of electricity and
natural gas.

A. Department of Homeland Security
At its core, DHS secures the nation against evolving threats to safety and security through continuous risk
assessments and adaptive strategies to effectively address them.” Within this, DHS has five missions that
include preventing terrorism and enhancing security; managing the country’s borders; administering
immigration laws; securing cyberspace; and providing the coordinated, comprehensive federal response in
the event of a terrorist attack, natural disaster or other large-scale emergency.”® When events such as
natural disasters do occur and the federal government needs to provide assistance, DHS is the primary
agency for coordinating federal assistance. This section highlights three key components under DHS: FEMA,
the Cybersecurity and Infrastructure Security Agency (CISA), and the newly formed National Risk
Management Center (NRMC).

Federal Emergency Management Agency

Within DHS, FEMA is the federal agency that coordinates the federal government’s role in preparing for,
preventing, mitigating the effects of, responding to, and recovering from all domestic disasters, whether
natural or manmade, including acts of terror.”” FEMA relies on the NRF and NDRF frameworks, which

7L FEMA, “Incidents by Year.”

72 Bruce R. Lindsay, FEMA’s Disaster Relief Fund: Overview and Selected Issues. Congressional Research Service, May 7, 2014.

73 Executive Office of the President of the United States, Standards and Finance to Support Community Resilience, 2016; Carolyn Kousky, et al., Does
Federal Disaster Assistance Crowd Out Private Demand for Insurance? 2013.

74 Subramanian, R., et al., “Air Quality in Puerto Rico in the Aftermath of Hurricane Maria: A Case Study on the Use of Lower Cost Air Quality
Monitors,” ACS Earth and Space Chemistry, 2018.

75 DHS, “About DHS.”

76 1bid.

77 Statement of Richard Campbell, Blackout! Are we Prepared to Manage the Aftermath of a Cyber-Attack or Other Failure of the Electrical Grid?
Hearing before the Committee on Transportation and Infrastructure, Subcommittee on Economic Development, Public Buildings, and Emergency
Management, House of Representatives, April 11, 2016.
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identify the subset of agencies best equipped to respond to a particular challenge, as well as the NIMS for a
cohesive, coordinated incident response.

FEMA has stated that the biggest lesson learned after the 2017 disasters is that the most effective strategies
for emergency management are those that are federally supported, state managed, and locally executed.
FEMA advocates a whole community approach to disaster management that includes individuals, families,
communities, the private and nonprofit sectors, faith-based organizations, and local, state, tribal, territorial,
insular areas, and other federal agencies.” To that end, FEMA emphasizes that it is not the sole or primary
responder to an event, therefore its role in emergency management is to coordinate federal resources and
assistance to supplement SLTT capabilities.” In that capacity, FEMA is responsible for building relationships
with emergency management communities to encourage preparedness activities and mitigation
investments before an event; manage requests for assistance during one; and coordinate and assign federal
grant assistance with response and recovery after an event occurs.®

2018-2022 Strategic Plan

FEMA issued the 2018-2022 Strategic Plan as a framework for supporting the United States before, during,
and after disasters, with three Strategic Goals aimed at mobilizing a whole community approach to disaster
response to build a culture of preparedness, readying the nation for catastrophic disasters, and reducing
FEMA'’s complexity.?

e Strategic Goal 1: Build a Culture of Preparedness includes objectives to incentivize investments that
reduce risk, including pre-disaster mitigation; closing the insurance gap; helping people prepare for
disasters; and better learn from past disasters, improve continuously, and innovate.

e Strategic Goal 2: Ready the Nation for Catastrophic Disasters focuses on enhancing the nation’s
collective readiness. This requires a scalable and capable national incident workforce that can adapt
and deploy to a changing landscape of events, integrate stakeholders at all levels of the public and
private sectors, and communicate and coordinate effectively in every situation.

e Strategic Goal 3: Reduce the Complexity of FEMA promotes less complex processes to streamline
FEMA and drive decision-making to reduce the administrative burdens that impede impacted
individuals and communities from quickly receiving assistance.

Power Outage Incident Annex

In June 2017, FEMA released the Power Outage Incident Annex (POIA) to the Response and Recovery Federal
Interagency Operational Plans: Managing the Cascading Impacts from a Long-Term Power Outage as
guidance for federal agencies responsible for providing energy response and recovery support for a long-
term power outage to SLTT, insular areas, NGOs, and the private sector.®? POIA states that “when a power
outage is of such significance and scope that it is beyond the ability of utility companies to restore power in
a timely manner, resulting in [SLTT] or insular area capabilities being insufficient to support the population,
the federal government provides assistance to jurisdictional response and recovery capabilities.”#?

The POIA is not an electricity restoration plan; it outlines the types of federal support available to critical
infrastructure stakeholders when a power outage is of such significance and scope that it is beyond the

78 FEMA, 2018-2022 Strategic Plan, 2018.

2 1bid.

80 |bid.

81 |bid.

82 FEMA, Power Outage Incident Annex, 2017.
83 bid.
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ability of utility companies to restore power in a timely manner.®* It is a springboard, providing a framework
to address interdependencies. The POIA describes a bifurcated command structure where DOE oversees the

restoration of the power system (grid) and FEMA leads the federal consequence management effort.
However, actions in the POIA may be to provide support to local, state, tribal, territorial, and insular area
governments or other federal agencies to address the ramifications of an incident.

FEMA is funding each FEMA Region to conduct long-duration power outage planning that will be tested,
validated, and modified as needed. The goal is to coordinate emergency management and infrastructure
protection into response and recovery plans so that each sector and/or region knows what their impacts
may be and what support they might need from the federal government during or after an event.

FEMA Region V

FEMA Region V worked with its states (lllinois, Indiana, Michigan, Ohio, and Wisconsin) to review and understand
their roles and responsibilities during a long-term power outage in conjunction with FEMA’s POIA.

Through the Region’s process to develop a POIA to provide supplemental hazard information to their All Hazards
Plan, a series of workshops were conducted with local, state, and federal government representatives and private
utilities. These workshops reviewed state energy plans, threat hazard identification and threat assessments, and
sector interdependencies to understand the current capabilities so FEMA Region V could understand where there
were needs from local and state partners and public and private utilities.

Cybersecurity and Infrastructure Security Agency

Legislation was signed in November 2018 that
renamed the National Protection and Programs
Directorate (NPPD) to the Cybersecurity and
Infrastructure Security Agency (CISA) to better
reflect the agency’s role in both cyber and physical
infrastructure security and resilience.®> DHS
Secretary Nielsen stated that the renaming “would...
realign [the agency’s] structure to reflect the core
cybersecurity and infrastructure resilience mission it

exercises.”®

Similar to the former NPPD’s mission, CISA will work
with public sector, private sector and government
partners to share information, build greater trust,
and lead the national effort to protect and enhance
the resilience of the country’s physical and cyber
infrastructure.®” CISA partners with government and
the private sector to protect and secure the people,
places, spaces, data and networks that make nation

84 FEMA, Power Outage Incident Annex, 2017.

National Cyber Security Strategy

In September 2018, the White House released the
National Cyber Strategy, the first of its kind in 15 years.

The strategy highlights the growing threat that
malicious cyber actors pose to U.S. national security and
identifies cyber priorities structured around the National
Security Strategy. The new strategy also calls for the
administration to clarify the roles and responsibilities of
federal agencies and the expectations of the private
sector when it comes to cybersecurity risk management
and incident response. DHS Secretary Nielsen stated the
Strategy will “guide efforts by DHS to secure federal
networks, protect critical infrastructure, and combat
cybercrime.”

Source: National Cyber Security Strategy, The White
House

85 DHS, “Cybersecurity and Infrastructure Security Agency (CISA),” November 19, 2018.
86 Tim Starks, “Senate could act on top DHS cybersecurity priority,” Politico, September 19, 2018.

87 DHS, “CISA Cyber + Security.”
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run,® leading the U.S. government’s efforts to secure federal networks and critical infrastructure.® The
agency has also been spearheading the federal government’s election security efforts, coordinating with
state and local election offices on information sharing and cybersecurity best practices.®®

CISA’s National Cybersecurity and Communications Integration Center (NCCIC) provides constant cyber
situational awareness, defense, analysis, and incident response capabilities to the federal government, SLTT
governments, and the private sector.® CISA also includes the National Infrastructure Coordinating Council
(NICC), which is the operations center that maintains situational awareness of the nation’s critical
infrastructure for the federal government. The NICC serves as the coordination and information sharing hub
to support coordination between DHS and owners and operators of critical infrastructure.®?

National Risk Management Center

In September 2018, DHS stood up a National Risk Management Center (NRMC) to focus on national strategic
risks to critical infrastructure and serve as a convener for government and industry to work together, taking
an all-hazards approach focused on critical functions.®® One of the NRMC’s goals to be a place to coordinate
on long-term cybersecurity and infrastructure security risk management, serving as the operational layer to
develop strategic plans and take a unified approach to risks.**

Defining national critical functions produced by critical infrastructure that could cause systemic risk will also
be a major undertaking by the NRMC. Defining these national critical functions can determine and locate
interdependencies and concentrated dependencies that can determine what needs to be prioritized for
restoration.

The NRMC is building on prior NIAC recommendations, which called for an operational task force made up
of senior executives from government and the Electricity, Financial Services, and Communications Sectors,
who can direct priorities and marshal resources.®® As such, the NRMC is in the process of standing up a Tri-
Sector Working Group made up of senior executives from the three sectors, which will be leveraged as a
steering group for NRMC.

Through the Critical Infrastructure Partnership Advisory Council (CIPAC), DHS in partnership with the
Information Technology Sector Coordinating Council (IT SCC) and Communications Sector Coordinating
Council (CSCC), has established the Information and Communications Technology (ICT) Supply Chain Risk
Management Task Force within the NRMC. The Task Force is intended to focus on potential near- and long-

88 1bid.

89 Zaid Shoorbajee, “DHS’s top cyber office is about to get a name that reflects its office,” CyberScoop, October 4, 2018.
% |bid.

91 DHS, “What does CISA do?”

92 DHS, “National Infrastructure Coordinating Council,” Last updated August 14, 2018.

93 DHS, “DHS National Risk Management Center,” Fact Sheet, 2018.

% |bid.

9 NIAC, Securing Cyber Assets: Addressing Urgent Cyber Threats to Critical Infrastructure, 2017.
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term solutions to manage strategic risks through policy initiatives and opportunities for innovative public-
private partnership.®®

Critical Infrastructure Partnership Advisory Council

DHS established CIPAC to facilitate interaction between governmental entities and representatives from the
community of critical infrastructure owners and operators. Under CIPAC, members of the Government Coordinating
Councils (GCCs) and Sector Coordinating Councils (SCCs) to engage in discussions about joint critical infrastructure
planning, coordination, implementation, and operational issues.

CIPAC provides the authority and structure for coordinating among government and critical infrastructure owners
and operators; conducting operational activities related to critical infrastructure security and resilience measures,
incident response, and recovery; and sharing threat, vulnerability, risk mitigation, business continuity information,
and best practices along with lessons learned.

Source: FEMA, CIPAC FAQs

B. Department of Energy
DOE is responsible for coordinating the Energy Sector’s emergency preparedness requirements—using
processes and structures unique to the energy sector—as the lead for restoration and sector specific lead
agency for grid security.

Emergency Authorities

Under the Fixing America’s Surface Transportation (FAST) Act,®” a federal law aimed at providing long-term
funding for surface transportation infrastructure, the Secretary of Energy has “broad and nearly unilateral
authority over critical electric infrastructure to protect system reliability in emergency situations.”*® Under
the FAST Act, the Secretary of Energy has the authority, upon the declaration of a grid security emergency
by the President, to issue emergency orders that—in his or her judgement—are necessary to protect or
restore the reliability of critical electric infrastructure or defense critical electric infrastructure during the
grid security emergency.®

Office of Cybersecurity, Energy Security, and Emergency Response

Formally the Office of Electricity (OE), the Office of Cybersecurity, Energy Security, and Emergency Response
(CESER) works to ensure that the nation’s energy delivery system is secure, resilient, and reliable and
develops new technologies to improve the infrastructure and the federal and state electricity policies and
programs.’® Moving forward, CESER will focus on energy infrastructure security, support the expanded
national security responsibility.°? CESER will lead DOE’s emergency preparedness and coordinated response
to disruptions to the Energy Sector, including physical and cyber-attacks, natural disasters, and man-made
events.'%2 CESER will also spearhead efforts to secure the U.S. energy infrastructure against all hazards

and mitigate the risk of energy disruption from cyber incidents and other emerging threats within the
energy environment,1%3

% DHS, “ICT Supply Chain Task Force,” Press release, August 31, 2018.

7 Fixing America’s Surface Transportation (FAST) Act, Pub. L. 114-94.

%8 Sylvia Bartell, “Transforming the Nation’s Electricity System. Part IV: Grid Security,” Husch Blackwell, January 16, 2017.

% DOE, “Grid Security Emergency Orders: Procedures for Issuance,” Federal Register, January 10, 2018.

100 Hunton Andrews Kurth, “Department of Energy Announces New Efforts in Energy Sector Cybersecurity,” May 30, 2018.

101 DOE, “Secretary of Energy Rick Perry Forms New Office of Cybersecurity, Energy Security, and Emergency Response,” February 14, 2018.
102 DOE, “CESER Mission.”
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C. Federal Energy Regulatory Commission
FERC is the federal agency that regulates the transmission
and wholesale sale of electricity and natural gas in
interstate commerce and regulates the transportation of
oil by pipeline in interstate commerce.%* While FERC does
not have jurisdiction over generation facilities, or facilities
used for local distribution or transmission in intrastate
commerce,% more than half of electric energy sales are
subject to FERC’s rate jurisdiction.

While FERC is responsible for ensuring adherence to
mandatory reliability standards in industry, NERC develops
those standards with input from the industry, submits
them to FERC for approval, and then enforces the
approved standards in the Energy Sector.1%

North American Electric Reliability Corporation

As required by the Federal Power Act, FERC
designated NERC—a nonprofit international
regulatory authority responsible for reducing
risks and ensuring reliability of the grid—as the
Electric Reliability Organization (ERO) for North
America. In this role, NERC oversees all
interconnected power systems in the United
States, Canada, and portions of Mexico and
develops mandatory and enforceable reliability
grid standards subject to FERC’s review and
approval. As a designated ERO, NERC issues
enforceable guidelines, essentially giving FERC

Catastrophic Power Outage Study

the authority to oversee the reliability and
resiliency of the U.S. grid, because FERC through
NERC, oversees the bulk power system.

FERC has also approved new mandatory reliability
standards to bolster supply chain risk management
protections for the nation’s bulk electric system. The new
standards will augment current critical infrastructure
protection standards to mitigate cybersecurity risks
associated with the supply chain for grid-related cyber systems.

Source: FERC, FAQs
107

D. Department of Defense
DOD is responsible for providing military forces and certain intelligence capabilities to deter war and to
protect the security and national interests of the United States. As such, the Secretary of Defense may assist
in the support of domestic infrastructure and essential restoration, or unprecedented events,'® through the
mechanisms of the frameworks.®

While FEMA is the federal lead for national disaster response activities, DOD plays a supporting but
important role in the national response system.? As stated in the National Defense Strategy, while
defending the homeland, DOD must also maintain the capacity to support civil authorities in times of
national emergency such as in the wake of man-made and natural disasters.*!! In the event of crises within
multiple states, or when many military units are deployed on overseas missions, affected regions may
require assistance from DOD active-duty troops, the U.S. Coast Guard, and other federal assets.!'?

104 California Independent System Operator Corporation v. FERC, 372 F.3d 395, 398-99 (D.C. Cir. 2004); Lawrence R. Greenfield, An Overview of the
Federal Energy Regulatory Commission and Federal Regulation of Public Utilities in the United States, December 2010.

105 Garry Brown, et al., The Federal Power Act in the 21°t Century: Summary Report of a Discussion Marking the 80th Anniversary of the Enactment of
FPA Title Il, Harvard Law School, September 1, 2015.

106 NERC, Milestones: NERC Reliability Standards, May 19, 2014.

107 pamela Largue, “FERC announces new supply chain risk management standards,” Smart Energy International, October 22, 2018.

108 Jared T. Brown, et al., Congressional Primer on Responding to Major Disasters and Emergencies, Congressional Research Service, 2017.

109 DHS, National Response Framework, 2008.

110 Statement by Robert G. Salesses and Brigadier General Joseph E. Whitlock, Defense of Civil Authorities: A Vital Resource in the Nation’s Homeland
Security Missions, Hearing before the Subcommittee on Emergency Preparedness, Response, and Communications of the Committee on Homeland
Security, House of Representatives, June 10, 2015.
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The military responds under the authority under Title 32 and Title 10 of the U.S. Code, depending on the
purpose and event.'*® The president also has the authority to order the military to help plan for a disaster
before it occurs, such as moving airplanes or prepositioning forces. While the president cannot order the
military to execute or enforce federal law, that is not a blanket prohibition against deploying troops in a civil
emergency.

DOD has taken steps to improve its preparedness to better prepare the department to support civil
authorities effectively respond to requests for assistance for power restoration during a catastrophe.'*® The
DOD complex catastrophe initiative is aimed at making defense support of civil authorities faster and more
effective in delivering life-saving and life-sustaining requirements, which would enable DOD to bring all of its
capabilities, from all components, to bear in support of civil authorities.!'® The initiative is also directed
improvements in the Defense Security Cooperation Agency (DSCA)—an agency that advances U.S. national
security and foreign policy interests by building the capacity of foreign security forces to respond to shared
challenges'”—for regional planning and plans integration, force sourcing, training and exercises, and the
role of military installations and Defense Agencies in emergency response operations.!®

U.S. Northern Command

The U.S. Northern Command (NORTHCOM) was established in 2002 to administer command and control of
DOD homeland defense efforts and to coordinate defense support of civil authorities.'*> NORTHCOM'’s area
of responsibility includes air, land, and sea approaches and encompasses the continental United States,
Alaska, Canada, Mexico, and the surrounding water out to approximately 500 nautical miles. It also includes
the Gulf of Mexico, the Straits of Florida, portions of the Caribbean region that include the Bahamas, Puerto
Rico, and the U.S. Virgin Islands.?°

NORTHCOM plans, organizes, and executes homeland defense and civil support missions, but has few
permanently assigned forces. Forces are assigned when necessary to execute missions, as ordered by the
President or Secretary of Defense.?? NORTHCOM also plays an important role in disaster response by
providing unique military capabilities to FEMA in support of state requests for emergency aid. NORTHCOM is
the DOD synchronizer for all DOD support to FEMA and Defense Support of Civil Authorities (DSCA)—an
agency that advances U.S. national security and foreign policy interests by building the capacity of foreign
security forces to respond to shared challenges?>—which gave them a much more proactive role during the
2018 hurricane season.?

During the 2017 hurricane season, NORTHCOM sent thousands of troops to hurricane-effected areas in
Texas and Florida, and a DOD medical ship to Puerto Rico after Hurricane Maria struck in support of

113 Federal Research Division, Library of Congress. Military Support to Civil Authorities: The Role of the Department of Defense in Support of Homeland
Defense, 2007; Title 10. U.S. Code — Armed Forces, as amended 2011, Vol. Il §§ 3001 et seq.

114 Tim Naftali, “Send in the Cavalry: The President’s Powers in the Event of Disaster,” Slate, October 11, 2005.
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116 Claudette Roulo, “Defense Has Vital Role in Catastrophe Planning, Office Says,” American Forces Press Service, DOD, August 14, 2012.
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FEMA.%* Through its experience, NORTHCOM has stated there a number of lessons learned from the
unprecedented season including the need for communication with affected communities and clearly
defining the response necessary to provide better assistance.'”® NORTHCOM says that an after action report
is currently being drafted that will be translated into how NORTHCOM responds to future hurricanes
seasons and disaster response.

U.S. Indo-Pacific Command

The U.S. Indo-Pacific Command (INDOPACOM) is a unified combatant command of the U.S. Armed

Forces responsible for the Indo-Asia-Pacific region. Established in 1947, it is the oldest and largest of the
unified combatant commands.?® Its commander, the senior U.S. military officer in the Pacific, is responsible
for military operations in an area which encompasses more than 100 million square miles roughly 52
percent of the Earth’s surface, stretching from the waters off the west coast of the U.S. to the western
border of India, and from Antarctica to the North Pole. The 36 nations comprising the Asia-Pacific region are
home to more half of the world's population, 3,000 different languages, several of the world's largest
militaries, and five nations allied with the U.S. through mutual defense treaties.'?’

Unlike NORTHCOM, INDOPACOM only has four U.S. jurisdictions within its area: Hawaii, Guam, American
Samoa, and the Commonwealth of the Northern Mariana Islands (CNMI). When it comes to disaster
response, any needed INDOPACOM forces are assigned from lead federal agencies such as FEMA to provide
capabilities that do not exist in the civilian sector. Because four U.S. jurisdictions within its area are islands
and located at the most almost 6,000 miles away from the U.S. mainland, this creates the potential for
additional challenges that are not experienced elsewhere.

In 2018, a memorandum of understanding (MOU) was signed between DOE, DHS, INDOPACOM, and the
state of Hawaii “to identify a framework for cooperation and partnership to strengthen coordination of
effort to enhance national and state security.”?® The MOU’s goal is to create a cohesive and collaborative
lens to look at the critical energy infrastructure interdependencies between the civil energy sector and
identify vulnerabilities ahead of events and collectively develop mitigation approaches addressing those
vulnerabilities.

DOD and INDOPACOM are also supporting a new DHS- and Hawaii-lead Defensive Cyber Industry
Consortium (DCIC); an initiative to bring in stakeholders from lifeline sectors across Hawaii to emphasize
interconnectedness of critical vulnerabilities and the need for collaboration and sharing information. Still in
its nascent stages, DCIC was expected to launch in November 2018.

INDOPACOM, in partnership with Resurgo, LLC (a Honolulu-based DOD contractor), the Hawaiian Electric
Companies, and the Naval Facilities Engineering Command (NAVFAC), has also launched a Critical Energy
Infrastructure Defense-In-Depth demonstration.'? It is aimed at exhibiting to the DOD and commercial
energy providers a capability to mitigate and recover quickly from online and insider cyber activities
directed against Supervisory Control and Data Acquisition (SCADA) infrastructure. The intrusion tolerant

124 Scott Maucione, “NORTHCOM looking inward after huge hurricane season,” Federal News Network, February 15, 2018.

125 Jim Garamone, “Military Seeks to Learn Lessons of 2017 Hurricane Season,” DOD, December 11, 2017.
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127 USINDOPACOM, “About USINDOPACOM: Headquarter, Unites States Indo-Pacific Command.”

128 Memorandum of Understanding between the Department of Energy, the Department of Homeland Security, the U.S. Pacific Command, and the
State of Hawaii for Critical Energy Infrastructure Interdependencies, February 8, 2018.
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focus of the demonstration will show how new technologies employed in a defense-in-depth configuration
enable a utility grid SCADA system to fight though an attack without disruption of services.%

Defense Threat Reduction Agency

The Defense Threat Reduction Agency (DTRA) is an agency in DOD that is responsible for enabling DOD and
the federal government to prepare for, prevent, and respond to risks and weapons of mass destruction
(WMDs) and improvised threats and to ensure nuclear deterrence.’®! Established in 1998, DTRA supports
efforts to prevent the proliferation and use of WMDs, perform research, and develop tools and capabilities
in WMD and improvised threat environments.3?

lll.  State and Local Government and Industry Roles

Responsibility for responding to disasters begins at the local level. It is only after SLTT government resources
have been overwhelmed, and the governor or chief tribal executive of the affected state or a tribal nation
has requested federal assistance does the federal government provide supplemental assistance.®?
However, post-disaster recovery is so complex and wide-ranging that solutions do not fit neatly into
individual programs. 3

The current top-down approach to response, including the existing frameworks, is complex and difficult for
local communities to navigate. The complexity of federal programs can hinder the speed and nimbleness of
local and state response as leaders to spend time trying to figure out which program fits their recovery
needs and tailoring their response to federal program rules.!®

Existing frameworks do not identify who has ultimate decision-making authority or clearly define the roles
to be undertaken by state and local governments and the private sector during a catastrophic power
outage. Disaster declarations and resource allocations are made at the federal and state level, not the local
level, which can lead to a disconnect with the specific area affected. Even under the NPS*3® there is a lack of
clarity on the roles and responsibilities in responding to events.**’

This section will provide an overview of the existing roles outside the federal government for state and local
governments and industry during an event.

Mutual Aid

Mutual aid agreements or mutual aid programs are arrangements among agencies, organizations, and
jurisdictions that provide a mechanism to quickly obtain emergency assistance in the form of personnel,
equipment, materials, and other associated services when a disaster or emergency event has depleted the
resources of the affected area.'*® Mutual aid programs produce rapid, short-term distribution of emergency
support prior to, during, and after an event.'*

130 Kevin Jordan, “Critical Energy Infrastructure Cyber Defense-in-Depth,” SERDP, ESTCP.
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132 Statement of Shari Durand, Countering Weapons of Mass Destruction Posture, Hearing before the Emerging Threats and Capabilities
Subcommittee Committee on Armed Services. House of Representatives, March 23, 2017.
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There are different types of mutual aid agreements, ranging from formal ones adopted into statute between
states or countries to informal understandings among consortiums outlining how government and private
resources will provide aid within a specific community.* Participation in mutual aid is also a component of
the NIMS. 14

Emergency Management Assistance Compact

The Emergency Management Assistance Compact (EMAC) is a non-federal national interstate mutual aid
agreement, administered by National Emergency Management Association (NEMA), which facilitates the
sharing of resources across state lines in times of disaster or emergency.'*? Beginning as a mutual assistance
compact established by the Southern Governors Association (SGA) in response to Hurricanes Andrew and
Hugo,* it later became law when ratified by Congress in 1995. The compact was renamed EMAC and has
been adopted by all 50 states, the District of Columbia, Puerto Rico, and the U.S. Virgin Islands.**

EMAC has become the United States’ state-to-state, predominantly used mutual aid system.**> EMAC can be
used instead of, or in conjunction with, the federal disaster response system, to provide timely and cost-
effective relief to states requesting help from other member states who understand the needs of areas that
are struggling to preserve life, the economy, and the environment.%

Sector Mutual Aid Agreements

Sector mutual aid agreements and programs were highlighted as effective emergency response tools to
provide assistance in the form of personnel, equipment, or other materials following a disaster to improve
response.

Mutual aid does have its challenges including the complex logistics of arranging basic necessities of food,
water, and shelter for workers during a disaster when there may be limited access and strained
infrastructure. And while it is ultimately deemed to be cost-effective, there is a reimbursement
requirement. In some instances, challenges may arise if an impacted area is difficult to get to, or potential
crews that would respond have other obligations first due to pre-existing contracts or company structure.

Energy Sector

For decades electric utilities and public power authorities have provided assistance to each other following a
disaster. There are two major mutual assistance programs led by the Edison Electric Institute (EEl) and the
American Public Power Association (APPA), which work in coordination with the National Rural Electric
Cooperative Association (NRECA).* EEI’'s mutual aid program enables utilities to increase the size of the
workforce following an incident by “borrowing” resources from other member utilities.*® APPA’s mutual aid
assures that personnel and resources from other utilities can support national outage events and receive
federal reimbursement for expenses incurred during said events.#

140 FEMA, “Mutual Aid Agreements and Assistance Agreements.”
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Within the Energy Sector, the Electricity Subsector Coordinating Council (ESCC)—building on the industries’
culture of mutual assistance—has also formed the Cyber Mutual Assistance (CMA) Program.?* The program
is composed of industry cyber experts who can provide voluntary assistance to other participating entities in
advance of, or in the event of, a disruption of electric or natural gas service, systems, and/or IT
infrastructure due to a cyber emergency.®>!

Communications Sector

The Communications Sector has pre-established internal and external priorities for end-user restoration
before, during, and after an event that are modified in conjunction with Emergency Support Function (ESF)
#2 and National Coordinating Center protocols, as needed. In 2016, the Federal Communications
Commission (FCC) adopted an order supporting a voluntary industry commitment to promote resilient
wireless communications and situational awareness during disasters. The voluntary commitment was
through the wireless providers AT&T, Sprint, T-Mobile, U.S. Cellular, and Verizon, together with CTIA, which
formed a Wireless Network Resiliency Cooperative Framework which sought to enhance coordination and
communication to better ensure wireless continuity during emergency events.?

Water and Wastewater Systems Sector
In the Water Sector, the Water and Wastewater Agency Response Network (WARN) serves as a network of
utilities prepared to provide assistance through personnel, equipment, materials and other services to help
respond and recover from an event.!3

150 ESCC, “The ESCC’s Cyber Mutual Assistance Program,” January 2018.

151 ESCC, “Frequently Asked Questions About Cyber Mutual Assistance,” January 2018.
152 Marsh et al., Final Network Resiliency Commitment Letter, 2016.
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Electric Infrastructure Security (EIS) Council

Since 2010, the Electricity Infrastructure Security (EIS) Council has brought together senior government, utility, and
NGO officials from North America, Europe, Israel, and across the world to review the threat of severe disruption of
vital national infrastructures. EIS Council projects help utilities and their partners develop and implement cost
effective, consensus-based protection measures by hosting frameworks for sustained coordination, planning and
best practice development. The Council’s Electric Infrastructure Security Summit (EISS) Series has become the
primary international framework bringing together senior government, utility and NGO officials from around the
world to review the threat of disruption of vital national infrastructure.

In 2017, the EIS Council launched EARTH EX, the first iteration of an annual, international, multi- and cross- sector
exercise designed to build off of, and work with existing large-scale exercises, to address complex catastrophes
spanning 14 countries, all FEMA regions, 44 states, 500 agencies and corporations, and 16 infrastructure sectors.
The lessons learned from the exercise (e.g., there exists a global drive and motivation to work together to tackle
resiliency) are being incorporated into upcoming Black Sky Playbooks and update curricula and exercises EIS
makes available for government agencies and organizations who want to address black sky event planning. EARTH
EX 2018 occurred on August 22, 2018.

The EIS Council has developed a series of handbooks for electric utilities, government, and stakeholders to reduce
the scope and duration of black sky event. The playbooks determine internal and external requirements for black
sky survival, along with accompanying exercises and training. The EIS Council has also prepared a number of
recommendations for improving resilience to black sky events, including recommending the development of
performance-based metrics for improving resilience to black sky events. The metrics have the potential to be used
in parallel with the EIS sector-by-sector Black Sky Playbooks to determine internal and external requirements for
black sky survival and develop compliance lists that each sector would abide by with the potential for incentives
and reimbursements.

The Council is in the early stages of creating a working prioritization model with national and international
partners of interconnected and interdependent systems would cause cascading effects across sectors beyond
human capabilities. EIS has also initiated a simulation effort for a global infrastructure network optimization
model (GINOM) to possibly work with relevant interested parties in the private sector and government agencies
such DOE to explore the potential for joint development of a mapping effort for explicit interdependencies.

Source: E-PRO Handbook, 2014; EIS Council
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Appendix E: Sector Interdependencies

The interconnected nature of the critical infrastructure sectors creates mutual interdependencies that could
exacerbate the consequences of a catastrophic power outage. There is a lack of understanding of the
cascading, cross-sector interdependencies between infrastructure and what that means for prioritizing
backup generation and other limited resources to maintain services and functions during a long-term,
widespread outage. Understanding the complex interdependencies between electricity and other critical
infrastructure sectors is key to effectively assessing the impact of a long duration power outage.

This appendix provides an overview of the interdependencies between electricity and the natural gas,
communications, financial services, water and wastewater systems, and transportation systems sectors that
could hinder or prevent power restoration during a catastrophic power outage.

There are a number of ongoing initiatives focused on building cross-sector coordination. For example,
exercises in individual sectors are beginning to include additional sectors, and at the state and regional level
efforts are being made to better understand the risks posed by these interdependencies. This appendix also
highlights a few of these exercises that have addressed cross-sector issues.

|.  Electricity Mutual Interdependencies

Electricity is central to the functioning of all other sectors, and a catastrophic power outage would cause
cascading failures across all of them.

A. Natural Gas

The electricity sector is becoming more reliant upon natural gas as a fuel source; from 2002 to 2016, the
share of electricity generated by gas-fired units increased from 18 percent to about 34 percent while the
share generated by coal fell from about 50 percent to about 30 percent.® EIA has estimated that natural
gas production will account for almost 40 percent of the U.S. energy production by 2040.%* DOE found that
“the electric sector’s growing reliance on natural gas raises concerns regarding the ability to maintain bulk
power system (BPS) reliability when facing constraints on the natural gas delivery systems.” ¢

Similar to other sectors, the natural gas sector relies on electricity to operate industrial control and
businesses systems. This section provides an overview of the structure and market of natural gas systems,
potential risks, and some ongoing initiatives to build resilience.

Natural Gas Structure and Markets

The construction of natural gas pipelines is driven by the market and demand. Pipelines are built to meet
firm capacity, when there is a willingness and ability of customers (i.e., shippers) to financially commit to the
gas that would be provided. Limited pipeline capacity in a particular region can be attributed to factors such
as environmental regulations hindering construction and/or residents who do not want pipelines in their
communities. Also, there may be a general lack of incentive(s) among the generator community to contract
for firm service.

154 DOE, Staff Report to the Secretary on Electricity Markets and Reliability, August 2017.
155 EIA, Annual Energy Outlook 2017 with Projections to 2050, January 5, 2017.
156 NERC, Short-Term Special Assessment: Operational Risk Assessment with High Penetration of Natural Gas-Fired Generation, May 2016.
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The pipeline system is designed to be redundant with segmented pipes and looped/parallel pipelines,
allowing natural gas to continue to flow despite potential disruptions in one section of the pipeline.*’
According to a report by members of the Oil and Natural Gas Sector, the natural gas system is highly
resilient because the production, gathering, processing, transmission, distribution and storage of natural gas
is geographically diverse, highly flexible and elastic, characterized by multiple fail-safes, redundancies and
backups.®®®

Natural gas is compressible, which allows natural gas to be stored near markets underground in geological
formations and as liquefied natural gas (LNG) at aboveground facilities. Most compressor stations are run
using natural gas and would not be affected by a loss of commercial electricity. If a compressor were to
cease operating, natural gas could continue to flow, though at a somewhat lower capacity. Some natural gas
pipeline companies have identified critical locations, including those with electric compressors, and have
worked with their electricity service providers to ensure they have prioritized power when electricity is
restored following an outage.

If the pipelines and the compressor stations that maintain the pressure within them are compromised, gas
could continue to flow to generators at gradually diminishing levels rather than being abruptly halted. The
combination of sustained post-event gas flows and rapid restoration could enable generators to face only
brief, low-impact interruptions.*® However, compressors and industrial control systems that keep gas
flowing to power generators and other users, are more reliant on electric power. Some compressor stations
do have emergency power generators and at least some on-site fuel to sustain operations in a blackout.
These growing interdependencies create risks of cascading, mutually-reinforcing failures across both the
Electricity Subsector and Oil and Natural Gas Sectors.*®°

Potential Risks

Reliance on a single fuel creates the danger of “common mode failures” where a lack of natural gas
incapacitates multiple generators and disrupts fuel supplies for power generation at the same time, which
could help create power outages lasting a month or more over multiple regions of the United States.¢?
During a catastrophic outage, on-site fuel supplies for emergency generators will quickly be depleted.
Massive, multi-sector requirements for fuel resupply would occur and contractors responsible for resupply
operations will likely be unable to meet these requirements. For example, New England is especially
susceptible to these concerns because it has limited “failsafe” infrastructure with limited trucking capability

157 NERC, 2017 Long-Term Reliability Assessment, 2017.

158 ONG SCC and NGC, Defense-In-Depth: Cybersecurity in the Natural Gas & Oil Industry, September 2018.

159 Statement of Paul Stockton, Fuel Resilience for the Bulk Power System: Threat-Based Modeling and Analysis. Response to the Grid Resilience
Order, Grid Resilience in Regional Transmission Organizations and Independent System Operators, 162 FERC 1 61,012. May 8, 2018.

160 paul Stockton, E-PRO Handbook II: Volume 1 Resilient Fuel Resources for Power Generation in Black Sky Events, EIS Council, 2016.

161 paul Stockton, Resilience for Black Sky Days: Supplementing Reliability Metrics for Extraordinary and Hazardous Events, NARUC, 2014.
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to serve the entire region and it has a high reliance on natural gas supply and LNG imports to meet winter
peak loads.%?

Blackstart Capabilities

Blackstart generation is used to restart the electric system in a blackout. Blackstart generators can start without
electricity from the grid and assist in system restoration. This is especially important in the face of a long-term
outage when power may be out for an extended period of time. The reliance on a single fuel blackstart without
fuel storage capacity or firm fuel arrangements may cause issues during a restoration event. Single fuel blackstart
generator owners should develop alternative fuel capability or coordinate with their fuel providers to mitigate this
risk. Regional Transmission Organizations (RTOs) and Independent System Operators (ISOs) have existing
blackstart plans that are routinely exercised and built upon, but there is a desire for the government to be more
involved.

RTOs and ISOs build relationships with natural gas suppliers to bolster situational awareness. While RTOs and ISOs
are not able to instruct them how to divert resources, they can work with market participants to identify where
fuel supplies are running low and assist in that coordination. For example, the energy company ConEd has
proposed a number of programs and projects to address the growing demand of natural gas in its service area.
This includes building several new compressed natural gas storage sites to reduce the need for conventional
pipeline supplies.

Source: NERC, GridEx IV: Lessons Learned; EPRO Handbook I, Vol. I; Utility Drive, Oct. 5

Given the limited number of pipelines and supporting gas infrastructure in New England, the loss of even a
single natural gas compressor station or other gas system facility would create recurring energy shortages
that would cause frequent and long rolling blackouts.®® ISO-NE recently implemented two new initiatives to
address the risk of winter energy shortages by beginning to publish a 21-day look-ahead energy forecast
that describes expected conditions, from normal to conditions requiring declaration of an energy alert or an
energy emergency, and a change to ISO-NE energy market. The second initiative, in the daily energy market,
will provide each generator with an estimated opportunity cost that can be incorporated into its offer price
for the next day. Each morning, the next day’s opportunity costs will be calculated for each generator and

provided to resource owners.4

Natural gas disruptions could also cause ripple effects across supply chains, whose corruption could pose
significant challenges.®® There should be conversations among all stakeholders about emergency energy
diversification because as the nation moves away from traditional energy generation (e.g., coal and nuclear)
to natural gas, new challenges are created if primary power and backup power are taken out simultaneously
(e.g., supply chain issue that disrupt the distribution of natural gas).

162 NERC, 2017 Long-Term Reliability Assessment, 2017.

163 |SO New England, Operational Fuel-Security Analysis, January 17, 2018.

164 1SO Newswire, “ISO-NE is implementing near-term changes in both operations and markets to help address the risk of winter energy shortage,”
Press release, November 2, 2018.

165 NERC, CIP-013-1 — Cyber Security Supply Chain Risk Management Plans, April 2017.
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In the event of significant damage to physical pipeline
infrastructure, service restoration for natural gas is
time-consuming and expensive. Federal authorities do
not have an estimate on the amount of time it would
take to recover if natural gas is shut off in a vast
portion of the U.S. such as the East Coast.1%® A 2018
report prepared for Southern California Gas examined
the resilience of natural gas infrastructure in disasters

Natural Gas and Cybersecurity

The American Petroleum Institute (API), the Natural
Gas Council (NGC) and the wider membership the
ONG Subsector Coordinating Council (SCC) released
a report in October 2018 describing steps the
industry has taken to improve its resilience to cyber
threats. The report emphasized the industry’s

and recommended utilities sub-divide their gas preference for voluntary mechanisms including
systems so that when service isolation is necessary it frameworks and public-private collaboration, rather
can be done on a more granular level.*®’ than rigid standards or regulations to provide the
necessary flexibility and agility to respond to a
Existing and Proposed Standards and Guidelines constantly-changing cyber threat landscape.

There are existing guidelines and plans that direct the
safety and security of the natural gas pipeline
system.®® For example, the Pipeline Security and
Incident Recovery Protocol Plan (the Plan), was

complejte.d in 2010 as re(j;wed by the 9/11 and the Electric Subsector Coordinating Council and
Commission Act of 2007™*" by the TSA and the Oil and Natural Gas Subsector Coordinating Council

Pipeline and Hazardous Materials Safety on cyber and physical risks to natural gas pipeline
Administration (PHMSA). The Plan acted as a infrastructure.

framework to support the recovery of pipeline
infrastructure and measures to prevent a security
incident and enhance pipeline resiliency.?”® Within the
federal government, the Plan mainly applies to the
TSA and PHMSA, identifying ways they can provide
increased security support to the critical interstate and intrastate natural gas and hazardous liquid
transmission pipeline infrastructure when threatened and how the government will work to ensure
continued transportation of product following an incident.

The National Risk Management Center (NRMC) is
also working with the Transportation Security
Administration (TSA), Department of Energy (DOE),
the Federal Energy Regulatory Commission (FERC),

Source: ONG SCC and NGC, Defense-in-Depth:
Cybersecurity in the National Gas and Oil Industry
report

NERC has offered a set of recommendations on opportunities for gas-electric coordination, many of which
might be supported by data to facilitate broader assessments of fuel resilience and collaborative mitigation
measures.'’t And while there are NERC standards, NERC reliability standards apply to electric infrastructure,
not gas transmission lines and other fuel systems on which the grid depends. Natural gas does not have
mandatory reliability standards directly comparable to the bulk electric system. “We need an in-depth
understanding of the resilience of our electricity and the related, supporting infrastructure in order to know
how best to either modify existing market structures or build new resiliency standards into the system.”1’2

166 Blake Sobczak, et al., “Cyber raises threat against America's energy backbone,” E&E News, May 23, 2017.

167 |CF, Case Studies of Natural Gas Sector Resilience Following Four Climate-Related Disasters in 2017, Southern California Gas Co, 2018.

168 DHS, Pipeline Security Guidelines, March 2018; Behr, Peter and Blake Sobczak, “TSA to expand gas pipeline cybersecurity oversight,” E&E News,
December 22, 2017.

169 9/11 Commission Act of 2007. Pub. L. 110-53.

170 A security incident is any event determined by DHS/TSA to be significant enough to begin monitoring the situation for further developments.
171 Statement of Paul Stockton, Fuel Resilience for the Bulk Power System: Threat-Based Modeling and Analysis. Response to the Grid Resilience
Order, Grid Resilience in Regional Transmission Organizations and Independent System Operators, 162 FERC 9 61,012. May 8, 2018.

172 Bruce Walker, Testimony Before the United States Senate Committee on Energy and Natural Resources, January 23, 2018.
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The Oil and Natural Gas Sector Coordinating Council (ONG SCC) is working closely with other sectors through
Information Sharing and Analysis Centers (ISACs), through DOE and DHS tabletop exercises (e.g., GridEx,
National Level Exercise (NLE), ClearPath), through state-led exercises, and through direct coordination with
the ESCC.

B. Communications Sector
Restoration and recovery are next to impossible without working communications. Existing plans and
exercises across all sectors rely on the ability to coordinate response through voice or data communications.
Current emergency communications systems are unlikely to provide the multi-sector connectivity and
interoperability that will be essential in catastrophic power outages.'’® Voice and data communications are
used for normal business functions (e.g., personnel records, payroll systems) and for supervisory control and
data acquisition (SCADA), crew dispatch, and control of electricity generation and delivery.

Communication networks were designed for power outages that are infrequent or of short duration; backup
generators and fuel storage are designed to support an outage of a few hours to a few days.
Communications systems will require fuel for generators, but pipeline pumping stations, storage depots,
and truck distribution could be affected by a catastrophic power outage, preventing the necessary resupply
needed for communications networks to continue to operate. Due to its limited lifespan, current battery
technology would most likely not have a significant impact in reducing dependencies and/or
interdependencies during a long-term outage.'”

Without communications, crucial sector operations would grow increasingly difficult over extended periods
of time since manual operations, when they are possible, depend on timely communications. Most
companies have satellite-based phones and radio communications, but these systems need to be properly
maintained and tested.

The President’s National Security Telecommunications Advisory Council (NSTAC), a presidential advisory
council focused on reliable telecommunications, released two reports in 2006 on the interdependency
between communications and electric sector and how this could be impacted by a long-term outage in one
or both sectors. While the reports were completed more than a decade ago, a number of the conclusions
and recommendations are still relevant. For example, the need to identify and prioritize adequate fuel
resupply to maintain backup power for communication systems, and the lack of clarity on the transition
from local to national management of a long-term outage.’

There are a number of ongoing efforts to address emergency communications platforms and processes and
prior efforts may provide lessons learned.

Prior Efforts

e The Critical Infrastructure Warning Information Network (CWIN) was a DHS program designed to
create a hardened communications system as a stand-alone, independent network that connected
the government and critical sector owners and operators to coordinate recovery and reconstruction
following an event. CWIN was established in 2001 and funded through 2010, with a budget of $30
million in 2003 alone. During its existence, CWIN included 51 state Emergency Operation Center

173 EIS Council, “Black Sky Emergency Communication & Coordination System: BSX.”

174 CSCC and Communications-ISAC, “Communications Sector Response to DHS Data Call — Executive Order 13800,” July 28, 2017.

175 NSTAC, NSTAC Report to the President on Telecommunications and Electric Power Interdependencies: The Implications of Long-Term Outages,
December 2006.
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(EOCs), 163 federal and state representatives, and had 160 client terminal sites across the United
States, and all states and the main ISACs were connected.’® Though it is unclear why CWIN was
discontinued because by all assessments it was well managed and operating effectively, CWIN may
have been have had too high a price tag and come before its time because there was no protocol on
information sharing liability in the early 2000s.

Ongoing Initiatives

o The Electricity Subsector Coordinating Council (ESCC) Resilient Communications Working Group
has identified the need to update, modernize, and move some of the underlying systems out of
private networks partially because real-time coordination across multiple sectors makes voice and
data telecommunications critical for operation of the grid.”” This Working Group has created a
policy principle statement supporting emergency communications to validate and formalize the
current work being done with the Communications Sector. The ESCC has also recommended that
some form of backup communications capability to restore the grid after a major disaster needs to
be created.

e The Black Sky Emergency Communications and Coordination System (BSX)—an interoperable,
secure system that can incorporate a range of communication technologies to support grid re-start
activities—is being developed by the EIS Council as a means to provide secure communications
during an event.'’® A BSX system will have the ability to:”®

0 Survive electromagnetic pulse (EMP) attacks, cyberattacks, catastrophic earthquakes, and
other black sky hazards
0 Continue functioning in the absence of grid-provided power for a month or more
0 Withstand adversarial efforts to disrupt communications or corrupt the integrity of data
flows
0 Provide critical voice and data connectivity for situational awareness, sustainment, and
restoration operations across multiple regions of the United States
0 Provide an engine for decision support, keyed to the unique requirements of the local users’
equipment, sector by sector, adequate to help manage the scale of a black sky complex
catastrophe
= There could be reinvestments to FNARS (FEMA’s National Radio System)—the
Agency’s high frequency (HF) radio network that provides a minimum essential
emergency communications capability among federal, state, local commonwealth,
and territorial governments in times of national, natural and civil emergencies. &

C. Water and Wastewater Systems Sector
Water and energy are resources that are reciprocally and mutually linked, because energy needs require
water—through mining, fuel production, hydropower, and power plant cooling—and water needs energy—
to pump it, treat it, distribute it, and discharge wastewater.®! There are almost 200,000 drinking water
treatment systems in the United States, and roughly 15,000 water treatment facilities.'® About 85 percent

176 DHS, “IT Program Assessment: NPPD — Critical Infrastructure Warning Information Network (CWIN);” DHS, “Privacy Impact Assessment for the
Critical Infrastructure Warning Information Network,” January 7, 2006.

177 NSTAC, NSTAC Report to the President on Telecommunications and Electric Power Interdependencies: The Implications of Long-Term Outages,
December 2006.

178 EIS Council, “Black Sky Emergency Communication & Coordination System: BSX.”

178 paul Stockton, E-PRO Handbook Ill Cross-Sector Coordination and Communications in Black Sky Events, EIS Council, 2018.

180 FEMA, “Non-Federal Outreach and Technical Assistance Offerings.”

181 Claudia Copeland and Nicole T. Carter, Energy-Water Nexus: The Water Sector’s Energy Use, Congressional Research Service, January 24, 2017.
182 NIAC, Water Sector Resilience: Final Report and Recommendations, June 2016.
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of the U.S. is supplied by 5 percent of the drinking water system, while the 15,000 water treatment facilities
serve over 75 percent.®

The Energy Sector’s water consumption is projected to rise 50 percent from 2005 to 2030.%8 According to a
2010 Congressional Research Service report, “The more water used by the energy sector, the more
vulnerable energy production and reliability is to competition with other water uses and water
constraints.” 8

Without water services, factories shut down, hospitals close, communities are disrupted, and most hotels,
restaurants, and businesses cease operations.®® If water and wastewater systems failed in communities
across multiple states or U.S. regions, the societal consequences and risk to the lives and safety of affected
populations would be difficult to overestimate.'®” As the U.S. Environmental Protection Agency (EPA) put it,
“water infrastructure damage can adversely affect the operation of all other critical infrastructure sectors.
Conversely, damage to other critical infrastructure sectors could negatively affect drinking water and
wastewater services, thereby creating an infrastructure interdependency.” 8

A growing number of electric utilities are installing their own emergency power generators or arranging with
partners (including the U.S Army Corps of Engineers (USACE)) to install generators when an emergency
strikes. Many utilities are also expanding their capacity to store generator fuel onsite, and are improving
their ability to provide mutual assistance when severe events occur.®

The EIS Council has been working with American Water, Aqua America, and the American Water Works,
developing black sky playbooks and a Water Sector Electric Infrastructure Protection (E-PRO) Handbook for
individual water and wastewater systems. A 2016 E-PRO Handbook recommended establishing minimal
sustainable service levels with infrastructure investments and developing plans to achieve those service
levels to strengthen the resilience and ability of water and wastewater systems to sustain emergency
operations.'®®

A 2018 American Water Works Association after-action report on Hurricanes Harvey and Irma,
recommended that DHS and FEMA establish a policy that designates water and wastewater services as top
priorities for power restoration.! The report emphasized that given the critical lifeline functions the Water
and Wastewater Systems Sector provide communities for response and recovery such as fire protection and
public health and safety, water systems should have top priority status when power supply is at risk.%2
Sustaining drinking water and wastewater services reduces pressure on other emergency management
needs, supports shelter in place capabilities and allows for continued economic activity.®3

183 NIAC, Water Sector Resilience: Final Report and Recommendations, June 2016.

184 Nicole T. Carter, Energy’s Water Demand: Trends, Vulnerabilities, and Management, Congressional Research Service, November 24, 2010.
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D. Transportation Systems Sector
In 2017, 29 percent of U.S. energy consumption was for transporting people and goods.*** As the NIAC
noted in its 2015 Transportation Sector Resilience: Final Report and Recommendations, “America’s
transportation system is a very complex ‘system of systems,” with seven distinct modes; a diverse ownership
across the private sector and federal, state, local, and regional jurisdictions; and a vast array of services to
move people and freight. This diversity complicates transportation planning, funding, design, and operations
and presents significant challenges for integrating resilience into infrastructure and organizational
practices.”® The seven distinct modes include: aviation, highway and motor carrier, maritime
transportation system, mass transit and passenger rail, freight rail, postal and shipping, and pipeline
systems.1%

Limited or degraded transportation systems in an affected area during a catastrophic power outage could
hinder response and restoration by delaying supplies or preventing individuals from traveling to their homes
or other safe areas.

The Pacific Northwest Cascadia Rising Exercise determined that catastrophic plans were inadequate for a
scenario of that magnitude because current response plans are developed assuming that fundamental
capabilities, such as communications and transportation, would be functional.®” The exercise determined
that failure to quickly prioritize critical transportation routes for evacuation and clearance delayed the
restoration of key routes in and out of impacted areas and that an over reliance on single modes of
transportation, such as rotary-wing aircraft, quickly created a bottleneck. Most notably, the exercise
illuminated that transportation agencies tend to function in silos, with minimal collaboration with other
participating entities to pool information and assets, causing information gaps and a lack of awareness of
resources available for assistance.

This was notable after Hurricane Maria struck Puerto Rico. One of the biggest lessons learned and massive
limiting factor for response on the island was the time and effort to get supplies and personnel to the island.
In the continental United States, supplies can be sent through a variety of methods (e.g., truck, rail, plane),
but there were only two ways to get supplies to Puerto Rico—airports and sea ports—both of which were
damaged. Given the limited ways to transport supplies, they were only able to send a certain number of
planes each day. The result was that supplies for power restoration were competing with public health and
safety supplies and priorities.

E. Financial Services Sector
The Financial Services Sector consists of investment institutions, insurance companies, credit and financing
organizations, and the infrastructure that enables these businesses to function.®® Financial Services Sector
disruptions can also have cascading impacts on other sectors that require financial data systems for day-to-
day operations. For example, in 2012, several financial institutions large and small withstood coordinated
distributed denial-of-service (DDoS) attacks.®

194 EIA, Monthly Energy Review, Table 2.1, April 2018.

195 NIAC, Transportation Sector Resilience: Final Report and Recommendations, July 10, 2015.

19 DHS, “Transportation Systems Sector: Sector Overview.”

197 FEMA, Emergency Managers Announce Improvements After Cascadia Rising Exercise, June 7, 2017.
198 DHS, “Financial Services Sector.”
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The Electricity and Financial Services Sectors are not only interconnected, but also underpin all other
sectors.?? The Homeland Security Advisory Council (HSAC) Cybersecurity Subcommittee stated in its 2016
report that these sectors along with the Communications Sector face rapidly growing cyber threats, and

because of other sectors’ reliance on them, could be attractive targets for a cyber attack.?*!

In 2016, the CEOs of eight banks—Bank of America, BNY Mellon, Citigroup, Goldman Sachs, JPMorgan
Chase, Morgan Stanley, State Street and Wells Fargo—came together to proactively identify ways to
enhance the resilience of the critical infrastructure underpinning much of the U.S. financial system. They
created a long-term strategic initiative that performs deep analyses of systemic risk across financial products
and practices, known as the Financial Systemic Analysis and Resilience Center (FSARC). The FSARC's mission
is to proactively identify, analyze, assess and coordinate activities to mitigate systemic risk to the U.S.
financial system from current and emerging cyber security threats through focused operations and
enhanced collaboration between participating firms, industry partners, and the U.S. Government.2%

The FSARC leverages the expertise of participating banks’ information/cyber-security teams with that of its
government partners, including the Department of Treasury, DHS, and the Federal Bureau of Investigation
(FBI).23

Il. Cross-Sector Exercises

There are a number of existing exercises that bring together key stakeholders across industry and
government to test plans, identify gaps that need to be addressed, and develop relationships before disaster
strikes. This section provides an overview of some recent exercises that could be enhanced or built upon to
test preparedness and response to a catastrophic power outage.

A. GridEx IV

NERC conducted its fourth biennial grid security and emergency response exercise, Gridex IV, from
November 15-16, 2017.2°* With 6,500 individuals and 450 organizations participating across industry, law
enforcement, and government agencies, GridEx IV provided an opportunity for various stakeholders in the
electricity sector to respond to simulated cyber and physical attacks that affect the reliable operation of the
grid, fulfilling NERC’s mission to assure the effective and efficient reduction of risks to the reliability and
security of the BPS.2%

Led by NERC'’s E-ISAC, GridEx IV was the largest geographically distributed grid security exercise to date. In
addition to the distributed play portion of GridEx IV, a six-hour executive tabletop involved industry
executives and senior government officials.?%® The tabletop was facilitated as a structured discussion for
industry and government to share the actions they would take and issues they would face in responding to
the scenario. Participants articulated the severe limitations and barriers that would need to be addressed,
both independently and collaboratively, to respond.?’

200 NIAC, Securing Cyber Assets, August 2017.
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The exercise identified some action items that need to be addressed. The most relevant for this study
include:28

e The need for increased shared understanding of the risk environment in different communities from
a long duration power outage to ensure there are answers before an event occurs.

0 This would require a coordinated effort starting at the local level then to the state and
federal level, with clear roles and responsibilities across all parts of government to divide or
align efforts.

e There has been no assessment of the mismatched supply of generators and fuel for backup
generators across multiple infrastructure sectors.

e The government needs to provide continual, proactive support through tighter coordination with
industry.

0 The government needs to stop providing episodic support and simply reacting to events,
and provide continuous support to industry through increased coordination.

e Expand GridEx IV further because the current exercise did not offer an effective opportunity for
electric utilities to exercise their external communications response plans with external
organizations, such as law enforcement and state emergency managers.

B. Dark Sky Exercise
In May 2018, the State of Wisconsin held Dark Sky, which simulated a long-term, mass power outage across
a wide swath of Wisconsin (45 counties—approximately two-thirds of the state—affecting 2.8 million
people) to test how Wisconsin Emergency Management (WEM), local emergency management officials, the
Wisconsin National Guard, first responders, and private utilities would respond to an outage’s second and
third order effects.

The purpose of the exercise was to test existing emergency and contingency plans, and to increase the
understanding of the coordination, policies, and procedures required to conduct a Joint Inter-Agency
response to cyber and physical threats and subsequent attacks on infrastructure.

The exercise was conducted May 15-17, 2018 at 19

different locations in Wisconsin and included more In March 2015, the Wisconsin Department of
than 1,600 participants from more than 240 agencies Military Affairs (which includes the Wisconsin
and departments across all levels of government and National Guard and WEM) and the seven private
the private sector. It also included a cyber range to Z:;Zf:;/gr: ng;ltc'esr'l":;?: SZC;;; effs :Z’a/;: 2017
smulate a cyber-physical attz':\ck on gr'ld infrastructure, the parties esZrblishfd the M;;isconsin 5ti/ities !
which brought together public and private sector oo G o avEsa fet aling ad
participants as part of a Red Team/Blue Team scenario. formalize a system to coordinate activities during
The exercise was also an opportunity for the state to an emergency.

test its separate secure fiber line that connects the
State Emergency Operation Center, Joint Operations
Center and key private sector entities.

Source: Wisconsin Department of Military Affairs

Dark Sky was the culmination of a multi-year planning cycle, which built on the state’s participation in prior
exercises include GridEx IV November 2017 and the 2017 and 2018 annual Statewide Mobile Interoperable
Communications exercises. The state was also part of FEMA Region V POIA planning and workshops.

208 NERC, Grid Security Exercise GridEx IV: Lessons Learned, March 2018.
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Wisconsin used the exercise to test a draft emergency fuel plan and state-level fuel stakeholder
coordination procedure. The state intends to use lessons learned from Dark Sky to inform development of a
statewide emergency fuel plan.

C. Cascadia Rising
The Cascadia Rising 2016 Exercise was a two-year effort to test and validate catastrophic plans for a 9.0
magnitude earthquake along the 700-mile Cascadia Subduction Zone (CSZ) fault with subsequent tsunamis
and aftershocks, impacting California, Oregon, Washington, and potentially Idaho.2%

The exercise spanned local, state, tribal, and federal governments, the military, private sector, and non-
governmental organizations (NGOs) in a simulated field response to the aftermath of a disastrous CSZ
earthquake and tsunami. Specifically, the exercise aimed to test the ability of EOCs in the region to
coordinate and communicate priorities and objectives, share situational information, and request, order,
and transport life-saving resources to impacted areas in the event of such a scenario.

The exercise highlighted that catastrophic plans should encompass the full planning process; from
formation, understanding the scenario, determining goals and objectives, decision making, to development,
implementation, and maintenance. Clear and aligned prioritization system should be developed for local
areas to work with state and federal entities. Other lessons learned most relevant to this study include:

e Jurisdictions should anticipate widespread communications outages and pre-identify alternate
communication strategies before a catastrophic event occurs.

0 The pocket of communication infrastructure that will remain accessible and functional in a
heavily degraded state will need to be able share vital information to the public with the
correct messaging.

e Alljurisdictions should consider extending access to their information management and
collaboration systems to external partners as needed, while ensuring the appropriate moderation
and maintenance required to sustain any increased access.

e Partnerships with private and military assets would greatly expand the transportation options
available. Processes for formalizing new relationships need to be streamlined to an expedited
process during disaster response.

D. Liberty Eclipse
DOE’s Liberty Eclipse exercise in November 2018, was intended be a “hands-on” test of the grid’s ability to
bounce back from a blackout caused by simulating the painstaking process of re-energizing the power grid
while squaring off against a simultaneous cyberattack on electric, oil and natural gas infrastructure.?°

The goal of the Liberty Eclipse exercise was to prepare the response to a major incident caused by cyber
attacks that could be frequent events in the near future. The exercise emphasized that utilities that have to
restore electricity following massive blackouts first need to provide initial jump of electricity before they can
start generating it.2!* The 2018 Liberty Eclipse exercise focused on re-energizing the grid and was expected
to further examine the electric sector’s reliance on natural gas.?2 It featured a two-day tabletop exercise for

209 FEMA, Emergency Managers Announce Improvements After Cascadia Rising Exercise, June 7, 2017.

210 Blake Sobczak, “DOE to vet grid’s ability to reboot after a cyberattack,” E&E News, August 3, 2018.

211 pierluigi Paganini, “Dept. of Energy announced the Liberty Eclipse exercise to test electrical grid against cyber attacks,” Security Affairs, August 6,
2018.
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grid and oil and natural gas representatives, ahead of an operational drill of the step-by-step process for
restoring electricity following massive blackouts.?*?

An after-action report is planned that will contain lessons learned and strategies to protect the grid against
emerging cyber threats.?'* DOE aims to make the Liberty Eclipse exercise a recurring, regionally focused
supplement to GridEx.

213 Blake Sobczak, “DOE to vet grid’s ability to reboot after a cyberattack,” E&E News, August 3, 2018.
214 |bid.
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Appendix F: Individual and Community Preparedness
Efforts

Ultimately all events, from small to large disasters, are local.?® This means that those closest to impacted
areas are the true first responders during any emergency or disaster—from individuals to families to
neighbors and local communities.?!® However, there remains an ongoing myth that the federal government
will be able to provide assistance and resources directly after an event to help with response and that is not
always the case.

State and local governments have a better understanding of needs of their communities and have
established relationships with owners and operators that will need to be called on following an event.
Therefore, a solid capacity at the local and state level to respond to the needs of people is of upmost
importance. The more communities can do to focus on preparedness before an event occurs, the more
likely they are to have better outcomes following an event.

However, not all communities are at the same level of preparedness. This means that any planning needs to
recognize that each community exists in its own context and there is not a one-size-fits-all approach for
preparedness.

As the frequency and severity of disasters increases, there are two key ways communities build up their
capacity and capabilities:

1. Accountability at the individual level for people and the local community.
2. Investment in infrastructure and community development that can make a big difference in a
community’s resilience.

State and local efforts are necessary to build community and individual resilience. This includes increased
outreach and education for businesses and the general public on steps they can take to survive in place,
improved personal preparedness, and support and sustainment of the local workforce that will be critical to
infrastructure restoration.

There are a number of ongoing efforts aimed at building individual and community resilience, including
state initiatives and the work being done by the National Institute of Standards and Technology (NIST)
Community Resilience Program. This appendix provides a high-level overview of those efforts.

National Voluntary Organizations Active in Disaster

The NVOAD is a nationwide coalition of organizations that work together to help communities prepare for and
recover from disaster. It is made up of NGOs, faith-based and community-based organizations and promotes
cooperation, communication, coordination, and collaboration among members to create a more effective delivery
of services to communities affected by disaster.

NVOAD also provides specific liaisons to work at designated DHS/FEMA locations to support ESF #6.

Source: FEMA, ESF #6 Fact Sheet

215 FEMA, DHS, “Unit Four: Emergency Management in the United States,” Training.
216 FEMA, 2018-2022 Strategic Plan, 2018.
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|.  Examples of State Government Initiatives for Community

Preparedness

Although federal and state entities provide preparedness resources to individuals through websites,
campaigns, and pamphlets, examples observed in the state of Washington, Oregon, and Hawaii reveal
additional possible efforts that could better ensure the safety of the public during a catastrophic power

outage.

e Washington: After the 2016 Cascadia Rising
exercise—which tested the Pacific Northwest's
ability to not only survive but recover from a
Cascadia Subduction Zone earthquake and
resulting tsunami?'’—identified issues with
transportation, evacuation, sheltering and
significant time before regional response
agencies and neighboring states send
assistance,?'® Washington and representatives
from regions, cities, and counties of the entire
state, voted to change the disaster
preparedness timeline previously at 3 days to
14 days or more. The state has provided
information on creating a Disaster Go To Kits
and ways to stockpile food within homes.?%°

e Oregon: Oregon’s Office of Emergency

Community Emergency Response Team (CERT)
Program

FEMA’s Community Emergency Response Team
(CERT) program is designed to help communities
prepare for effective disaster response through
training and preplanning. CERT educates volunteers
about disaster preparedness for the hazards that
may impact their area and trains them in basic
disaster response skills, such as fire safety, light
search and rescue, team organization, and disaster
medical operations. There are over 2,700 local CERT
programs nationwide, with more than 600,000
individuals trained since CERT became a national
program.

Source: FEMA, Community Emergency Response

Management encourages people to be prepared to be on their own for a minimum of two weeks,
and details guides in time increments, from 2 minutes, 2 hours, 2 days, and 2 weeks after an
event.??° This lessens the strain on emergency responders who need to focus limited resources on
injured and other vulnerable populations immediately following a disaster.??

e Hawaii: Hawaii’s Emergency Management Agency (HI-EMA) launched a 2 Weeks Ready Campaign to
inform the public of the necessary plans, kits, and procedures for a disaster with wide-spread
impacts beyond the standard 72 hours.??2 There is also a Hawaii Hazards Awareness and Resilience

Program (HHARP) to help communities prepare to be self-reliant during and after events.

223

217 FEMA, Cascadia Rising 2016 Exercise: Joint Multi-State After Action Report, September 6, 2016; Emergency Management Division Washington,

“Preparedness.”

218 “Disaster Preparedness — 3 Days, (72 Hours) is NOT Sufficient,” Website for the City Of Ocean Shores.
219 “Snohomish County Disaster Preparedness Guide,” snohomishcountywa.gov, January 2017.
220 Oregon Office of Emergency Management, “Communicating during & after emergencies.”

221 “2 \Weeks Ready,” Oregon.gov.

222 Eric Holdeman, “Hawaii Opts for 14 Days Preparedness,” Emergency Management, August 22, 2018; HI-EMA, 2 Weeks Ready Brochure, August

2018.
223 HI-EMA, “Hawaii Hazards Awareness and Resilience Program (HHARP).”
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ll. National Institute of Standards and Technology Community
Resilience Program

NIST has been working on developing community resilience planning and related guidance tools designed to
be community-driven and incorporated into existing efforts for a number of years. Part of this effort is the
NIST Community Resilience Program, which began in 2014 in response to several large-scale disasters.??

The program is designed to: 2%

1. Develop science-based tools and metrics to support and measure resilience at the community level
and support economic evaluation of alternative solutions to improve resilience.

2. Engage community resilience stakeholders for feedback for products, such as guidance, tools, and
metrics, for planning and implementing resilience measures.

3. Learn from events that have impacted the built environment to better understand adverse hazard
impacts on communities and develop improved tools and methods for field studies.

The program is meant to be locally led. The community resilience planning and related guidance tools,
including economic decisions guides and community resilience planning guides, are designed to be
community-driven and incorporated into existing efforts.??® Through the guidance, communities can
establish collaborative planning teams who do the bulk of the work, and engage a larger stakeholder
network to inform the process.

To emphasize that the program’s solution are not imposed on a community, but rather developed
consistent with a community’s capacity to build, maintain, and operate over time, NIST is initiating a
program call the Community Resilience Panel.??” Because engagement across the community is key to
ensure all stakeholders are bought into the process and its end result, this panel within communities will
promote collaboration among stakeholders to strengthen the resilience of buildings, infrastructure, and
social systems upon which communities rely.??® Cities, counties, and communities need to define what
resilience should look like for them, such as determining their unique critical functions or locating vulnerable
populations. NIST’s approach is to develop tools that can be implemented locally to help develop the
capacity at the local levels.

The first major deliverable of the Community Resilience Program was the Community Resilience Planning
Guide for Buildings and Infrastructure Systems report, released in 2015.%%° The Guide offers a six-step
process to develop community resilience containing resilience plans that drive or complement ongoing
resilience improvement planning across communities. Since the Guide’s release, several communities have
begun to use it to develop resilience plans. Some examples include:2%°

e Fort Collins, Colorado used the Guide to address government, education, healthcare, and
community service organizations that provide shelter during emergencies.

224 NIST, “Community Resilience Program.”

225 |bid.

226 |bid.

227 |bid.

228 |bid.

229 Stephen A. Cauffman, Community Resilience Planning Guide for Buildings and Infrastructure Systems: Observations on Initial Implementations.
NISTIR 8229, September 2018.
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o Delaware Department of Transportation (DelDOT) used the Guide to support two highway corridor
assessments and as a reference in the development of Maryland’s Strategic Implementation Plan for
Climate Change, Sustainability, and Resilience for Transportation.?3!

e Howard County, Maryland used the Guide as it was in the process of developing a recovery plan for
the county that used the NIST Guide as a reference.

NIST has also done work to identify building clusters or the buildings within communities that provide
crucial services or functions.?*? Every building and infrastructure system is not needed immediately
following a hazard event. The time needed to achieve community recovery depends on the extent of
damage, the overall physical and mental health of the community, dependencies between systems, the
characteristics of the community’s economy, the governance structure, and the availability of financial
resources. Therefore, it is important that these factors be known and understood across a community to
support recovery.?3 Setting specific performance goals for building clusters communities will shape the
sequence of recovery activities for their built environment and identify dependencies between systems. This
can help communities identify sheltering capacity, and other needs.?*

231 Delaware Department of Transportation, Strategic Implementation Plan for Climate Change, Sustainability & Resilience for Transportation July
2017.

232 NIST, Guide Brief 11 — Determining Building Cluster Performance Goals, NIST Special Publication 1190GB-11.
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Appendix G: Lessons Learned from 2017 Disasters

The federal government, SLTT governments, and utilities currently have robust systems and processes in
place to respond to disasters we have previously experienced (e.g., hurricanes) even if an event is more
severe than those previously experienced. These entities continue to learn from each event and incorporate
the experiences and knowledge to improve preparedness and response for similar future disasters.

During the course of the study, the nation experienced a number of severe disasters causing loss of life,
destruction of communities, and billions of dollars in damage.

This study did not focus on preparedness, response, and recovery from hurricanes, wildfires, and other
disasters; rather it focused on events beyond modern experience. However, the lessons learned from prior
events, including the disasters that took place in 2017 and 2018 provided the NIAC with a better
understanding of current response plans and the challenges that the nation may face in a catastrophic
power outage. This appendix provides a high-level overview of the information most relevant to this study,
and should not be considered a comprehensive summary of the disasters and their impact, or lessons
learned.

. Overview of the 2017 Disasters

In 2017, four near-sequential disasters—Hurricane Harvey, Hurricane Irma, Hurricane Maria, and the
California wildfires—created an unprecedented demand for federal disaster response and recovery
resources.?® It was the most active hurricane season since 2005, and was the seventh most active season in
historical record dating back to 1851.%¢ The 2017 hurricanes and wildfires collectively affected 47 million
people—nearly 15 percent of the nation’s population.?*” The cumulative to the U.S. was $306.2 billion,
breaking the previous cost record of $214.8 billion from 2005.%2 Specifically, 2017 had 17 named storms, 10
of which became hurricanes including 6 major hurricanes (Category 3, 4, or 5);%° the strongest Atlantic
Ocean hurricane on record with winds peaking at 185 mph (Hurricane Irma); 71,499 wildfires;**° and greater
amount of DOD contracts and mission assignments for the response to the California wildfires than the
hurricane response in support of Texas and Florida combined.?*

A. Puerto Rico
In September 2017, Hurricane Irma caused significant damage to Puerto Rico, leaving over a million
residents without power. Before the island could move from response to recovery efforts, Hurricane Maria
further destroyed and caused widespread failure to the island’s power grid, resulting in the longest power
restoration mission in U.S. history.?* It is also the largest and longest federal response to a domestic
disaster, including being the longest air mission for FEMA, the largest medical response ever, and the largest
power restoration mission. 243

235 GAO, “2017 Hurricanes and Wildfires,” September 2018.

236 NOAA, “Extremely Active 2017 Atlantic Hurricane Season Finally Ends,” November 30, 2017.

237 FEMA, 2018-2022 Strategic Plan, 2018.

238 NOAA, “Hurricane Costs,” Last modified October 17, 2018.

239 NOAA, “Extremely Active 2017 Atlantic Hurricane Season Finally Ends,” November 30, 2017.

20 NIFC, “Total Wildland Fires and Acres (1926-2017).

241 FEMA, 2018-2022 Strategic Plan, 2018.

242 Rhodium Group, “America’s Biggest Blackout,” 2018.

243 FEMA, “Puerto Rico One Year after Hurricanes Irma and Maria,” Press release, September 6, 2018.
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In the immediate aftermath, more than 80 percent of the island’s power lines were knocked down in the
Category 4 winds—uprooting much of Puerto Rico’s infrastructure and leaving all 3.6 million residents
without power and 90 percent of cell towers were out of service.?** Almost full power was restored to the

entire island 11 months after Hurricane Maria hit, with
only small pockets of outages due to geography
constraints or the need for new transmission lines.?*

There were cascading second-, third-, and fourth-tier
effects stemming from the loss of power. Water pumps
shut off?* and water testing labs were affected, causing
further delays in accessing safe, potable water.?”
Damage to pharmaceutical manufacturing facilities
caused a shortage of saline IV bags across the United
States. 2*® With no way to keep money flowing, the
Treasury Department sent $250,000 in cash to allow
commerce to continue on the island.

Puerto Rican officials initially announced that 64 people
died as a result of Hurricane Maria.?*® A 2018 study
reported that the estimate was much higher at 2,975
people.?°

Il. Lessons Learned

As discussed throughout the report, the federal
government, SLTT governments, and utilities
continuously look for ways to improve emergency
preparedness and response whether from an exercises
or actual events. This section includes insights gathered
during interviews and from after-action reports.

A. Utility Lessons Learned

2018 Disasters
This year also brought a number of severe storms
and disasters:

e The 2018 hurricane season was the most
active recorded for Pacific Ocean storms with
Hurricanes Lane, Rosa, Sergio, and Willa.

® Hurricane Florence had the second highest
rainfall after Hurricane Harvey causing an
estimated $13 billion in damages.

® Hurricane Michael was the most powerful
storm to hit the Florida Panhandle on record.

e The 2018 Camp Fire is the deadliest and most
destructive fire in California history. As of
November 26, 2018, it destroyed 18,000
structures, burned 153,000 acres, and killed
85 people.

e The Mendocino Complex fire that began in
July 2018, was the largest recorded fire in
California burning 459,123 acres. 280
structures were destroyed, including 157
residences, killing a firefighter and injuring
four others.

Source: The Washington Post, Sept. 19; ABC 13
Eyewitness News, November 19; ABC 11 Eyewitness
News, Sept. 26; USA Today, Oct. 23

The 2017 hurricanes reinforced that there is no easy or one-size-fits-all solution. The NIAC learned that in
most cases, mutual assistance continues to be an effective way for utilities to quickly and efficiently restore
service; but this can be dependent on geography and company structures. The pre-positioning of resources

and working closely with SLTT and federal partners also helps utilities respond more efficiently. Finally,
investments in infrastructure hardening and system modernization ahead of a disaster can make help
reduce the impact and/or speed restoration. Other lessons learned, include:

244 FCC, Communications Status Report for Areas Impacted by Hurricane Maria, September 27, 2017.
245 Jessica Resnick-Ault, “Puerto Rico finally restored power to the entire island — 328 days after Hurricane Maria hit,” Business Insider, August 15,

2018.

246 John Humphrey, “7 Things About Life in Puerto Rico with No Electricity,” IEEE Spectrum, December 4, 2017.

247 Sara Reardon, “Puerto Rico struggles to assess hurricane’s health effects,” Nature, November 15, 2017.

248 Sarah Baker, “Are we doing enough to protect the health care supply chain?” The Hill, March 30, 2018.

249 pyerto Rico Public—Private Partnerships Authority, An Economic and Disaster Recovery plan for Puerto Rico, July 9, 2018.

250 Milken Institute School of Public Health, George Washington University, Ascertainment of the Estimated Excess Mortality From Hurricane Maria in

Puerto Rico, 2018.
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e Fast and efficient restoration is dependent on prior training, established mutual assistance
agreements, and investments in new technology. For example, before, during and after Hurricane
Harvey, CenterPoint—the energy utility covers a 5,000 square-mile service territory in the Houston
metropolitan area—mustered resources, created staging sites; and transported, housed, and fed
the people needed for response and restoration (approximately 3,500 resources).?! Over the
course of the 5-day event more than 1 million customers lost power, but CenterPoint experienced
only 200,000 people without power at any one time.

e The use of smart meters enabled constant metering and outage tracking during and after the
storm. When crews were unable to go into the field after the storm, meters provided constant
power updates enabling power utilities to accurately report to customers, the media, regulators,
and legislators about outages and power restoration in real-time, sometimes through social media.
This type of response is dependent on working communications.

e Investments in hardening before a disaster make a difference. For example, Florida Power and
Light (FPL) spent billions to harden its infrastructure following the 2004 hurricane season when it
experienced four hurricanes in 44 days (Hurricanes Charley, Frances, Ivan, and Jeanne).?>? FPL was
worked with its regulators and conducted outreach with customers as part of the process.

0 Hurricane Irma was a Category 4 storm, which was 1.5 times stronger than a previously
devastating storm that caused an average of 8 days until power restoration. After Hurricane
Irma, the average FPL customer in Florida had power back after 5 days, the fastest
restoration of the largest amount of people by one utility in U.S. history.?3 For the service
territory, every day customers are without power results in $1 billion of economic loss. For
average customers there were 3 days less outages; those three days saved $3 billion of
economic loss.

B. FEMA Lessons Learned
In its 2017 Hurricane Season After-Action Report, FEMA found that the 2017 hurricanes and wildfires
highlighted some longstanding issues and revealed other emerging response and recovery challenges. For
example, the concurrent timing and scale of the disaster damages nationwide caused shortages in available
debris removal contractors and delays in removing disaster debris—a key first step in recovery. In addition,
FEMA'’s available workforce was overwhelmed by the response needs.?*

During the 2017 response, a Power Task Force—with representatives from FEMA, DOE, USACE, the private
sector, and local government—was stood up to discuss ongoing issues and serve as an operational team
during an event as a way to respond more effectively and efficiently. The AAR highlighted the need to
continue this collaborative, steady state partnership.

FEMA also incorporated lessons learned from 2017 into its 2018-2022 Strategic Plan, which outlines the
agency’s path forward for improving emergency response. FEMA highlighted a key lesson learned is that the
most effective strategy for emergency management is when it is federally supported, state managed, and
locally executed.?>®> As mentioned in Appendix D, FEMA identified 3 strategic goals and 12 supporting
objectives to guide efforts in the coming years.

251 Center Point, “Where we serve.”

252 David Fleshler, “Taken by Storm,” Sun Sentinel, August 8, 2014.

253 “EpPL completes service restoration to more than 4.4 million customers impacted by historic Hurricane Irma,” Press release, September 22, 2017.
254 GAO, “2017 Hurricanes and Wildfires,” September 2018.

255 FEMA, 2018-2022 Strategic Plan, 2018.
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Other lessons learned that were highlighted in the plan, include:

e All levels of governments need to be better prepared with their own supplies, have pre-
positioned contracts with enforcement mechanisms, and be ready for the economic effects of a
disaster. This includes developing a more comprehensive understanding of local, regional, and
national supply chains, as well as stronger relationships with critical private sector partners to
support rapid restoration in response to catastrophic incidents. 2>

e Plans are based on the best information available, but no disaster follows the plan. Every response
requires adaptation, which is why flexible authorities and programs are important. For example,
FEMA'’s plans did not anticipate the massive requirements to directly assist electricity,
telecommunications, and fuel sector utilities with air and sea movement for response and recovery
efforts in Puerto Rico. FEMA needs to support states to build a greater capacity to respond to small-
scale events, without an oversized federal response by providing financial assistance to state-
managed disasters. 2>’

e Critical infrastructure owners and operators, and state and local governments, should be
encouraged to invest in more resilient infrastructure. This includes investment in pre-disaster
mitigation opportunities, such as up-to-date building codes and hurricane resilient building
materials.?® Investments in hardening infrastructure and ensuring it is well-maintained can help
reduce the severity of storm impacts and help areas recover and restore power faster.

e Private companies working collaboratively can make a huge impact in response and recovery
efforts. A lack of knowledge or awareness about interdependencies and cascading effects can delay
response and recovery. The private sector, which has a greater knowledge of day-to-day operational
needs, should be engaged from the beginning. For example in Puerto Rico, the power outage caused
water pumps to shut off?>® and water testing labs to lose power, which causing further delays in
accessing safe, potable water.2%°

e Mutual aid contracts should be established prior to an event, with details such as cost and timing
decided ahead of time, so recovery and restoration can begin without delays. Standardized
contracts should be integrated under one umbrella that is applicable across states and the public
and private sectors. For example, New York already has this type of contract between states, which
is why after Superstorm Sandy resources were organized more efficiently for response and recovery
efforts.?%!

e Federal coordination with other federal, local, and volunteer emergency partners before an event
occurs cuts down on response time. FEMA coordinated closely with Texas, Florida, and California
emergency management officials and other federal, local, and volunteer emergency partners to
implement emergency preparedness actions prior to the 2017 disasters. This helped overcome a
number of challenges such as deploying a sufficient and adequately-trained disaster workforce and
removing debris in a timely manner after the 2017 hurricanes and wildfires cutting down on the

overall time for response.?%?

256 FEMA, 2018-2022 Strategic Plan, 2018.
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N IA The President’s National 72
Infrastructure Advisory Council







Catastrophic Power Outage Study

C. Looking Ahead

While communities continue to recover from these events, FEMA has already started implementing its
recommendations from the after-action report and its strategic plan. One such recommendation, is the

update to the NRF to focus more on critical lifelines and cross-sector coordination (See Appendix D for more
information).
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document is now updated. The GDP is 11/20/18, so we just added the date to the title. The citizen
correspondence docs are in the Large File Link in the attachments. It does take a few minutes to load
due to the size of the pdf. Yes, all of the meeting documents are on the website.

Wanda

From: Dave Hammond [mailto:davehammond@gmail.com]

Sent: Monday, December 3, 2018 7:12 PM

To: Patrick White <PWhite@spotsylvania.va.us>

Cc: Wanda Parrish <WParrish@spotsylvania.va.us>; Russ Mueller <rmueller540@comcast.net>; Sean &
Anita Fogarty <sfogarty77 @verizon.net>

Subject: sPower Documents on County Website Not Updated

Patrick -- please ensure the sPower documents on the county website are updated ASAP. For
example, the sPower site plan and narrative in the PC Public Hearing coversheet are dated Nov.
20, but the SUP18-0001 page contains the old documents. Are all of the documents provided for
the meeting on the county website?

All documents should be clearly dated so that updates are are readily apparent (a date in the
document name would be helpful).

Another question is why aren't all of the presentations that have been made to the Planning
Commission that had written comments submitted for the record, and all emails from citizens
with recommendations and comments compiled for the Planning Commission to review? Some
organizations such as the Fredericksburg Regional Alliance have their input provided as part of
the meeting backup information, but the extensive citizen input has been omitted.

Thanks,
Dave Hammond

This email was Mal ware checked by UTM 9. http://ww. sophos. com







From: Al Palmer <apalmer@gorrillpalmer.com>

Sent: Wednesday, December 5, 2018 6:25 PM

To: Patrick White

Cc: Wanda Parrish; grenewpc@gmail.com

Subject: RE: SUP18-0001 sPower Development Co, LLC dba sPower
Attachments: Palmer - Special Use Application Comments - December 5, 2018.pdf

Good evening Patrick,

Attached please find a copy of the comments that | will submit during the Planning Commission hearing
this evening.

Please do not hesitate to contact me with any questions.

Al Palmer | Principal

GORRILL
N PALMER

207.415.5903 (mobile)

From: Patrick White <PWhite@spotsylvania.va.us>

Sent: Tuesday, November 27, 2018 6:57 PM

To: Al Palmer <apalmer@gorrillpalmer.com>

Cc: Wanda Parrish <WParrish@spotsylvania.va.us>

Subject: RE: SUP18-0001 sPower Development Co, LLC dba sPower

Hi Mr. Palmer,

| would recommend noting the second and fourth Tuesday of each month on your calendar as potential
Board meeting dates.

| would recommend noting the first and third Wednesday of each month as potential Planning
Commission dates, it would surprise me if the PC acted the on their first review of SUP18-0001. These
dates should be blocked out through the end of March. | expect that the cases will be decided by

then. (I say cases because there are three of them, we’re proceeding with the core site first, and
following with the two smaller sites at the subsequent PC meeting.)

Apart from this general guide, the public hearing schedule is a little too fluid to predict right now.
However, no sPower special use permit applications will go to the Board on December 11%", our
advertising requirements would not be met; that date is out.

Thank you,
PCW

Patrick Carlton White
Planner llI

Spotsylvania County, Va
540-507-7427





From: Al Palmer [mailto:apalmer@gorrillpalmer.com]

Sent: Tuesday, November 27, 2018 6:04 PM

To: Patrick White <PWhite@spotsylvania.va.us>

Subject: SUP18-0001 sPower Development Co, LLC dba sPower

Hi Patrick,

I plan on attending the Planning Commission next week for the sPower Application, and will be
submitting written and verbal comments.

| would also like to attend the Board of Supervisors Public Hearing, and wanted to see if there has been
any dates selected for that meeting(s). | travel frequently for business and wanted to confirm (if
possible) whether the Application(s) will be scheduled for the upcoming BOS meeting on December 11,
2018.

| appreciate your forwarding any potential BOS Hearing dates that may be under consideration.
Thank you,

Al Palmer | Principal

GORRILL
. PALMER

9010 Old Battlefield Blvd, Suite 100 | Spotsylvania, VA 22553
540.507.8753 (office) | 207.415.5903 (mobile)
www. gorrillpalmer.com

The information transmitted is intended only for the person or entity to which it is addressed and may
contain confidential and/or privileged material. Any review, retransmission, dissemination or other use
of, or taking of any action in reliance upon, this information by persons or entities other than the
intended recipient is prohibited. If you have received this email in error, please contact the sender and
delete the material from any computer.
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December 5, 2018

Mr. Gregg Newhouse, Chairman
Spotsylvania Planning Commission
9019 Old Battlefield Blvd.
Spotsylvania, Va. 22553

Subject: Special Use #SUPI18-001
Comments on Application Packet

Dear Mr. Newhouse,

As a resident of Spotyslvania County, and a Registered Professional Civil Engineer with over 30 years of
land development experience, please accept this letter as comments with respect to the above
referenced application. Prior to presenting my comments, | would like to extend my thanks and
appreciation to you as well as the other members of the Planning Commission for your time and effort
in reviewing this application. Having served for 7 years on a Planning Board, with 3 years as Chairman, |
am well aware of the time commitment that this application will demand of the Commission members,
both in preparation for and during meetings. | would also like to compliment the efforts of the Planning
Department with respect to their diligence on this application. The Planning Commission Staff Report,
dated November 29, 2018 was extremely thorough, well presented and very helpful as | reviewed the
application package. | would also commend the County for retaining Dewberry to conduct a peer
review of portions of the Application as the peer review process is constructive and will add value to
the process.

For ease of the Commission’s review, my comments have been organized with respect to Sec. 23-4.5.7. —
Standards of Review for the Special Use.

Standard: (a) General standards: (1) That the proposed use is in accord with the comprehensive plan
and other official plans adopted by the County.

Comment: As noted on page 29 of the Staff Report, “Staff cannot find that the project is substantially
in accord with the Comprehensive Plan at this time due to the lack of certain finalized plans that
should be conditioned to address health, safety, and welfare. Specifically, those Plans include:

o Traffic Mitigation Plan

e Landscape Cover and Buffer Maintenance Plan
e Soil Testing and Remediation Plan

e Decommissioning Plan”

Due to the size and complexity of this project and the number of potential parties that may be impacted
as a result of the construction, | would strongly encourage the Planning Commission to require
submission of these plans while the Public Hearing process is still open so that members of the public
have an opportunity to review and comment on the material.







sPower Application Comments
December 5, 2018
Page 2

Standard: (a) General standards: (1) That the proposed use is in accord with the comprehensive plan
and other official plans adopted by the County. Guiding Principles and Policies E.1. Protect
environmental quality by promoting a comprehensive approach to air and water quality management.
(Emphasis added)

Comment: It appears that Dewberry has not been retained by the County to conduct a peer review of
the Applicant’s Conceptual Stormwater Management Plan. Due to the size and complexity of the
project, | would recommend that the County consider retaining Dewberry to conduct a peer review of
the current plan. In particular, it would appear desirable to have Dewberry evaluate the manner in
which the solar module panels have been modeled in the Water Quality Analysis. In accordance with
the VADEQ Guidelines, Kimley Horn has only considered the support posts as being impervious for the
purpose of determining if water quality treatment needs to be incorporated into the project when and if
it moves forward to Site Plan Review. As currently presented by Kimley, Total Phosphorous Load
Reduction is not required based on the Virginia Runoff Reduction Method — New Development
Compliance Spreadsheet. Modeling only the support posts (approximately 0.11 sf per post versus 26.4
sf per panel) as impervious results in approximately 58 acres of impervious surface. While the VADEQ
doesn’t require the panels to be modeled as impervious cover, there doesn’t appear to be any
restrictions in the Spotsylvania Code that would prevent the Planning Commission from requiring a
greater standard than DEQ. If the entire solar panel module is modeled (from a stormwater standpoint)
as impervious than it appears that there would be on the order of 1,000 acres of impervious surface
(depending on the final number of modules). | could not easily discern from the Application the actual
number of panels proposed, but have assumed approximately 2.5 acres of panel area per 1 MW. As
noted by the Applicant, the module panels would be positioned in a near flat (horizontal) configuration
during significant periods of the day. In a near flat configuration the module panels would generate
runoff akin to impervious surface, and in my professional opinion should be modeled as impervious
surface due to the size of the project to ensure that there are no adverse impacts to downstream
waterbodies. If the module panel is modeled as impervious, the impervious cover ratio for the
development site would appear to exceed 10%, the level at which the US EPA recognizes a high
likelihood of downstream waterbodies becoming impaired. If water quality treatment (phosphorous
load reduction) is not required for this project, the damage to the downstream waterbodies could be
significant which would be contrary to the Comprehensive Plan, as well as the Clean Water Act.

Standard: (a) General standards: (2) That the proposed use or development of the land will be in
harmony with the scale, bulk, coverage, density and character of the area or neighborhood in which it is
located; (emphasis added)

Comment: It does not appear that the Applicant has addressed this requirement in their Development
Narrative. The burden should be on the Applicant to demonstrate compliance. | would request that the
County require the Applicant to address these criteria while the Public Hearing process is still open.







sPower Application Comments
December 5, 2018
Page 3

Standard: (a) General standards: (5) That the proposed use will not be detrimental to the public welfare
or injurious to property or improvements in the neighborhood;

Comment: In order to avoid detrimental impacts to the public welfare, | would largely concur with
Dewberry’s Recommendation #16 regarding the Decommissioning Plan which states:

“Dewberry recommends that the County require bonding the actual costs of the
decommissioning before the recycling amounts are figured in.”

| would concur with Dewberry that the surety amount should be determined before the recycling
amounts are determined as it is not practicable to determine the recycled value of any material 35 years
in advance. One change to the Dewberry recommendation that | would recommend that the
Commission/Board consider is the form of surety. Has the County ever required a bond that may
theoretically be called 35 to 40 years in the future? How does the County insure that the Applicant (or
successors) maintain the bond over that time frame? How does the County insure that the Bonding
Agent will have sufficient resources over that time frame in the event that it is necessary to call the
bond? A solution, which provides the greatest level of protection for the County and it’s residents,
would be to require a cash escrow account held by the County based on the current value of the
decommissioning costs (before any recycling amounts are figured in). Once the decommissioning is
completed to the satisfaction of the County, the escrow account (and any accrued interest) would be
returned to the Applicant.

Standard: (a) General standards: (6) That the proposed use is appropriately located with respect to
transportation facilities, ...;

Comment: The Applicant projects that there will be 140 construction delivery trip ends per day for at
least 15 months to construct the facility. Of these 140 trip ends, 66 of them are noted as “heavy haul”
loads. Has the County conducted an evaluation of the reduction in design live for the County/State
roads that will be used for access? Orange Plank Road was recently overlaid and it would appear that
this project would result in degradation of that pavement, although it might not show up during
construction, rather it would likely become apparent after the project is completed. | compliment the
County Staff on their recommendations to have the Applicant be responsible for any visible damage to
roads as a result of the project, but would recommend that the County consider imposing a fee to the
Applicant for the reduction in design live of the servicing roads as a result of the construction.

Standard: (a) General standards: (7) That the proposed use will not cause undue traffic congestion or
create a traffic hazard;

Comment: It does not appear that the Applicant has conducted a traffic analysis of the intersection of
Orange Plank Road and Brock Road. Based on the Applicant’s information, approximately 40% of the
Construction Traffic is anticipated to use Orange Plank Road. While the County evaluated the Orange
Plank roadway segment, it does not appear that the intersection has been evaluated. As a daily user of
the intersection, | would doubt that this intersection operates at an acceptable level of service during
either the morning or evening peak hours. | would recommend that the County require a traffic analysis
of this intersection to demonstrate compliance with this standard.







sPower Application Comments
December 5, 2018
Page 4

Standard: (a) General standards: (7) That the proposed use will not cause undue traffic congestion or
create a traffic hazard;

Comment: It appears that Dewberry has not been retained by the County to conduct a peer review of
the Applicant’s Construction Traffic and Access Evaluation. Due to the size and complexity of the
project, | would recommend that the County consider retaining Dewberry to conduct a peer review of
the current Traffic Evaluation.

As the Staff Report highlighted several significant concerns with the Application and requested
additional information, it would appear reasonable for the Commission to keep the Public Hearing open
until such time that all information has been submitted so that the public has the opportunity to
comment on any subsequent Applicant submissions.

| appreciate the Commission’s consideration of these comments. | would be happy to meet with the
Planning Staff subsequent to the Public Hearing if desired to elaborate on these items.

Thank you,

Gz A7l

Alton Palmer

11218 Chivalry Chase Lane
Spotsylvania, VA 22551
(207) 415-5903








From: Richard Genaille <richardgenaille@gmail.com>

Sent: Monday, December 10, 2018 1:33 PM

To: Jane Reeve

Cc: Nadera Greene; nwoodward@spotsylvania.va.us; Wanda Parrish; Patrick
White; Judy Genaille

Subject: Request to Display Map on Video Screens at Board of Supervisors Meeting
Tomorrow 12/11/18

Attachments: IMG_2312.19G; ATT00001 txt

Jane,

Please load this map into the computer so | can use it for my presentation to the BOS. | will be sending a
couple more items that | want to show as well. We will also need the trench burner video again that we
used at the Planning Commission Public Hearing on 12/5/18. Thank you!

Richard Genaille

This email was Malware checked by UTM 9. http://www.sophos.com
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Sent from my iPhone

-- 
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From: Richard Genaille <richardgenaille@gmail.com>

Sent: Monday, December 10, 2018 1:40 PM

To: Jane Reeve

Cc: Nadera Greene; Wanda Parrish; Patrick White; Judy Genaille
Subject: Request to Show Video at BOS Meeting /12/11/18.

Jane,

This is the last item for the BOS meeting tomorrow. Many thanks!

Richard Genaille

https://twitter.com/Trow_Fire_Stn/status/854329531997597696

Sent from my iPhone

This email was Malware checked by UTM 9. http://www.sophos.com






From: Richard Genaille <richardgenaille@gmail.com>

Sent: Wednesday, December 5, 2018 11:20 AM

To: Thomas G. Benton; Paul D. Trampe; Chris Yakabouski; Kevin Marshall;
Timothy J. MclLaughlin; David Ross; Gary Skinner; grenewpc@gmail.com;
2012sheriffsmith@gmail.com; berkeleymaddox@gmail.com;
spotsysalem@gmail.com; Jay Cullinan

Cc: Wanda Parrish; Patrick White; Judy Genaille
Subject: Richard Genaille Written Comments on Planning Commission Staff Report
SUP18-0001

Supervisors, Commissioners,

| was pleased to see the Planning Commission Staff Report on SUP18-0001 includes several necessary
conditions to mitigate potential fire hazards on SPower Site A. Unfortunately, the report did not include
requirements for SPower to provide 24/7 on-site firefighting capability and a 300 foot firebreak around
the periphery of the site. The lives of thousands of citizens and their property will be put at risk as a
result.

The probability of a fire originating on the site will increase dramatically during construction and
operation of the facility. There are approximately 2700 residences around the periphery. Due diligence
dictates that the county plan for the eventuality of a worst case fire event occurring during construction
and the 30 year operational life of the proposed mega PV solar facility with 1.8 million solar panels,
hundreds of inverters, and miles of electrical cabling.

Given the size of Site A (4.7 miles by 2 miles) and distances to the nearest fires stations, the on-site 24/7
firefighting capability is necessary to insure a fire is contained and extinguished on site before it gets out
of control.

The 300 foot firebreak around the periphery is necessary to provide local firefighting units time to reach
the scene of the fire before it expands to the site boundary, and to protect the lives and property of
citizens who live on the periphery of the site should the fire spread faster than firefighting units can
respond.

The closest firefighting unit to Site A is Station 7 (Wilderness) which is 5 miles from the nearest entrance
to the site.

Firefighting units would have to travel narrow, curvy paved and unpaved roads to reach the site
entrance, then navigate their way through as much as 2 miles of narrow aisles between solar arrays to
reach the fire location.

It may take as long 15 minutes or more to reach the scene if the fire is located in the eastern part of Site
A.

Wildfires travel at a rate of 1 mile in 4 minutes, faster if driven by wind. At that rate a fire originating
anywhere in Site A will reach homes on the periphery before firefighters arrive at the scene.





Anything less than a 300 foot wide firebreak would likely put residents and their property at risk of flying
shrapnel and molten metal should a DC arc blast occur near the outer edges of the solar field.

The National Forest Service recommends a 300 foot wide firebreak on the downwind side of a
controlled burn site. Since surface wind direction and speed vary significantly in our area over time, it is
prudent to require a 300 foot wide firebreak around the periphery of Site A.

There are remaining forested areas in Site A that extend up to the property boundary. The trees in
these areas are 60-80 feet tall. A 300 foot wide firebreak reduces the risk of a burning tree falling into a
neighboring property, or fire traveling tree-to-tree beyond the site boundary.

There are also large areas of old growth forest bordering Site A. A 300 foot wide firebreak will reduce
the risk of a burning tree falling into Site A and damaging/destroying solar panels or causing a fire inside
the site.

I note also there are large forested areas to the south and east of Site A. That is old growth forest, part
of which is a wildlife management area. There are no paved or gravel roads through there, only trails
suitable for ATVs. If a fire spread from Site A to those areas, there would be no way to stop it before
reaching West Catharpin Road.

Site A is covered by thousands of tons of flammable timber waste, new scrub growth, and approximately
2850 acres of remaining wooded natural areas.

Sparks or hot exhaust from heavy motorized earth moving equipment, trucks and generators, welding
work, carelessly discarded cigarettes, lightning strikes, and open burning of timber waste would be
probable sources of ignition.

Large, open spaces in isolated areas with high heat and humidity are known to attract lightning strikes.
Lightning strikes are the leading cause of damage to solar power equipment. Lightning strikes are the
cause of 20% of all wildfires in the US.

DC arc faults/flashes/blasts, although rare, are becoming more of a concern as the use of solar power
expands.

PV solar panels generate up to 1500 volts of DC current as long as natural or artificial light is available.
They can not be turned off. There are no fuses or circuit breakers that will de-energize a panel if a fault
occurs.

Faults can and do occur for reasons that can not be completely controlled or eliminated. Causes of
faults include manufacturing defects, improper or poor quality installation, connections and insulation
that degrade over time due to rodent bites, corrosion, temperature changes, and UV damage, and water
intrusion into panels, cabling and inverters.

DC arc faults/flashes/ blasts cause continuous arcing that can reach 5400 F, melt metal that will fall to
the ground as slag, and may cause an explosion that will spew shrapnel and molten metal many feet at
speeds great enough to penetrate the human body.





Typical firefighting agents such as water and chemical retardants will not extinguish a DC arc fault, and
will put firefighters at risk of electrocution if used.

Very Respectfully,

Richard Genaille

Sent from my iPhone

This email was Malware checked by UTM 9. http://www.sophos.com






From: Tracy Wright <tracyjean1108@gmail.com>

Sent: Thursday, December 6, 2018 2:03 PM
To: Patrick White

Cc: Thomas G. Benton

Subject: Solar farm entrance

Hello my name is Tracy Carr (Livingston district)

My family and I live at 13311 W Catharpin Rd. We were at the planning commission hearing

last night. As we sat there listening to the staff explain the proposed plan, | felt sick. As they discussed
the different qualifications for the buffers, | thought | was going to cry. We found out that our home
does not qualify for a berm now because there is apparently enough of a barrier(according to sPower)
that a berm is not needed. That was the first thing that was very upsetting. As the staff went on to list
the entrances to the solar farm, | was gripping my husband arm waiting to hear if our fear was really
going to be realized. So as soon as | heard the man say “ the primary entrance will be on the south side
of the solar farm on W Catharpin Rd” | could feel tears fill my eyes. According to the map shown last
night it appears that the entrance is the timber driveway that is right next to my driveway! Itis only
separated from my property by a narrow parcel. The eye sore the solar farm will create was bad
enough, the news of us not being “eligible “ for a berm was very disappointing....and now the main
entrance to a massive solar farm is going to be right next to my home?!! We are beyond devastated.
We can see the cleared timber land from our backyard and from our second floor. | can’t imagine how
miserable the construction traffic will be for us for two years. It will be beyond annoying to wait in
construction traffic on W Catharpin when | can see my driveway! | do not want to listen to construction
noise seven days a week for two years! SPower can not honestly say there will be “ minimal “
construction noise. That'’s just not realistic. My husband is an electrician and has down construction
work and has worked at power plants. He knows what kind of work goes into constructing this kind of
project.

Long backstory short......I went through an ugly divorce, and was a single mother of a newborn and 3
year old. | had to live with my mother until | could get back on my feet to get my own home for me and
my children. | got remarried and we worked hard to save and pay off everything to qualify to buy a
bigger house.....a house we love.....a house out in the country on a little land so my husband can hunt. A
house out in the country away from traffic, noise, and any kind of housing or industrial developments. A
house that we are very proud of and that we love. We just moved into our home August
31,2018....now our country living dream is being completely destroyed with the close proximity of this
solar farm and especially the entrance!!

What about our property value? We heard a realtor speak last night and said that homes that are close
to solar farms will drop 5-35% in value! Of course! Who in the world would want to buy a home right
next to a massive solar farm....much less directly next to the MAIN ENTRANCE?? | definitely would not.
Nobody would.

Please please please do something about this??!! Do not let sPower put the entrance near my home!
We are the only home this is affecting! Please make the boundaries at least 12,000ft all the way around

the perimeter of the solar farm to assure it is out of view!

Thank you for your time





Tracy Carr
Sent from my iPhone
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From: Michael <obierplumbing@yahoo.com>

Sent: Wednesday, December 12, 2018 11:25 AM
To: Patrick White; Wanda Parrish; Paulette Mann
Subject: Solar

Why in all this time and all meetings did SPower not say anything about FTP POWER,LLC!
(APPLICANT IS WHOLLY OWNED OR IS OTHERWISE CONTROLLED BY ITS PARENT COMPANY FTP
POWER,LLC ANOTHER FACT THAT WAS NOT TOLD!

Setbacks #E
#2 setbacks less 100' NOT EXCEPTABLE
#7 soil sample for first year only NOT EXCEPTABLE

SETBACKS: Are to 350' or more to ALL TAXPAYERS

SOIL SAMPLES: FOR THE LIFE OF SOLAR PANAL ON PROPERTY

Thank you

Michael OBier

11201 Chancellor Meadows Lane
Locust Grove Va. 22508

Sent from my iPad

This email was Malware checked by UTM 9. http://www.sophos.com






From: Irvin Boyles <irv.boyles@verizon.net>

Sent: Monday, December 10, 2018 6:03 PM

To: Wanda Parrish; Patrick White; Wanda Parrish; Patrick White

Cc: concernedcitizensfawnlake@gmail.com; davehammond@gmail.com
Subject: sPower SUP Request: Electric Grid Vulnerability Risks

Attachments: LP:QQQL_DeMALo=EIeﬂLQmagnenc=Deiense_lask=EQLce_D_ec10J_8_|
(1).pdf; PC Dec 5 2018 re Electic Grid.docx

Wanda, et al:

On November 28, | sent you a request (attached) regarding the need for due diligence regarding the
provisions between sPower and Dominion Power to accommodate electrical power overload in the case
the electric grid goes down. | raised this issue again at the December 5 Planning Commission meeting
(attached). To further document the basis for this concern, | have just come across the attached report
from U.S. Air Force Air University Report for 2018 that emphasizes the seriousness of an electric grid
outage of blackout: "Most experts agree that if a GMD (Geomagnetic Disturbance) or EMP (Electro-
Magnetic Pulse) incapacitates an electrical grid, the grid will likely remain in a failed state from weeks to
months." | again emphasize this is a considerable risk to the health and safety to Spotsylvania County
and us citizens, and must be considered before accepting approval of the SUP for sPower..

Irvin Boyles
irv.boyles@verizon.net

This email was Mal ware checked by UTM 9. http://ww. sophos. com
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Introduction to Electromagnetic Defense Task Force

he electromagnetic spectrum (EMS) is a broad area of activity char-

acterized by physically observable activities such as visible light and

lasers and unobservable phenomena such as microwaves and electro-
magnetic energy. EMS manifests through various frequencies and wavelengths
produced by natural sources like solar storms or artificially by hardware such
as radar or nuclear weapons. EMS impacts every domain of warfare.

On 20-22 August 2018, the Electromagnetic Defense Task Force (EDTF)
hosted an inaugural summit in the National Capital Region (NCR). The sum-
mit was designed to aid and encourage actions to recover footing where our
technological lead in EMS is being challenged. The summit was also designed
to address direct EMS threats to the United States and its allies. While some
issues have existed since the 1960s, the window of opportunity to mitigate
some electromagnetic threats is closing. Meanwhile, many existing threats
have gained prominence due to almost universal integration of silica-based
technologies into all aspects of modern technology and society.

During the opening remarks of the inaugural summit, R. James Woolsey,
former Director Central Intelligence, stated, “The time for research is running
out; we have the data we need. IT’S TIME FOR BOLD ACTION? In the spirit
of this challenge, EDTF seeks to inspire action based upon an array of research
spanning more than six decades. Such actions and exploits are needed to im-
mediately deepen the defense and resilience of the United States and its allies.

Since World War II, holding an edge in the EMS has provided the United
States and its allies distinct military and economic advantages. Nevertheless,
as technology has become diffused during the Fourth Industrial Revolution
(4IR), our ability to maintain the advantage within this spectrum has dimin-
ished as peers gain capability. At present, the United States and its allies are at
an EMS crossroads. In some areas, if timely actions fail to advance allied EMS
capabilities, there is a likelihood adversaries can achieve parity or even domi-
nance of the spectrum in a matter of years.

Communications and data and a myriad of essential military and eco-
nomic functions—including precision navigation and timing and banking—
are maintained in and through the EMS. The EMS may be described as a
“Super Domain.” While the only internationally recognized domains are land,
sea, air, space, and cyber, electromagnetic activities operate in and through all
domains regulating the most critical functions therein.

EMS is arguably the one domain that can rule them all. Failure to maintain
technological dominance or freedom of operations in EMS can diminish or







stop a modern nation’s broad civil and
defense activities. Based on the totality
Grdlime (o orefmadm fad irae of available data, the task force contends
logical dominance or freedom  the second- and third-order effects of an
of operations in the EMS may ~ EMS attack may be a threat to the United
diminish or stop a modern na-  States, democracy, and the world order.
tion’s broad civil and military The prospect of oppressive control of
activities.” communications and information rep-
resents not only a capability to dictate
how mankind may access information,
but in an world increasingly run through the internet of things (IoT), it may
disparagingly allocate or deprive individuals, groups, or societies of elements
required for their survival, such as food, water, and sanitation. Therefore, the
ways and means relating to EMS activities must be safeguarded.

Understanding the United States’ and allied nations’ EMS is being com-
petitively challenged, the EDTF was formed to cultivate leading-edge thought
on EMS issues and broadly educate military and civilian interests about the
criticality of competitive EMS interactions and key strategic developments.

EDTF is a unique collaborative approach to discovering realistic, action-
able steps to mitigate existing and emerging
existential electromagnetic challenges.

EDTF is working to forge a deeper under- ~ EDTFis working L forgea
standing about EMS challenges and digpr o sin i b
opportunities that the United States and EM,S challenges a1.1d QUROLISS
our allies face as interlinked communities, ke that t.he Umted.States

A ) ) ) and our allies face as inter-

The research project aims to inform pri- 1 4 g (o2
oritized community actions (local, federal,
and international) to confront challenging
and complex EMS threat combinations
that require holistic, sensible approaches in order to mitigate the threats. In
summary, the project and resultant research is an effort to build a stronger
EMS community, define key problems and issues as a community, and create
a framework for community, US government, and civil actions needed for the
health of the nation and our allies.

In consideration of these boundary-crossing issues, EDTF formed an ini-
tial cadre of 135 leading EMS experts, strategists, and scholars. These highly
qualified military and civilian personnel represent more than 40 Department
of Defense organizations, NATO, academia, and the private sector.

During the EDTF’s inaugural deliberations, task force members actively
participated in more than 2,000 hours of seminars, workshops, and war games







to evaluate and develop actionable steps for rapid implementation at all levels
of society and government. The EDTF thanks all participants and readers for
their interest in this ongoing effort.














Purpose and Goals

rom 20-22 August 2018, Air University brought together leading

subject matter experts from government, industry, laboratories, and

academia to discuss vulnerabilities and threats, raise awareness, and
explore mitigation strategies on an array of national security challenges in the
EMS. The inaugural summit was attended by more than 135 military and ci-
vilian personnel representing more than 40 United States Department of De-
fense organizations, NATO, academia, and the private sector. During the
summit, working groups focused on electromagnetic pulse (EMP), geomag-
netic disturbance (GMD), lasers and optics, directed energy (DE), high-
power microwaves (HPM), and EMS management.

The summit was designed to challenge contemporary thinking and de-
velop original thought about EMS and encourage actions to recover the
technological initiative. Another priority was to immediately address the
widening EMS threats to the United States and its allies. This report pro-
vides a summary of insights, conclusions, and recommendations developed
during the inaugural summit.

Each of the above issues has the capacity to impede the free flow of infor-
mation in a democratic society, challenge a nation’s economy, infrastructure,
population, and military; and cause long-distance non-kinetic fatalities to
personnel performing essential functions (i.e., embassy staff, aircrew in flight,
or sailors aboard ship).

In countering EMS challenges, some win-
dows of opportunity needed to compete with .

. ] . lenges, some windows of op-
our adversaries are closing. Meanwhile, i i s e
EMS threats that have existed since the = (uith our adversaries are clos-
1960s and earlier, such as nuclear-EMP and ing. Meanwhile, EMS threats
geomagnetic storms, have regained promi-  that have existed since the
nence. The salience of these threats has re- ~ 1960s and earlier, such as

turned due to several factors, including nuclear-EMP and geomagnetic
storms, have regained promi-

nence.”

“In countering EMS chal-

(1) near-universal integration of electro-
magnetically sensitive silica-based tech-
nologies into most modern hardware,
(2) adversaries’ increased understanding of how to exploit critical vulnerabil-
ities, (3) institutional knowledge atrophy due to retirement or transition of per-
sonnel who conducted nuclear and EMP testing, and (4) the emergence of novel
technologies, many of them poorly understood.







In consideration of these matters, EDTF endeavors to establish a commu-
nity of leading experts, strategists, and authorities on EMS issues. In delibera-
tion of the issues described, conference participants took part in more than
2,000 hours of seminars, workshops, and war games to evaluate and innovate
with effective steps that can be implemented at all levels of government and
society. This report provides key community observations and recommenda-
tions. The next conference is planned for April 2019 in the NCR.







Significant Findings

A el ) (3] ) (@8] [

onference participants found immediate actions are required to al-

leviate unmitigated strategic gray zone EMS threats. Toward the top

of mitigation factors was the need to educate military forces about
the existence of key vulnerabilities. Furthermore, there was consensus, from
the standpoint of a state’s national defense, that the ability to attribute a hostile
act to an actor is an essential requisite for strategic deterrence (i.e., mainte-
nance of the status quo). Without intentional mitigating actions, the United
States and NATO are vulnerable to significant threats from both external and
internal actors and natural phenomena such as solar storms. Finally, the
EDTF found that a free and secure EMS is life-support to the day-to-day
function and continuity of military, government, and commercial operations
and commerce in democratic nations.

While EMS vulnerabilities and
threats have matured, national and “In a Western society governed
even international capabilities to deny by Jaw and international stan-
or mitigate such threats and vulnera- dards, attribution is essential
bilities remain highly dispersed or in-  to viable deterrence. The party
complete. In some areas, there is a deterring must have the ability
complete absence of strategy. In other to identify an actor and justifi-
cases, traditional deterrence efforts afford ~ ably hold that actor at risk.”
little to no utility in preventing adverse
enemy action in the EMS. In many respects,
this is not dissimilar from deterrence activities in cyber space—which are
almost completely ineffective.

The EDTF found EMS threats may present as hostile, and often unattribut-
ably, gray zone activities (fig. 1.0). Gray zone activities are actions competitive
in nature, but which often fall below the threshold for war. These zones of
nebulous activity are situated on the spectrum in times of tension, of peace,
and of war.

In a Western society governed by law and international standards, attribu-
tion is essential for viable deterrence. The party deterring must have the
ability to identify an actor and justifiably hold that actor at risk. However,








when an aggressor cannot be identified, the situation may embolden or
persuade that actor to be aggressive (especially if the ability to remain cloaked
is believed assured).

Spectrum of Conflict (Stuckenberg Model)

Peace/tension

m Gray zone

Transition
zone

Gray zone

Unconventional Transition zone

Transition zone
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Traditional deterrence efforts Traditional deterrence efforts
----- Trigger/threshold for War
. Un-addressed by strategic deterrence
Hybrid warfare X
- 4 Level of violence
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Figure 1.0. Revised spectrum of conflict (Stuckenberg model) highlighting
theoretical gaps in strategic deterrence

Unlike some tactical gray zone threats, strategic EMS gray zone challenges
can conceivably threaten a nation’s survival. Gray zone EMS threats, such as
EMP, were addressed by the commander of the United States Strategic Com-
mand, General John Hyten, USAF, during his remarks at the Air Force Asso-
ciation Convention on 20 September 2017, when he noted, “EMP is a realistic
threat and it’s a credible threat” General Hyten went on to note that civil so-
ciety is not prepared to address the challenges associated with an EMP attack.
EDTF supports this position. However, the issue is broader. In the majority of
circumstances: the military and civil society are also unprepared to mitigate
high-consequence EMS threats. The overall risks arising from reinforcing de-
pendencies are discussed throughout this report.







ISSUE AREA 1: Electromagnetic Pulse and
Geomagnetic Disturbances

PRIORITY 1: Nuclear Power Resilience

ost experts agree that if a GMD or EMP incapacitates an electrical

grid, the grid will likely remain in a failed state from weeks to

months. In turn, the ability to provide continued electrical cool-
ing for nuclear power plant reactors and spent fuel pools would be at the top
of electricity restoration priorities within hours.! Department of Energy
(DOE), Department of Homeland Security (DHS), and Federal Emergency
Management Agency plans to aid distressed nuclear power stations are pres-
ently very limited and wholly dependent on logistics that would likely suffer
widespread regional or national interruption, thereby inhibiting response and
recovery.” Where the military is concerned, little planning has been done to
mitigate potential impact on service members, installations, or critical mis-
sions that could be affected by areas of radiation arising from reactor or spent
fuel pool leakage. The national response plan for distributing medications
from stockpiles needed to aid recovery efforts is also dependent on logistics for
distribution.

If response organizations cannot
provide timely support in terms of “Inaworst-case scenario, all reac-
restoration of electrical power due to 18 within an affected region could
logistical interruptions or issues with be l.mpaCted s1m1.11tane0usl'y. In the
control systems (caused by EMS im- United States, th'lS would I'lSl.( melt-
. . downs at approximately 60 sites

pacts), in some cases, stations would

and 99 nuclear reactors, with more
have roughly 16 hours of battery power 1.2 60 000 metric tons of spent

to continue cooling reactors and spent  pyclear fuel in storage pools.”

fuel pools. In a worst-case scenario, all

reactors within an affected region could be impacted simultaneously. In the
United States, this would risk meltdowns at approximately 60 sites and 99
nuclear reactors, with more than 60,000 metric tons of spent nuclear fuel in
storage pools.’

Prolonged loss of power to these critical sites poses a risk of radioactive
contamination to the Continental United States (fig. 1.1) with consequentially
disastrous impact to the economy and public health. Risks to military and
civilian infrastructure and hardware would be similar due to jet-stream winds







spreading radioactive materials. In all cases, consequence management of
such impacts would be inherently complicated due to a reliance on federal
and local logistics which are themselves dependent on EMS.

The Fukushima Daiichi nuclear disaster in Japan provides a compelling
case study for what can go wrong and right when a nuclear power station
loses off-site and on-site power for
prolonged periods. On 11 March
2011, a 50 foot tsunami (caused by

“Operator desperation became high as
creative means failed to get water cir-
culating again. During this time, plant .
a 9.0 earthquake) inundated the
operators unsuccessfully attempted to ¢ )
use fire-truck pumps and even helicop- Fukushlm?. nuclear power ’statlon,
ters to supply cooling water” which is situated on Japan’s coast.

It is important to note that the Fu-
kushima facility employed General Electric reactors; Japan’s regulatory struc-
ture was modeled after the United States, and the plant’s staff were trained in
accordance with US standards and procedures; everything was state-of-the-
art and in line with best US practices.

After the loss of power lines and transformers downed the coastal elec-
tric grid, Fukushima’s operating nuclear reactors went offline (scrammed),
as designed, which in turn inserted boron control rods next to the pluto-
nium fuel rods.

In a disaster, reactors are designed to stop producing heat (arising from
chain reaction). However, even with control rods inserted, nuclear reactors
continue to produce heat. Latent residual heat from the stopped chain reac-
tion often lasts for weeks or months. To prevent meltdown, water is normally
circulated through electrically powered cooling systems. Regardless of vin-
tage, nearly all nuclear reactor cooling systems are of a similar design.

Since the Fukushima facility had no electricity after the tsunami, it should
have been able to revert to the back-up emergency core cooling system (which
is usually electrically powered by emergency generators). However, the
generators that would have powered the emergency cooling systems were
damaged by flooding. This damage meant the latent heat from the nuclear
reaction could not be removed from some of the now-offline rectors. While
this situation was apparent to operators early, logistical issues hampered any
efforts to restore electricity to the water pumps. No off-site help was available.
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Figure 1.1. US nuclear spent fuel storage; spent fuel pools require electrically
powered water pumps to circulate water so heat does not evaporate cooling water.
Dry storage does not require electricity. (Source: The Union of Concerned Scientists.)

Inside the dry cask storage building after
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||| behind]. Air cooling automatically resumed.

—

Figure 1.2. Dry cask spent fuel storage at Fukushima. Water initially flooded this
chamber, but once the water receded, air cooling resumed. An example of what
can go right with dry cask storage. (Source: Union of Concerned Scientists.)
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Operator desperation became high as creative means failed to get water
circulating again. During this time, plant operators unsuccessfully attempted
to use fire-truck pumps and even helicopters to supply cooling water. After
these attempts failed, operators attempted to recover vehicle batteries from
piles of rubble pushed up by the wave. The plan would have used car batteries
wired in series to supply DC power to water pumps, but this too was unsuc-
cessful. Fukushima suffered from three core meltdowns, three close calls with
spent fuel pools, and three hydrogen explosions.

However, some items at Fukushima functioned exactly as intended, in-
cluding dry cask storage containers housing some of the site’s nuclear spent
fuel. Once spent fuel sufficiently cools in a spent fuel pool, it may be removed
and placed into resilient dry cask storage that uses air to continue cooling (fig. 1.2).
As noted (fig. 1.1), nearly 75 percent of spent nuclear fuel in the United States
is stored in fuel pools (or “heat sinks”) with recently used (spent) plutonium
fuel rods.

Like nuclear reactors, spent fuel pools must have water circulating to re-
move heat. A failure to remove heat from the water (due to a loss of circula-
tion) will cause water to boil off, in which case the radioactivity of the steam
is compounded by the radioactivity of exposed rods, which emit harmful beta
and gamma radiation.

Based on analysis by the National Academy of Sciences and The Union of
Concerned Scientists, the ability of nations to significantly diminish second-
ary issues potentially arising from EMS incidents is significant if pre-emptive
actions are taken. Estimates (such as those presented in figure 1.3) indicate
that by placing spent fuel in dry cask storage, the United States can diminish
overall loss of containment risks to North America by as much as 75 percent
in terms of human impact, landmass contamination, and radiation released.

Table 1.0 provides a side-by-side comparison of risks between spent fuel
pools and dry cask storage. However, even if spent nuclear fuel is placed in
dry cask storage, creating resilient nuclear power stations will require addi-
tional steps: hardening emergency generators against EMP/GMD and creating
accessible fuel stores in excess of seven days’ needs.

As previously discussed, when suffering from a loss of grid supplied elec-
trical power, nuclear power stations use back-up generators. Currently, there
is no requirement to EMP-harden these generators. Loss of emergency power
generators can lead to substantial military, human, and economic damages if
these last-line units are unable to electrically power and support critical safety
systems.
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Figure 1.3. Dry cask spent fuel storage can significantly reduce risks to population,
lands, and the environment.

Table 1.0. Comparison of Spent Fuel Storage Impacts (unspecified cooling loss)

Impacts Spent Fuel Pool Storage

4,100,000 800,000
94,000 sq. miles 170 sq. miles

8.8 MClI of Ce-137 .8 MCl of Ce-137

Sources: National Academy of Sciences, “Lessons Learned from the Fukushima Nuclear Accident for Improving Safety

and Security of US. Nuclear Plants Phase 2" 2016, based on data from the Nuclear Regulatory Commission,
NUREG-2161, “Consequence Study of Beyond-Design Basis Earthquake Affecting the Spent Fuel Pool for a U.S. Mark
1 Boling Water Reactor;” September 2014
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The Nuclear Regulatory Commission (NRC) is currently working to create
new fuel storage standards based on the recommendations of the Near-Term
Task Force, a 2011 NRC study group established after the Fukushima accident
to evaluate lessons learned. EDTF also recognizes a limited supply (under seven
days by regulation) of emergency generator fuel may cause great risk to a sta-
tion and the surrounding areas. This limitation severely restricts the ability of a
station to cope without outside intervention. Given the logistical complica-
tions that may arise from EMS issues, most military and civilian literature
cautions that logistics will be severely impeded due to dependencies. Thus,
these facilities should be able to self-support in the event of an EMS impact.
A failure to prepare key nuclear facilities for beyond-design-basis events such
as those encountered at Fukushima may potentially allow an adversary to
achieve strategic effects that would be complicated and compounded by an
inability to deliver support to more than 60 sites—a number that does not
include university or national laboratories.

X» | PRIORITY 2: Installation Command Posts (Critical
Infrastructure)

operations at a major military command-and-control (C2) facility.

Coordinated mission operations in a range of areas were adversely
affected for several days while repairs were under way. Over the years, a num-
ber of studies have evaluated key dependencies of military installations and
the minimum requirements to ensure support of defense and civilian opera-
tions will continue.

In terms of strategy, from an adversary’s standpoint, military installations
represent the vulnerable underbelly of the defense enterprise. In particular, if
deliberate or natural EMS phenomena affect an installation’s command post,
the capabilities of associated forces may be degraded or stopped. Further-
more, findings suggest if a GMD or EMP event occurred, an installation’s
ability to maintain connectivity would depend on the nature and severity of
the event, but in all likelihood, the installation would be unable to continue
uninterrupted operations within a short period in the absence of a cohesive
response and sustainment plan.

In the case of a GMD, duration of exposure to the coronal mass ejecta traveling
through space is important. While in most cases outages would be isolated to
the wider electrical power grid, longer exposures equate to increased wave

dah
ﬁ t an undisclosed location, in 2017, localized flooding incapacitated
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strength and damage. Meanwhile, for EMP, when the deposition area is more
than a certain field strength in a square meter, most equipment unprotected
by high-altitude electromagnetic pulse (HEMP) filters or Faraday cages would
be instantly incapacitated.
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Figure 1.4. Aspirational planning horizon for USAF installations. (Source: HQ/
USAF Mission Assurance Office.)

In the United States, direction from the National Military Command
Authority (NMCA) is typically relayed to an installation’s command post.
Thus, if the command post is unable to function, in most situations, NMCA’s
ability to utilize a sizable portion of available forces could be impacted until
contact is reestablished.

Under the right conditions, an adversary could impact the communica-
tions systems of most US military installations simultaneously. Such is why, in
part, Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6811.01 re-
quires that the DOD ensure operations in a post-EMP/GMD environment. In
the United States, each military service is obligated to meet this objective.
However, the broad scope of the vulnerability has impeded the ability of in-
stallations to meet this instruction. Consequently, most installation response
plans often omit EMP/GMD contingencies from sustainment or recovery
planning and programs (fig. 1.4).

While USSTRATCOM assesses it has an ability to continue most opera-
tions in a GMD- or EMP-degraded environment (beyond seven days), its
reliance on unhardened capabilities may rapidly restrict operations.* For
example, if USSTRATCOM were unable to leverage refueling capabilities to
support the National Airborne Operations Center (NAOC), the ability to
keep this asset in service would be adversely impacted. Similar dependencies
would impact take charge and move out (TACAMO) and other airborne C2
and nuclear command-and-control (NC3) assets. Thus, even organizations
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like USSTRATCOM that have kept up with hardening requirements since the
end of the Cold War might not meet mission challenges due to structural and
system dependencies which rely on unhardened sources of electricity.

A real-world event that demonstrated the prospective utility of gray zone
strategic EMS employment occurred in
2012 in the Caribbean Sea. During this
event, a North Korean commercial vessel was
intercepted as it made passage through the
Panama Canal. Previous to intercept, the
vessel was loaded with a Russian SA-2 mis-
sile and launcher system. Should such
weapons be equipped with a nuclear war-
head and launched from a ship adjacent to
the United States or its allies, the prospect
of attaining altitude sufficient (low-Earth
orbit) to achieve near nationwide EMS im-
pact is realistic. It should be noted that nei-
ther range nor accuracy is important for an
EMP attack to be effective. The Russian-
built Club-K missile system (NATO desig-
nated “Sizzler”) (fig. 1.5) is a regional ballistic-missile capability launched
from within a modified standard shipping container. According to literature,
this unassuming system may be equipped with a nuclear-tipped missile and
smuggled through a port or across a border to present threats to a nation from
inside its own boundaries.

Complications associated with creative strategic employments may be further
compounded when employed from the gray zone using proxies, unmarked
weapons, stolen systems, or even weapons procured from other states. To-
gether, these possibilities make attribution and retaliation complicated, if not
impossible. Without early warning, there may be little time to shield critical
equipment, and without attribution, there is little or no deterrence and, feasibly,
a degraded ability to respond.

Post-EMP, an un-modified command post with conventional uninterrupt-
able power systems may have only hours of electrical (battery) power to sus-
tain over-the-horizon communications. Disruption to communications and
transportation systems outside of installations may severely degrade response
times where critical hours are needed to prevent collateral loss of C2 (both on
and off station). In many cases, an interruption of C2 could lead to a degraded
ability to bring organic mission capabilities to bear for national defense or
civil recovery operations.

“Complications associated
with creative strategic
employments may be
further compounded when
employed from the gray
Zone using proxies,
unmarked weapons, stolen
systems, or even weapons
procured from other states.
Together, these possibilities
make attribution and
retaliation complicated, if
not impossible.”
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Figure 1.5. Russian 3M-54 (‘CLUB’) or NATO SS-N-27 (‘Sizzler’). Reported
range 1,500 miles. According to literature, this weapon can be equipped with
a nuclear warhead. Source of photo: MuhdZikry, “Concern-Agat: Russian
3M-54 Club-K Missile System; Simulation and Test Fire,” YouTube, 28 January
2017, https://www.youtube.com/watch?v=f_c_PelleMw

# PRIORITY 3: Exercise and Training Realism

lishing an ad hoc EMS response would be nearly difficult if not impos-

sible to overcome. In the event of a GMD, effects would be less severe as
the wave would only impact elements of the power grid such as large power
transformers. However, an EMP would cause instantaneous and simultaneous
loss of many technologies reliant on electrical
power and computer circuit boards, such as
cell phones and GPS devices.

Additionally, most allied EMS-defense con-  j.fapce enterprise that
tingencies are predicated on early warning sys- always plans for the best
tems to signal an EMP attack or GMD so that  case js an enterprise that
“button-up” procedures can be implemented = ap be challenged.”
to protect vital assets. EDTF’s evaluation of

From an installation commander’s perspective, the challenges of estab-

“Early warning is by no
means guaranteed. A
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possible enemy courses of action demonstrates a shrewd enemy may prefer to
employ EMS capabilities with un-attributable means that provide no warning
or advanced signal. Early warning is by no means guaranteed. A defense enter-
prise that always plans for the best case is an enterprise that can be challenged.

Before World War II, the French went to great pains to construct the forti-
fications known as the Maginot Line. While this line of seemingly impregna-
ble fortifications was state-of-the-art, well manned, durable, and well exer-
cised, these activities failed to anticipate a creative and determined enemy. By
equipping tanks with radios, the German army quickly outmaneuvered sta-
tionary French fortifications with a new strategy called the Blitzkrieg. Defeat
followed in weeks. Today, there is a need for more realistic exercises, training,
and crisis response plans. In light of history and the complex multidimen-
sional possibilities in warfare, forces must train to fight a shrewd enemy rather
than one who always acts predictably.

All non-EMP-hardened hardware and equipment have a high probability
of disruption or failure when subjected to EMS phenomena at a range of
wavelengths and power levels. Such failures may include long-term loss of
electrical power (due to loss of emergency generators), sewage, fresh water,
banking, landlines, cellular service, vehicles, and so forth.

It should be anticipated that widespread failures can result in civil unrest within
hours. During the 1977 New York City blackout, widespread looting began within
eight hours of losing power. Within 24 hours, arsonists caused more than 3,000
fires. For installations adjacent to nuclear power stations, it should be understood
that there is a risk of reactor breach in under 16 hours® due to loss of ability to cool
and resulting overpressure.® Such episodes represent just a handful of scenarios
arising from mission codependences and EMS challenges.

In 1984, the United States Army warned: “recognize that indications and
warnings of enemy use of surface and airburst nuclear weapons may not be
present for HEMP threats”” This statement is as fundamental today as it was
34 years ago. General Norman Schwarzkopf said, “The more you sweat in
peace, the less you will bleed in war” Thus, according to this wisdom, the
armed forces should train like the enemy it will likely encounter rather than
the enemy it hopes to encounter. As intelligent future adversaries prepare and
engage the United States or it allies in nonlinear contests, such contests will be
creative and asymmetrical and will employ a variety of EMS means that can
achieve effects at the strategic level —the very definition of gray zone of stra-
tegic activities.
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ISSUE AREA 2: Strategic Threats Arising from Adversary
5G Networks

% PRIORITY 4: Competitor Control of All Digital Information

he development of 5G mobile tech-

nologies and networks represents a  “Rapid creation of a global

quantum leap in communications ca- ~ 5G network is also a cor-
pabilities that is ready for robust deployment. ~ nerstone in China’s indus-

Consequently, the development of 5G net-
works deserves unique consideration.
At five-year intervals, mobile technologies

trial plan to compete with
Western interests by creat-
ing a ‘Digital Silk Road.”

undergo generational updates as capabilities
incrementally improve. Previous generations of mobile technology were 4G,
3G, 2G (the first digital network), and 1G (an analog network). 5G is a bound-
ary-crossing secure communications advancement with nearly unlimited
bandwidth and almost no latency; in comparison to 4G, 5G may offer 10x
faster downloads, 100x higher wireless transfer rates, and 100x lower latency.
5G applications are forecast to exceed $400 billion by 2022, with the con-
struction and maintenance of a prospective US network resulting in 3 million
jobs and a $500 billion increase in GDP. Rapid creation of a global 5G net-

“Because control of 5G is rough-
ly equivalent to control of the
Internet, open 5G is critical to
freedom and free-market eco-
nomics. Meanwhile, access to the
5G-millimeter wave bandwidth
will be critical to operations

in all war-fighting domains, in
particular, space command &
control”

work is also a cornerstone in China’s in-
dustrial plan to compete with Western
interests by creating a “Digital Silk Road”

This integrated network of digital in-
frastructure or “spatial information cor-
ridor” will also promote the adoption of
the Bei Dou navigation system (a Chinese
alternative to GPS), according to the US
Department of Commerce’s Office of
Commercial Economic Analysis. Cur-
rently, China’s 5G plan is underwritten
by half a trillion dollars in investment

with a first-to-market goal to deploy 5G commercially by 2020. In total, China
will put more than $10 trillion dollars to the One Belt One Road strategy, of
which the Digital Silk Road is one of three components.
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By 2035, 5G is expected to enable $12.3 trillion in global economic output.
The states or nonstates that control the 5G network will dictate or control all
digital transactions including the ability to share and receive information.
China’s control over the majority of hardware manufacturing needed to create
5G components and antennas (41 percent of the market and rising) is part of
Beijing’s plan to deploy a network favorable to Chinese economic and secu-
rity interests.

Because control of 5G is roughly equivalent to control of the Internet, open
5@ is critical to freedom and free-market economics. Meanwhile, access to
the 5G-millimeter wave bandwidth will be critical to operations in all war-
fighting domains, in particular, space C2. EMS experts assess that 5G market
share could be “locked-up” by US competitors in under three years with no
second chances to enter the race. To slow peer progression and consolidation
of market share, the president of the United States recently signed a Presiden-
tial Order to stop a corporate merger that would have further conceded 5G
manufacturing capability to China.

ISSUE AREA 3: Directed Energy and High-powered
Microwave Systems

i E PRIORITY 5: Machinery, Equipment, and Critical Assets

he EDTF understands that much of the technological knowledge re-
lating to EMS has departed the military and defense industry due to
the passage of more than 60 years since robust testing. Thus, EMS
realities require a renewed emphasis if states that rely on digital and EMS-
operated machinery, equipment, and critical IoT assets are to build responsible
and resilient societies.
Army Field Circular (FC) 50-16
notes that certain EMS vulnerabili- ~ “Today, with many fly-by-wire aircraft

ties are not novel: “Don’t regard transiting airspace systems in the
United States and allied nations, a loss

of multiple aircraft in a single area
impacted by an EMP could cause a
significant loss of life and property.”

EMP as a hard to understand newly
discovered effect. EMP was one of
the nuclear weapons effects pre-
dicted during the first nuclear tests,
and it has been studied for over
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thirty years.” This EMS-related circular was authored in 1986, more than 30
years before this report. However, our collective knowledge on EMS phenom-
ena is the lowest point in recent history while the risks and threats are possibly
the highest given the nature of widening knowledge and capability.

Past manuals on strategy note operators of machinery should understand
their equipment and the factors that make these items more or less vulnerable
to EMS effects. Yet, today, most systems operators, owners, and manufacturers
(outside the nuclear triad) do not understand the potential impact of EMS
phenomena.

The greater part of this institutional knowledge has diminished due to lack
of training emphasis, attrition of experts, and focus on other strategic pri-
orities such as counterinsurgencies and regional conflicts. In short, our
institutional understanding has atrophied. For example, spectrum engineers
noted the recent loss of a helicopter after it flew through an antenna farm
comprised of several high-powered antenna arrays.

After flying through the arrays, EMS interference caused the digitally oper-
ated carburetor on the engine to fail, which caused fuel starvation to the engine.
Other significant vulnerabilities include fly-by-wire systems such as those
used aboard Airbus aircraft. According to regulators, the FAA has no regula-
tory authority to require aircraft certification for nuclear-EMP or HPM, so
protection levels are not rigorously verified during civil testing.

In a recent case of GPS jamming, an Embraer 300 aircraft lost attitude con-
trol and 15,000 feet while in cruise flight. The loss of attitude and altitude was
caused by the GPS-dependent stability augmentation system not being able to
acquire a GPS signal. Today, with many fly-by-wire aircraft transiting airspace
systems in the United States and allied nations, a loss of multiple aircraft in a
single area impacted by an EMP could cause a significant loss of life and property.

At the time of this report, EMS testing (especially EMP and HEMP testing)
has not been accomplished on new procurements such as the US Air Force’s
KC-46 Pegasus tanker or most Airbus systems which rely on fly-by-wire.
Alarmingly, aircraft designed to carry large numbers of people and sizable
cargo are allowed to operate without certainty about their level of resilience.

Intuitively, aircraft that rely solely on fly-by-wire systems have a unique
vulnerability. If a crew is not physically attached to controls which are in turn
connected to a flight control surface, a loss of onboard computers from an
EMS interruption such as EMP could cause catastrophic loss of the aircraft
due to an inability to revert to a manual flight control system (often known as
“manual reversion”). In addition to the prospect of loss of systems or aircraft
from external threats, experts noted that “onboard” EMS threats (inside an
aircraft) increasingly pose a hazard.
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Figure 1.7. Airbus A-380 electronic systems. (Source: FAA)

In terms of installations and critical infrastructure, a number of areas have
already been discussed in this report. However, it is important to reinforce the
understanding that most military equip-
ment operators are unaware of how to
shield equipment from EMS, let alone how  *In those cases where EMS
to recover if it fails. In those cases where ~ damage is severe enough,

EMS damage is severe enough, equipment ~~ 9*'P ment may L5 s

may be permanently incapacitated. These 11: nly incap ac1tat.efi.' These
. R . nds of vulnerabilities

kinds of vulnerabilities require planners to RS ik

think creatively about mission essentials— atively about mission

for example, what equipment may require  assentials”

hardened storage or redundancy to launch,

refuel, or recover the NAOC?

Mission-critical equipment should be treated as part of an equipment eco-
system. Failure to understand the complete system and its co-dependencies
may ultimately cause mission failure or the failure of certain key operations
required to, for example, sustain a hospital. In these areas, the EMS commu-
nity is behind in identifying and addressing the totality of current and future
EMS threats.
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PRIORITY 6: Physical and Biological Impacts

hile it is well known EMP, GMD, and other EMS phenomena do

not directly cause harm to humans, some effects can be extremely

dangerous and potentially deadly. As events in Cuba and China
demonstrated, personnel can become ill from EMS effects. Although the na-
ture of EMS activities that caused health issues for more than 20 diplomats is
not entirely understood, what is well understood are the effects. In short, per-
sonnel at those locations are believed to have suffered traumatic brain
injury (while in bed sleeping).

As EMS technologies proliferate,
EMS gray zone strategies that em-
ploy aggression to shape and influ-
ence the operations area will be-
come more prolific. In fact, due to
the difficulties associated with de-
termining where a given waveform
originated, EMS may one day be
preferable to kinetic weapons for
those actors employing from the
gray zone. In the future, it may also ~~ “DE weapons, lasers, and other EMS
be feasible to incapacitate or kill the phenomena are often undetectable

. . . until the effects are encountered.
crew of a ship or vessel while leaving
the vessel intact. Such tactics could sy the effects Are EReotis
- i tered, it may be too late to mitigate
be equally applied to airborne assets,  parmful effects”
albeit without the prospect of equip-
ment preservation.

DE weapons, lasers, and other EMS phenomena are often undetectable un-
til the effects are encountered. However, once the effects are encountered, it
may be too late to mitigate harmful effects. Consequently, in the future, un-
manned aircraft, ships, and other vehicles may be preferable to manned de-
fense mechanisms.

As certain military hardware becomes tougher to detect and interrupt due
to hardening, humans will ultimately remain the technological Achilles’ heel
as adversaries increasingly attempt to target the vulnerable human physiology
of operators and crew. Consequently, special consideration should be given to
future hardware designs to make them automatic or proactive where the
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safety of human physiology could be called into question. For instance, a
growing threat of laser eye injury to aircrews could be better mitigated by us-
ing electro-optically activated window treatments that automatically trigger
filters if and when lasers come into contact with aircraft windows.

Such evolutions in technology make next-generation studies such as Pilot
Training Next (PTN), the United States Air Force’s study to train pilots in a
primarily virtual environment, essential to maintaining a technological edge.
During the PTN study, the Air Force sought to prove student training in a
virtual environment is commensurate with and lower cost than traditional
training methods. The study is being expanded to include Remotely Piloted
Aircraft. Such knowledge and lessons learned should be shared and exchanged
with US allies to help prepare our partners, side-by-side, for future challenges.

ISSUE AREA 4: EM Spectrum Policy, Management, and
Organization

‘ PRIORITY 7: Complexity, Ownership, and Investments

n simplest terms, the EMS is every bit a riddle, wrapped in a mystery in-

side an enigma, as Churchill said of Russia. Since the sinking of the RMS

Titanic and the purported radio signal interference that interrupted po-
tentially lifesaving distress calls, EMS management has continued to unfold in
a dysfunctional manner. Today, the enormity of spectrum activities within
EMS often inhibits sound management while cumbersome agency responsi-
bilities are complex, duplicative, and incomplete.

For example, throughout NATO, communication with partners is often in-
compatible and fractured. Add to this separatist and proxy actor activities,
communications—the backbone of military command-and-control—be-
comes a capability that cannot be taken for granted. Therefore, as the US and
NATO posture to resist aggression, improved collaborative management of
EMS must receive the attention and focus it deserves.

Critical questions when considering how to improve EMS management:

1. We have more guidance and directives than resources; what problems
do we want to solve first?

2. Do we desire to resource existing directives?
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3. Many of the areas discussed require combined military and civilian so-
lutions; how do we get attention where needed?

4. Are we willing to use Title 32 authorities with traditional Title 10 assets?
5. How can we integrate changes into the National Response Framework?

6. If the EMS community asks for help and provides recommendations
and direction, can wider DOD support be gained?

Many challenges arise from the fact that while all assets, functions, and
domains rely on EMS, no one area has assumed overall responsibility for its
integration and management. Thus, it was discussed, since EMS occurs in and
through the medium of space, it may be sensible to consider EMS a domain
in and of itself or provide overall management of EMS to a future space force
or space combatant command. Consolidating EMS management into a new
organization creates a viable opportunity to build a sound and deliberate ar-
chitecture. Future reliability, standards, and management will all have to be
coordinated in such a way as to prevent the linkages established by the IoT
from continuing to give us a fragile and collapse-prone infrastructure.

As the 5G network becomes ubiquitous, there are opportunities to not only
match but also ensure competitive advantages in EMS. As 5G matures, legacy
technologies will give way to reliance on this integrated, consolidated, fast,
secure, and low-latency system. But 5G should not be mistaken for the acme
of EMS technology. In spite of
the promise 5G holds from an
economic and defense per-
spective, the United States and

“Consolidating EMS management into a
new organization creates a viable op-
) . A ) portunity to build a sound and deliberate
its allies should continue in- architecture. Future reliability, standards,
vesting in the technologies = ,nq management will all have to be coordi-
that lie beyond. It is likely our  pated in such a way as to prevent the link-
competitors are already doing so.  ages established by the IoT from continu-
Moreover, it is probable that  ing to give us a fragile and collapse-prone
China will develop 5G as a infrastructure.”
dual use civil-military net-
work and use the spin-off
technologies to further expand its global sphere of influence. Therefore, new
investment should match and surpass peer competitors working to develop
technologies that could one day break society free of terrestrial networks.
In the case of quantum entanglement, China is attempting to use di-
vided quantum particles to create a secure and impenetrable space-based
communications network that will transmit secure data instantaneously
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without risk of adversary’s penetration. While such capabilities sound like
science fiction, in 2016 Chinese scientists demonstrated a quantum particle
could be split then entangled (or invisibly joined) with a laser. After dividing
the particle, it was physically separated. Half of the particle was located to
space while the other half was kept on Earth’s surface. Subsequent rotation of
the Earth-based particle demonstrated the space-based particle could in-
stantaneously mirror-image the rotation if its twin-particle. While the
enabling mechanism for this kind of quantum behavior remains mysterious,
the potential utility and capabilities afforded by this kind of science and tech-
nology are not difficult to imagine. Such concepts could not only include
secure or impenetrable communications networks but also be used to activate
off-network (no Wi-Fi or other signal) micro-embedded kill-switches.

Presently, the EDTF is investigating the key question of whether or not
quantum phenomena take place within the range of EMS activity and
therefore ought to be considered an EMS phenomena. Preliminary in-
quiry suggests quantum entanglement and similar activities do occur
within the EMS. It was suggested by global experts that this question may
have never been asked within a defense context. Thus our emerging under-
standing of the relationship between EMS, cyber, and quantum activity
must be further explored and understood.

As this understanding unfolds, it is feasible that an evolving knowledge of
these phenomena will re-shape our understanding of the domains of warfare
and how EMS fits into the bigger picture. If EMS is a domain such as air, land,
sea, and space—the wider implication is that cyber was always an EMS phe-
nomena, but one which was described improperly according to hardware
rather than the medium (EMS) though which all related activities occurred.
Such would be the conceptual equivalent to calling ships or aircraft domains,
rather than the medium within which they operate such as water or air. In
light of this possibility, the EDTF suggests evaluating the prospective value to
defense community of formally defining EMS as a war-fighting domain
within which EMS-enabled cyber activities take place
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Recommendations

he potential for an adversary to inflict damage on states through EMS
attack has grown significantly. Today, all aspects of society, gover-
nance, and security have dependencies on EMS. However, power
grids, telecommunications, and many command-and-control systems have
not been designed to survive a hostile EMS environment. Once damaged by
natural phenomena such as GMD or human induced phenomena such as
electromagnetic pulse EMP and HEMP, it may take months to years to re-
cover networks and other vital functions to their original state.®
Multiple adversaries are capable of executing a strategic attack that may
black out major portions of a state’s grid. An EMP attack affects all devices
with solid-state electronics and could render inoperative the main grid and
backup power systems, such as on-site generators. During the course of this
appraisal, the EDTF evaluated a wide range of EMS activities identifying four
major issue areas and seven sub-priorities. In prioritizing recommended ac-
tions, three key phases were identified: (1) prevention, (2) mitigation, and (3)
recovery.

1. The first line of effort is PREVENTION: dissuading state and state-
sponsored actors from taking action due to not only a threat of credible
response but the certainty that their actions will not achieve results. Tra-
ditional nuclear deterrence strategies may not always apply to EMS—
most critically EMP threats. The perceived opportunity to attack with-
out attribution, or with delayed attribution, may allow an adversary to
calculate an overwhelming advantage in initiating hostilities. Hence,
the United States and NATO require stronger mutual defense agree-
ments and distributed attribution-and-response capabilities to main-
tain a credible response due to the large geographic effects of a HEMP
attack. The development of broad policy in this area is critical and
should be implemented to dissuade an enemy from risking attack to
short-circuit war and achieve a strategic “knockout” to realize their de-
sired ends. Moreover, dissuasion strategies can allow the United States
to change enemy decision calculus by influencing an adversary not to
take action based on their perceived inability to achieve desired ends.
While deterrence is undermined by the use of proxies, dissuasion strategies
do not rely on the threat of retaliation but rather an understanding that
EMS activities will not have the desired effect (or ends).
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2. Actions taken prior to an event to reduce the severity and duration
of actual EMS effects make up the second line of effort: MITIGA-
TION. Despite technological advances, the United States and its allies
have only infrequently instituted upgrades to EMS-hardening protocols
since the height of the Cold War. The lack of widespread and mandatory
standards has often led to trading away capability and resilience for
competing priorities and even convenience and efficiency. Intentional
inclusion of “firebreaks” in the national grid, or at least military installa-
tion utility systems, can help localize damage as GMD or EMP propa-
gate across bulk power transmission systems. Policy and incentives are
needed to assist in motivating state regulators and power companies to
secure the grid from all hazards, including EMP. Hardened microgrids
operating in “island mode” can provide enough power for life-sustain-
ing critical infrastructure, including military installations, and ensure
mission capability for both defense and civil recovery. Mitigation ef-
forts should also include rigorous education and realistic training and
exercises.

3. Finally, post-event actions to reconstitute critical infrastructure:
RECOVERY. Such a commitment can enhance the resilience of a society
at large. For EMP and GMD events in the United States, a combination of
active duty and reserve component forces could augment community
“black start team” (BST) (see appendix 6) first-responders. BSTs would
reboot any remaining (functioning) critical infrastructure. During re-
covery, bottom-up, preplanned efforts will enhance local survivability.
Civil-military partnerships can create solutions unique to local com-
munities. Deliberate education, outreach, and collaborative efforts
could serve as boilerplates for further community resilience. For mili-
taries in all locales, a “home-game” operations plan should be devel-
oped. Such a plan should include providing distributed forces with
commander’s intent in the event that command-and-control and com-
munications are lost.

All phases and strategies should consider civilian and military aspects and
combinations of the two and the dependencies between them.

SUMMARY OF NATIONAL LEVEL RECOMMENDATIONS

Only a shift in public sentiment and government policy—at multiple
levels—will result in a protection effort commensurate with emerging EMS
challenges and their potential consequences. Therefore, the task force
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recommends the consideration of an executive order similar to the order
establishing the Manhattan Project in the 1940s to create comparable mo-
mentum to support and carry out the following:

« Create presidentially appointed position for an executive agent for EMS
management

« Develop a national level charter for the EDTF as a supporting effort to
the executive agent

o

o

o

Immediately prioritize the protection of nuclear power stations
Rapidly invest in 5G to ensure competition in a global market

Develop education and outreach efforts for government and civil
communities on protective measures

= Such must understand that EMS-attack warning and attribution
are far from assured

Develop presidential directive: “It is the policy of the United States to
vigilantly defend against and recover from EMP/GMD”

Implement national dissuasion strategy to remove adversaries’ incen-
tives to use EMS

Create an improved definition of resilience that includes specific lan-
guage “to sustain operations for at least 30 days” as current definitions
are nebulous

Congressional engagement for public/industry policy and incentives
for EMP protection

» Direct military installations to implement base-wide EMS protec-
tion and forge partnerships with local communities to support this
effort

Recommend national EMS standards for aircraft, ships, and vehicles

Invest in next-generation research in quantum communications and
other emerging EMS phenomena

Prime the US Space Force architecture to assume management of all
EMS activities

SUMMARY OF REGIONAL LEVEL RECOMMENDATIONS:

» Move spent fuel in pools to dry cask storage at 60 nuclear sites to reduce
hazards
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« Create commander’s intent to allow forces to link up in the event of a loss
of C2

o Increase training realism and regional exercises, including bolt-from-
blue response and recovery

SUMMARY OF LOCAL LEVEL RECOMMENDATIONS:
o Stand-up BSTs

o Create microgrids

o Implement installation EMS protection and partnerships with local
communities to support this effort

« Develop community resilience in accordance with recommended definitions

ISSUE AREA 1: Electromagnetic Pulse and Geomagnetic
Disturbances

AN
ﬂ PRIORITY 1: NUCLEAR POWER STATION RESILIENCE

render inoperative the main power grid and back-up electrical power

systems, such as on-site generators. Extended electrical power loss to
nuclear power plants can lead to widespread radioactive contamination from
the overheating of on-site spent fuel pools and breach of reactor containment
at more than 60 sites and affect US military installations.

Many of these sites may be hardened at low cost by provisioning EMP-
hardened generators, transferring spent fuel to dry casks, and providing ad-
ditional on-site fuel for emergency generators (at least 30 days’ worth). In
addition, the DOD should make inputs on NRC’s proposed rules on pro-
longed station blackouts PRM 50-96. The hazards these unique sites may pose
to defense infrastructure must be considered alongside civil society.

ﬁ n EMP attack affects all devices with solid-state electronics and could
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A PRIORITY 2: Installation Command Posts (Critical
Infrastructure)

nstallation command posts are the heart of the military enterprise. How-

ever, like with nuclear power stations, if electrical power is lost, these

critical nodes could stop operating effectively within hours. Actions can
be taken to survive these functions often at little to no cost.

The concept of BST provides installations with first-responder capabilities.
The goal is to bring support to the command post before loss of communica-
tions connectivity. BST training and capabilities can be provided regardless of
installation location and resources, offering a nearly no-cost, no-manpower
interim solution. For further information, see appendix 6.

# PRIORITY 3: Exercise and Training Realism)

eneral Norman Schwarzkopf said, “The more you sweat in peace, the
less you bleed in war” Defense agencies should work to understand
that early warning and an inability to understand the source of an
attack are strategic and tactical prospects from within the EMS. A better un-
derstanding of these potentials will allow national exercises to self-identify
realistic gaps and begin meaningful mitigation.
EMS exercises should begin with the United States and broaden to NATO
allies. Such should be part of an inclusive effort to educate the wider force on
EMS issues.
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ISSUE AREA 2: Strategic Threats Arising of Adversary
5G Networks

% PRIORITY 4: Competitor Control of All Digital Information

governed according to either Western or competitor interests. Look-
ing forward, the US has an opportunity to move into position, ahead of
competitors, by capturing market share. Robust US government support can
help ensure the democratization of information and data in the information
age. However, immediate action is needed to secure US and allied advantages.
If the US supports the development of redundant terrestrial and space-
based 5G networks by forming partnerships with industry, reduces FCC and
FAA impediments to rapid rollout and development of key enabling tech-
nologies, and incentivizes domestic manufacturing to help underpin compo-
nent security, there is a significant opportunity to partner with our allies in
the creation of global networks (like GPS) that are controlled and maintained
by Western interests.

5 G is a strategic-level communications capability that will likely be

ISSUE AREA 3: Directed Energy and High-powered
Microwave Systems

i PRIORITY 5: Machinery, Equipment, and Critical Assets

the past 30 years. However, this knowledge should be rebuilt. A failure

to rebuild would be a failure to act with prudence. Within the military,
all equipment operators should understand how their system integrates into the
wider military ecosystem and understand how to innovate alternatives, and,
where practical, know how to defend and protect the assets in their charge.

I oss of institutional knowledge regarding EMS has been ongoing over

34







Finally, national EMS certification for aircraft that include EMP and HEMP
standards should be developed and adopted. The prospective failure of critical
inflight aircraft systems such as fly-by-wire on aircraft without flight control
reversion options could lead to loss of life, property, and collateral damage
justifies such actions. Any standards should be developed in concert with in-
dustry and the International Civil Aviation Organization to ensure coordina-
tion and integration into next-generation equipment and air traffic systems.

[

PRIORITY 6: Physical and Biological Impacts

ersonnel need to be well apprised of emerging risks posed by DE

weapons, including those that may harm or injure personnel. In those

cases where assets or working locations do not shield personnel, pro-
tections should be developed. Where protections cannot be realized, the use
of remote or distributed operations technologies should be considered.

In any case, assets that may be targeted by DE or HPM weapons should be
equipped with instrumentation to allow crews to know when they are being
targeted. Moreover, the United States should provide robust research and de-
velopment alongside space-based platforms to match peer momentum.

ISSUE AREA 4: EM Spectrum Policy, Management, and
Organization

7
“. PRIORITY 7: Complexity, Ownership, and Investment

phy have allowed the United States’ lead to be called into question.
Consolidating the management of EMS as into a new organization
creates a viable opportunity to build a deliberate architecture on which to
improve reliability and standards where the IoT is intrinsically linked to
economy, society, and the critical infrastructure. As such, the DOD should

Revitalization of the EMS spectrum is a defense imperative. Years of atro-
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consider the potential value of consolidating EMS management under a new
space force construct. It should also evaluate current domains for restructure
so EMS issues do not continue falling between the seams of current origina-
tions’ views of their responsibilities.
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Evaluation Methodology

B &) ) 3] ) () ¥

t the opening of the EDTF conference, participants were informed

the event would operate under Chatham House Rules. In addition,

participants were made aware the conference center was an exten-
sion of the Air University campus. Academic freedom, debate, and divergent
discussion were encouraged throughout.

EMS professionals formed a range of demographics, backgrounds, and
points of view with varying experience levels. Non-staff participants had ex-
perience in a range of EMS areas as related to activities in government, de-
fense, and industry. A sampling of the organizations with participants is in-
cluded in appendix 1. Also present were 37 designated Air University staff,
Air Force Fellows, and expert presenters, all of whom participated in work-
shop activities.

At the opening of the conference, a keystone thesis was presented for con-
sideration. The hypothesis was that key strategic threats and activities may
not be mitigated through classical strategic deterrence especially where the
gray zone is concerned. Along with this thesis, multiple researchers presented
key vulnerabilities that may feasibly present in the gray zone (from either
states, nonstate actors, or proxies). Exposition of vulnerabilities was aug-
mented by both CLASSIFIED and UNCLASSIFIED briefings (a partial list of
briefings may be found in appendix 1).

At the conclusion of presentations, participants were divided into seven
working groups with a diverse mix of technical experts and strategists. The
focus area of each working group was EMP and GMD, lasers and optics, DE
and HPM, and EMS management.

Each working group was provided a moderator (faculty from either Air
University, Air Force Research Labs, or other DOD office or military officer of
colonel or brigadier general rank) and a scribe (at the rank of major or lieu-
tenant colonel). Moderators served to present scenarios to working groups
and facilitate focused discussion. Moderators were instructed to remain neu-
tral but were encouraged to provide inputs as participants.

Overseeing moderators were two adjunct professors holding the rank of
retired lieutenant general. The role of the adjunct professors was to provide
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oversight and guidance to working group moderators and serve as a control
to prevent interference with discussions or topic creep. Each moderator had
access to adjunct professors on demand.

During working-group discussions, participants were allowed to have ma-
terial and discussions up to SECRET. By allowing discussion up to this new
level EDTF hoped to reduce inhibitions that might limit participants in think-
ing about the issues they would be trying to solve.

On the first day of the conference, each working group was presented with
five situational or scenario-based injects (S-1 though S-5). The scenarios pre-
sented were designed to provide the most creative and damaging enemy
course of action (COA) related to strategic activities within the EMS.

Scenarios were developed by experts in conjunction with the Curtis E. LeMay
Center for Doctrine Development and Education. These scenarios have not
been included in this paper due to sensitivities. However, they were designed
to induce thinking about EMS challenges and how these could apply to our
current understanding of deterrence.

By providing demanding challenges relating to current deterrence para-
digms, participants were given opportunities to holistically consider the
following:

1. What is available to harden current interests and setup now?

2. What concepts, policies, and procedures can we change to make us less
vulnerable at little to no cost?

3. What can we build for the future to protect the United States and its al-
lies?

4. What strategies can society and a commercial investment leverage to
work congruently with US government efforts?

Injects were provided with these instructions:

For the purpose of working-group discussion scenarios, working groups
will behave as Blue Team and work together to (1) prevent, (2) survive and
recover/or implement (if applicable), and (3) retaliate (if applicable) from no-
tional scenarios. Each scenario will be considered individually by each work-
ing group. For example, S-1 will first be considered from a prevention stand-
point, then a survival and recovery standpoint, and finally assessed from a
reaction and retaliation standpoint. After all aspects of S-1 are considered,
move to the next scenario question (i.e. S-2).

For the purpose of discussions, each notional scenario should be consid-
ered the most likely enemy or friendly COA (when applicable). Also for the

38







purpose of this discussion, each working group will function as realistically as
possible. For example, we are fiscally constrained departments, agencies, and
decision makers working with an understanding that certain enemy aspira-
tions, technologies, and activities may be leveraged without escalation and/or
provocation.

All reasonable challenges, op-
portunities, and creative options «Aj] reasonable challenges, opportuni-
should be considered during sce- ' ties, and creative options should be
nario discussions. The goal is to considered during scenario discus-
achieve a conceptual breakthrough ~ sions. The goal is to achieve a con-

on what the US should do to de- ceptual breakthrough on what the
US should do to deprive adversaries

) - of options and confuse their decision
confuse their decision calculus.  a1culus. ”

Work to a logical scenario conclu-
sion considering policy and regula-

prive adversaries of options and

tory changes that might be helpful to speed response and recovery.

Each group will consider the S-1 through S-5 through their own unique lens
(i.e., how would the lasers and optics world be impacted, able to react, bring
solutions to bear?). After individual consideration, groups will combine to dis-
cuss and exchange key observations.

On the final day of the summit, there was an executive out-brief of findings
and recommendations presented to an executive member panel, which in-
cluded among others the Commander of Air Education and Training Com-
mand and the Commander of Air Force Warfighting Integration Center.

Notes

1. The Nuclear Regulatory Commission (NRC) requires nuclear facilities to have the capa-
bility of continuing site operations on alternating current for at least 16 hours after the loss of
off-station power. Nuclear power plants do not provide their own electricity. In some cases,
under NRC waiver, time requirements may be reduced to as little as seven hours.

2. The current US nuclear-industry response plan, FLEX, relies on two warehouses located in
Arizona and Tennessee. These warehouses have a combined ability to support less than 10 sites.

3. See note 1 above.

4. General John Hyten, USAF CC/USTRATCOM, Comments at Air Force Association
Convention, 20 September 2017.

5. See note 1 above.

6. Congressional Commission to Assess the Threat of Electromagnetic Pulse to the United
States of America, Testimony to the House Committee on Homeland Security, October 2017.
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7. United States Army, Field Circular 50-16, Electromagnetic Pulse Mitigation Techniques, 1984.

8. For instance, high-voltage transformers vital to America’s electrical power grid are all
custom-built for specific applications. America depends upon South Korea and Germany for
replacements; average replacement lead-time is 18 months.
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Appendices

Appendix 1

Partial List of Participant Organizations

This appendix is a sample list of agencies represented at the 20-22 August
2018 Electromagnetic Defense Task Force summit.

Air Education and Training Command
The Curtis E. LeMay Center for Doctrine Development and Education
Air University

Air Force Warfighter Integration Center
Air Force Research Laboratory

Naval Research Lab

Department of Energy

The Union of Concerned Scientists
Wyoming National Guard

US Strategic Command

AF Global Strike Command

Booz Allen Hamilton

Lockheed Martin

North Atlantic Treaty Organization
Federal Aviation Administration

Joint Staff

Defense Threat Reduction Agency
Idaho National Laboratory

Air Force Nuclear Weapons Center

Air Force Special Operations Command
Air Force Civil Engineering Center
Office of Naval Intelligence

Air Force Institute of Technology

41







Air Force Materiel Command
Department of Homeland Security

Missile Defense Agency

During deliberations, it was recommended future events include:

Multiple agencies from the US intelligence community (Central Intelli-
gence Agency, Defense Intelligence Agency, National Security Agency,
National Geospatial-Intelligence Agency, National Air and Space Intel-
ligence Center, and Missile and Space Intelligence Center)

Federal Emergency Management Agency
New York Police Department
National Academy of Sciences

Defense Advanced Research Projects Agency
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Appendix 2

Amplified Recommendations

Prevent—Reinforce deterrence concepts with dissuasion elements to enhance
attribution of attack vector and reduce probability that an adversary could
strike without threat of retaliation

e (Mil) Ensure EMS survivability of most-essential deterrence forces
paces threat capabilities

o Recertification of hardened capabilities that have been compromised
through neglect

o Revalidation of NC3 at a threat level that is paced to adversaries’ ca-
pabilities

e (Mil/Civil) Deny adversaries the ability to conduct most-consequential

forms of attack without rapid attribution and expectation of retribution

o Amend existing mutual security treaties to include commitments for
mutual assistance for attributing attack origin

o Seek collective attribution assistance assurances among a community
of states capable of space monitoring to globalize an adversary’s chal-
lenge maintaining anonymity

o Requires information sharing derived from national and sovereign
technical

Mitigate— Take preparatory actions left-of-bang to reduce impact of adverse
EMS phenomenon/attack

¢ Educate and train personnel to state-of-the-doctrine, state-of-the-threat

o Standards and technical solutions are known within stovepiped com-
munities of expertise, but not by the community of practice

o Significant lack of force development within DOD to understand
threats
¢ Directive guidance to JROC/JCIDS process to account for hardening for
military equipment

o Develop DOD policy that mandates levels of EMP survivability that
are not tradable
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= Develop table of survivability that gives a warrant for program of-
fices and contractors to set minimal standards of survivability for
DOD components

= Develop consequences, such as a “Nun-McCurdy breach,” for fail-
ure to deliver required survivability in systems (consequence re-
gime for contractor performance shortfalls currently focus on
budget and schedule, not survivability)

o DODI standards look at actual degree of hardening and pace it to the
threat

= Hardening currently pinned to kilovolt/meter standard that may
be outdated. Should it be paced to threat forecast?

e Must “bake in” EMP-hardening up front and as intentional utility grid
growth and refurbishments

o Commercial infrastructure developing without robust survivability
standards

o Complete retrofit is expensive, but up-front costs with new materials
(AFRL, ARL, NRL) are much more reasonable

o Local construction firms are powerful lobbyists who will respond to
incentive structures and can become participants in influencing
hardening in infrastructure creation/renewal

e Secure nuclear waste (spent fuel) to reduce risk

o Previous agreement by DOE to establish national storage capacity of
spent fuel has not been realized

o Resource and execute DOE mandate to collect and securely cask
spent fuel to reduce on-site storage

e Local communities will probably be most successful in recovering from/
responding to a nuclear attack

o Develop resilient installations and communities that showcase local
civil-military best-practices for survivability-by-design

o Utilize a test city to implement a “model” action plan with a collab-
orative effort between DOD and local community to harden a base
and surrounding community

o Located where civ/mil/political alignment is right for a local win
(Texas?)
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o Hardened communications with mil/civ critical authorities

Installation plans integrated with community response plans

o Coordinated identification and hardening of critical food/water/
medical/sanitation

o Initial (10 series) DOD action plans and targeted local education in
partnership with civic/community groups

Develop “weak links” in $4 trillion national grid infrastructure that in-
crease ability to localize EMS damage (est. cost $400 billion)

o Prevent cascading electrical failure within/across electrical grid

Government incentives/subsidies/or minimum standards for the gov-
ernment to contract with commercial providers

Improve resiliency of electric grid and obtain prerequisite authority
from state regulators to adjust rates to cover increased costs associated
with developing this infrastructure

o Work across levels of government to create flexibility for state regula-
tors to allow utility rate increases in conjunction with national hard-
ening standards

o Remove “late mover advantage” for hold-out/lower-cost unhardened
electrical grids

Identify critical national industrial capabilities (development and con-
struction of nuclear facilities, high-voltage transformers) that have been
shuttered/offshored

o Restore education, workforce, manufacture, and industrial capability
to reduce dependencies on offshore suppliers (India and China) for
critical recovery components

o Develop new domestic electrical grid technology not reliant on
foreign sales

National standards for EMP-hardened infrastructure requirements
(AFRL-construction materials)

o Develop layered approach with varying levels of EMP defense to pro-
vide more affordable resiliency

= AFRL is engaging with local communities to expand these ideas;
how can we spread this practice across other services?
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= How do we get facilities to buy down risk? Construction materi-
als? Subsidies for targeted community “fallout shelters” that can
thrive in EMP-attack aftermath?

e Executive authorities and direction for organize, train, equip

o

© © © 0O 0 © 0 O o ©o o o o©°

Revive national hardening standards

Grid, C2 nodes

“Go-Do” ensure funding/authority

Define mission command

Diversify power sources

Build isolated microgrids

Public affairs (US civil)

Training and education

Provide US Space Force with mandate to manage EMS
I/O: Flexible deterrent options (adversary)

Train BSTs at all installations

Predicate EMP/GMD TTPs on bolt-from-the-blue attacks
Enhance survivability (Command Posts/Continuity of Ops sites)

Inform Public/Public Affairs Strategic Messaging

Recover—actions to restore critical services right-of-bang in a degraded
environment

e Dispersed (current Air Force E8 generator equipment being centralized)

o

o

o

Property-installed generators may not be hardened

EMP-hardened generators are managed centrally and normally as-
signed to a unit type code tasking

Connection points for portable generators and water pumps to plug
in hardened capability

e National education directed toward American communities on nature
of the threat and establishing expectations on role of government, defense,
and civil institutions

o

(o)

Expand DOD’s role in securing the United States from EMP

Discuss “home-game”
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o Break out of mind-set that EMP is a “game over” event. Must thrive
on, fight on, etc.

e Ensure mutual support plan among utilities and government
e Exercise across departments and agencies during prevent phase
e Resilient supply chain

e OCONUS data/logistics sites

e Prioritized plan for resources (all classes of supply)

e Retain Title 32 assets

¢ Inform public/strategic messaging

e Economic stabilizing measures

e Communications/information plan

¢ Inform public/consistent with strategic messaging

¢ Ability to provide law and order

Provide Credible Response—Sustain strategic response capabilities to
retaliate and regain initiative

e Establishing robust black start teams (BST)

o Capture BST as a function of military Ability to Survive and Operate
(ATSO)

= CONUS-based units tasked to participate in BST as an ATSO
activity

= Base 10-series plans tasked to consider BST ATSO, including charge
to develop key connections with local LE, EM, DR, government

» Plan and exercise “island-mode” exercises where an installation
has to plan and exercise up to 30 days completely off the grid

e Establish a means of showing attribution without revealing classified
sources

o Without attribution, response is illegitimate

e Time is of the essence; delayed response is less effective
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Recommendations For Further Action

e Identify a national champion
o EMP is a tragedy of the commons as “no one’s job jar”
o Refuse to “trade away” survivability

o Develop directive guidance that it is no longer acceptable to trade
away survivability

o EMP protection is NOT a technical issue, it is an issue of will and
policy

o Do not make survivability waiverable, it must be independently veri-
fied (no self-reporting)

e Educate all communities

o Start with the intel community; intelligence assessments MUST in-
clude more than enemy intent with high-consequence events; it must
include capabilities

= Justification of should not be based just on today’s enemy intent but
on their capabilities and military advantage projected past 10-years

o The intel community in key agencies must be educated so they pro-
vide the right feedback to political leadership who ask the questions

e Build in EMS resilience

o Need a definition of resilience that includes EMS threats (EMP,
HEMP, DE, etc.)

= The term resilient needs to be redefined to include the EMS phe-
nomena

o Incentivize and “Brand It” appropriately (Energy Star example)

o ID all the places in government guidance (federal, state, and local)
where this new definition can be applied

o Direct the requirement to be implemented in ALL NEW investments
on identified infrastructure

o Need continued work on identifying critical national civil-military
infrastructure

o Make government the de-facto standard for EMP resilience

= Incentivize protection of long-term replacement items such as extra
high-voltage (EHV) transformers
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= Invest in the $2.5 billion to protect existing EHV transformers (all
hazards = neutral ground blockers, ballistic protection, SCADA
systems—E-1 and 2 wave forms and cyber intrusion)

= Incentivize the development of new EMP-protected assets by writ-
ing these EMS resilience standards into the standards for future

e Develop an operations plan for the home-game fight

o Start by realistically describing the post-event environment

The How
e Make it policy
e Implement the requirements

¢ Independently audit/inspect
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Appendix 3

Recommended Development Timelines (60 Days to 5 Years)

Immediate (<60 days)
e POTUS Directive:

o Given the threat environment outlined in the NSS and NDS, it will
now be the policy of the United States that the ability to __defend__
and recover from an EMP attack or GMD event shall be national
policy. The DOD shall take immediate action to develop the require-
ments and procedures for military installations and the DHS shall do
the same for the civilian grid, consistent with PDD XXX. Any waiver-
able authority must be brought to the cabinet level. DOD and DHS
will provide the national security staft with a status report in 180
days.

*Sense of urgency is due to NRC ____
¢ ID a national champion:
o Appointee should be bipartisan
o Technical background in electrical engineering
o Experience with policy and strategy
e Establish EDTF as a Federal Task Force led by DOD
o Recruit from EDTF cadre
e Build the playbook & basket of solutions
o Take the Show on the Road

= Begin with “crash course” on current solutions & testing capabili-
ties

= ID willing/appropriate installations/states
= Action officers and SMEs of EDTF to show “how it’s done”

= Team generates field guides
e Generate political will

o Initiate think tank exercise:
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= Air University: Weapons of mass destruction program to pay
think tanks to develop ideas to engage a conversation in think
tanks

= NDU: same

Short-term (< 2 years)

e Prioritized asset list from POTUS/departments and EXORDs

e Centralize C2 (NSC or cabinet-level)

e Delegate/Designate authorities w/PAAs

e Emphasize EMS in doctrine and high-level definitions

¢ Information dissemination contingency plans

e Train BSTs/MDT/CPTs in EMP response/recovery

e Develop industry standards/new regulatory framework

e Standardize/Exercise information contingency plans w/departments

¢ Enhance public early warning system/education

Mid-term (2-5 years)
e Appropriate funds for hardening prioritized assets
e Equip departments w/hardening technologies

e Exercise information contingency plans in public sector

Long-term (5+ years)

e Complete CONUS/OCONUS hardening for asset list

¢ Industry hardening standards implemented on all civil-mil tech
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Appendix 4

Sample Briefings (Not all inclusive)

CLASSIFIED briefings

Curtis E. LeMay Center for Doctrine Development and Education, Office
of the Secretary of Defense, United States Air Force Technical Applications
Center, Air Force Testing and Evaluations Center, United States Strategic
Command, Air Force Research Laboratory, and Idaho National Laboratories.

UNCLASSIFIED briefings

Congressional Commission to Assess the Threat of Electromagnetic Pulse
to the United States of America, The Union of Concerned Scientists, Booz
Allen Hamilton, and a briefing by multiple technology development companies.
Unclassified EMS threat samples included: risks to power grids, balloon borne
EMP detonations (not requiring ballistic missiles to loft to high altitude),
certain threats to aircraft and human physiology, and so forth.
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Appendix 5

Bullet Background Paper
on the Economic and Security Implications of 5G Networks

Purpose

The development of 5G mobile technologies and networks represents a
quantum leap in communications capabilities which is ready for deployment.
Consequently, the development of 5G networks deserves unique consider-
ation. This paper (1) introduces 5G mobile technologies, (2) describes key
forecasts and their relationships to US economic and security interests, and
(3) recommends USG support for the rapid development of a Western led
strategic 5G architecture.

Introduction

e At five-year intervals, mobile technologies undergo generational up-
dates as capabilities developed incrementally improve; preceding gen-
erations of mobile technology were 4G, 3G, 2G (the first digital net-
work), and 1G (analog network)

e 5@ is a boundary-crossing secure communications advancement with
nearly unlimited bandwidth and almost no latency; in comparison to
4G, 5G may offer 10x faster downloads, 100x higher wireless transfer
rates, and 100x lower latency

Economic And Security Interests

e 5Gapplications are forecast to exceed $400B by 2022, with the construc-
tion and maintenance of a prospective US network resulting in 3 million
jobs and a $500B increase in domestic GDP

e Rapid creation of a global 5G network is a cornerstone in China’s indus-
trial plan to compete with Western interests; the plan is underwritten by
half a billion dollars in investment with a first-to-market goal to deploy
5G commercially by 2020

e By 2035, 5G is expected to enable $12.3T in global economic output; states
and nonstates that control the 5G network may dictate or control all digital
transactions including the ability to share and receive information
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e China’s control over the majority of hardware manufacturing needed to
create 5G components and antennas (41 percent of the market and ris-
ing) is part of Beijing’s plan to deploy a network favorable to Chinese

economic and security interests

° Control of 5G is roughly equivalent to control of the internet; open 5G
is critical to freedom and free market economics

e Access to 5G will be critical to operations in every war-fighting domain,
in particular, space command and control

e Defense experts assess that 5G market share will be “locked-up” by US
competitors in months with no second chance in 5G race; EO interven-
tion stopped recent corporate mergers; immediate action needed to se-
cure US first mover advantage

Recommendations

e Provide robust US government support to develop global redundant
terrestrial and space-based 5G networks by forming partnerships with
industry leaders owning component manufacturing capabilities, space
lift capabilities, and technical expertise

e Reduce FCC and FAA impediments to rapid rollout and development of
key enabling technologies in the US while incentivizing domestic man-
ufacturing to help underpin component security

e Invite US allies to partner in the creation of global networks (like GPS)
controlled and maintained by Western interests

Summary

5@ is a strategic-level communications capability that will be governed ac-
cording to either Western or competitor interests. In the months ahead, the
US has an opportunity to move into position, ahead of China, by capturing
market share. Robust US government support can help ensure the democra-

tization of information and data in the information age for all mankind.
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Appendix 6

Bullet Background Paper on Black Start Teams

Purpose

This paper introduces the concept of BLACK START TEAMS (BST) and
their value to the enterprise as a method to ensure installation continuity of
command in the wake of an EMP or Geomagnetic Disruption (GMD) event.
A BST is a pre-equipped, geographically distributed team of personnel whose
role is to “kick-start” an installation’s baseline operations under extreme elec-
tromagnetic spectrum (EMS) circumstances.

Background

e The entire DOD command structure may be incapacitated without notice
in the wake of an EMP/GMD event (such may occur during or outside
of duty hours, holidays, and/or other inopportune times)

e While EMP is a human-caused disruption, GMDs are cyclical disruptions
caused by coronal mass ejections (12 percent chance per decade that
North America will be impacted by GMD)

e EMP emits E-1 through E-3 pulses while GMD generates an E-3 wave
from plasma coupling with Earth’s magnetic field; all can adversely im-
pact C2 and C3 due to dependencies

e EMP may incapacitate most electronic devices and satellites in deposition
regions, while GMD may cause outages in northern latitudes (circum-
stances over CONUS similar to Katrina—EMP Commission)

Status

e Most installations do not have contingency plans for events that include
equipping key personnel to get from home or community to accomplish
or establish essential preplanned mission objectives and/or capabilities

e Must be assumed widespread disruption of communications and trans-
portation will be associated with events; such can impede recall of es-
sential personal needed to activate baseline capabilities
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Black Start Teams

e A strategic concept of operations (CONOPS) modeled after immortal
jellyfish: biological organism grows to adulthood, then reverts to larva
stage through transdifferentiation; next regrows to adulthood. This is an
indefinite cycle.

e BST members provided training and equipment to revert an installation
to baseline ops by preparing members to respond from home or com-
munity to mission objective, ensuring key post-event objectives are met

e Must first prepare family of BST members for self-sufficiency to ensure
member ability to depart home for mission objective(s)—all members
pre-briefed on individual roles and CC’s intent/objectives

Conclusion

BSTs can provide NMCA critical continuity at all installations in lieu of
certain equipment capacities. Contingency planning at wings should be a
high priority and is addressed in depth in an accompanying FOUO White
Paper. To request this paper, please contact Maj David Stuckenberg at david
stuckenberg.1@us.af. mil.
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ATSO
BST
COA
CONUS
DE
DHS
DOD
DOE
EDTF
EHV
EMP
EMS
FAA
FCC
GDP
GMD
HEMP
HPM
IoT
NAOC
NCR
NDS
NMCA
NRC
NSS
PTN
RMS
TACAMO
USG

Abbreviations

Ability to Survive and Operate

black start team

course of action

continental United States

directed energy

Department of Homeland Security
Department of Defense

Department of Energy
Electromagnetic Defense Task Force
extra high-voltage

electromagnetic pulse
electromagnetic spectrum

Federal Aviation Administration
Federal Communications Commission
gross domestic product
Ground-based Midcourse Defense
high-altitude electromagnetic pulse
high-power microwaves

Internet of things

National Airborne Operations Center
National Capital Region

National Defense Strategy

National Military Command Authority
Nuclear Regulatory Commission
National Security Strategy

Pilot Training Next

Royal Mail Ship

Take Charge and Move Out

United States government
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My name is Irvin Boyles and I live in the Livingston District.  I have provided you with a written copy of the following comments for the record. 


[bookmark: _GoBack]I have previously addressed the Board, raised the following issue with sPower for the January 11, 2018 meeting at Craigs Baptist Church for Fawn Lake residents, and again last week via email to the Planning Commission Staff (attached) on the need for their due diligence on the other risks of the sPower solar farm proposal when considered in the total context of the interface with Dominion Power and the National Power Grid itself.   While I realize that this hearing is focused on Spotsylvania Solar Energy Center A, as described in the sPower Generalized Development Plan Narrative, it will still be a major source of the intended 500MW of electric energy that is expected to be injected into the electric power grid through the Dominion Power switching station, and that assumes the electric power grid can accept it.


The vulnerabilities and risks of the National Power Grid to remain in operation are well recognized and reported by the Federal Government, including the Department of Defense and Department of Homeland Security, and professional organizations. In addition to lack of demand from current committed users (e.g., Microsoft, Amazon), they include[footnoteRef:1]: “The electric grid of the 21st century needs to cope with the smart grid, cyber-attacks, space weather (solar storms), potential terrorist attacks using electro-magnetic pulse (EMP) and high-power microwave (HPM) weapons, proliferation of clean energy sources, phase-out of fossil fuels, etc.”  If the electric grid goes down, the solar plant will continue generating electricity whenever there is daylight, and can build up electrical overloads that cannot be efficiently expended or dispersed into the National Power grid.  Circuit breakers can only handle so much! [1:  National Defense Industry Association (NDIA) 2018 System-of-Systems Engineering Collaborators Information Exchange] 






 What happens when the electric grid can’t or won’t accept the electrical energy being produced by the solar plant?  How will the electric energy build-up be dispersed before the PV modules, combiner boxes, inverters, transformers, circuit breakers, and/or Dominion Power catch system switchgear located throughout the solar energy facility begin to catch fire and spill toxic materials. The emergency action plans offered by sPower do not address this scenario.  Who is responsible? Who is liable? What are the emergency actions that will protect the safety and health of citizens of Spotsylvania?  How will the County “Protect Spotsylvania?








Thank you.


Irvin Boyles


11501 General Wadsworth Drive 


Spotsylvania VA 22551


540-972-4404


Irv.boyles@verizon.net





1 attachment

























-----Original Message-----
From: Irvin Boyles <irv.boyles@verizon.net>
To: wparrish <wparrish@spotsylvania.va.us>; pwhite <pwhite@spotsylvania.va.us>; wparrish <wparrish@spotsylvania.va.us>; pwhite <pwhite@spotsylvania.va.us>
Cc: concernedcitizensfawnlake <concernedcitizensfawnlake@gmail.com>; davehammond <davehammond@gmail.com>
Sent: Wed, Nov 28, 2018 12:02 pm
Subject: Additional Questions Re. sPower Application for SUP


Wanda;


I have yet to hear a reply from sPower, nor an acknowledgement from the Nov 15 BoS meeting regarding the provisions between sPower and Dominion Power.  At the November 15 BoS meeting, I presented for the record:  


"The County should be performing their due diligence on the impact of this installation not just as a self-contained proposal by sPower, but also with the interface with Dominion Power and the National Power Grid that can cause emergency conditions in the solar plant itself, or to the National Power Grid.  For example, what happens when 500+-megawatts of electrical energy generated by the Solar plant overloads the ability to be accepted or dispensed at the grid connection point by Dominion Power or by failures in electric grid due to equipment failures, under usage, hurricane damage, or terrorist or cyber attacks on the Dominion Power Station or the National electric grid itself?"  





The vulnerabilities of the National Power Grid are well recognized by the Federal Government: 





“The electric grid of the 21st century needs to cope with the smart grid, cyber-attacks, space weather (solar storms), potential attack from Electro-Magnetic Pulse (EMP) and High Power Microwave (HPM) weapons, proliferation of clean energy sources, phase-out of fossil fuels, etc.” In other words, the solar plant will continue generating electricity whenever there is daylight, and can build up electrical overloads that can cause fires in inverters, transformers, substations, solar panels and other equipment, both within the systems provided by Dominion Power and by sPower, that can release toxic or carcinogenic materials when they cannot be efficiently expended into the National Power grid.  Design plans and emergency response plans from sPower, in conjunction with Dominion Power, must address how the interface between sPower and Dominion Power and the connection to National Electrical Grid will accommodate excessive electric power overloads, and how it will ensure the safety and health of persons, property, the aquifer, waterways, lakes, ponds, and the environment within the vicinity of the solar plant and connections to the National Power Grid?





